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A Proposed Namespace for the UK HE and FE Community

Introduction

The UK’s HE and FE community requires a unique namespace to support a range of directory-based applications which involve the sharing of personal data between institutions, and between institutions and data providers, both commercial and non-commercial. This namespace will be used within a future access management system for the UK which is likely to be based upon X509 digital certification (see Alan Robiette’s paper Middleware for the JISC Information Environment: Proposal for Discussion, April 2002
).

In our attempt to create such a namespace for consideration by the community, we have based our proposals on the work done in the US in the last few years to create an ‘eduPerson’ object class
 under the X500 directory standard, for deployment in the LDAP (Lightweight Directory Access Protocol). eduPerson, which is now in its version 1.5, conforms to the protocol as a type of object class within the person object class as defined by Inet. Because it has been created by the US HE community, it is not directly usable within the UK, and Project ANGEL would like to propose a constrained version of eduPerson for use within the UK as shown in the following table. It is our contention that it is preferable to adopt a version of eduPerson adapted for UK use, rather than to create a new object class for our requirements. The advantages of this approach are that directory-based applications can then be shared between the UK and US educational communities, and others around the world which may similarly make use of eduPerson as an international namespace standard.

We have therefore suggested some additional permissible values in the fields eduPersonPrimaryAffiliation, and we would propose that there be a recommended restricted use of a subset of these values for the UK. In the same way, we have identified only ten fields out of the full eduPerson total of 42 available fields, and would propose that UK users are restricted to this initial group of ten, which are:

	eduPersonOrgDN (organisation distinguished name)

	cn (common name)

	sn (surname)

	eduPersonPrincipalName 

	o (organisation)

	ou (organisational unit)

	eduPersonPrimary Affiliation

	eduPersonEntitlement

	userCertificate or userSMIMECertificate


While this namespace will be needed to serve many different requirements, its immediate purpose will be to support the development of a new, national authentication and access control system for the UK HE and FE community whose national ICT infrastructure needs are served by the Joint Information Systems Committee (JISC) of the HE/FE Funding Councils. JISC is currently developing a system to supersede the current Eduserv Athens system in providing authentication and access control on a national scale. The JISC middleware discussion paper1 proposes moving towards the use of X509 digital certificates for authentication and ‘simple authorisation’. 


Authentication

Authentication involves the secure identification of a bona fide member of a university or college in the UK, and will be based upon the possession of an eduPersonPrincipalName, comprising a pseudonym applied by the user’s institution, made up of a user identifier and a DNS-registered form of the institution name. In addition, the userCertificate or userSMIMECertificate is required for authentication. Local LDAP implementations will hold a reference in either of these fields to the location of the user’s digital certificate (i.e. the public key), which will be requested for authentication. Only one of these two fields will be used for any given user. Robiette’s paper proposes a centrally-held directory of all UK HE/FE certificates issued by the JISC Certification Authority which it is planned to introduce to administer the Sparta system. In this case, the userCertificate or userSMIMECertificate attributes might point to the national directory and from there to the appropriate public key server. The third field of the namespace required for authentication would be the eduPersonPrimary Affiliation. This will contain a single value describing the user’s role – academic staff, academic-related staff, undergraduate, etc. These fields will all be carried on the user’s certificate, and recorded in the JISC Certification directory. This set of three attributes identified for each user will allow them to be authenticated against a national system of unique identifiers, with just enough additional information to support the authorisation requirements of most of the data providers currently using the Athens system for this purpose.

Authorisation

Authorisation decisions will be made by software acting on behalf of data providers. Simple authorisation decisions can be made on the basis of the same three fields used for authentication: eduPersonPrincipalName, eduPersonPrimaryAffiliation and the certificate field – either userCertificate or userSMIMECertificate.

There is a need to move beyond simple authorisation as soon as possible, however. Data providers wish to be able to target their services towards more specific groups from within the HE and FE communities, and purchasers of services within these communities wish to be able to purchase selectively and to obtain usage data particular to specific user groups. In addition, the development of Grid services has brought into relief the existence of a potentially vast range of highly selective user groups with needs to access particular data services while being able to guarantee privacy and security over the network.

We therefore wish eduPerson to develop to accommodate the needs of ‘fine-grained authorisation’. There is a range of possible technology solutions under development at present
. Whichever one is adopted for the UK will require to be supported by the UK namespace. The fields which are relevant to fine-grained authorisation are, in addition to the four so far identified for authentication and simple authorisation: eduPersonOrgDN (distinguished name), sn (surname), cn (common name), o (organisation), ou (organisational unit) and eduPersonEntitlement. eduPersonOrgDN provides the official form of the institutional name; sn provides additional name information which might be used to cross-check the information found in eduPersonPrincipalName; cn does likewise, and may be used to map from the pseudonymous identity of an individual at authentication or authorisation to a real Person; o and ou are both useful for directory look-up and the provision of statistical information on service use, and eduPersonEntitlement indicates the rights entitlements of authenticated users, and is a vital requirement for sophisticated authorisation.

Central UK Support for Authorisation

eduPersonEntitlement cannot be used without an agreement between the institution and the data provider, and it would be sensible for the UK HE/FE community to seek a collective agreement with data providers on a common set of entitlements. We would wish to argue for this attribute being present in the namespace from the outset, in order to support any possible pilot entitlements projects in the near future. In the meantime, institutions may wish to make use of it in their own arrangements with data providers.

Staged Authorisation 

We therefore anticipate the use of a basic three-field set of attributes to support authentication and simple authorisation. These fields are shown here:

	eduPersonPrincipalName 

	eduPersonPrimaryAffiliation

	userCertificate or userSMIMECertificate


These fields would all be carried in the user’s certificate, and registered nationally in the national certificate directory. It would be expected that institutional LDAP directory services would be populated with this data from the central directory.

The set of six additional fields required to support fine-grained authorisation are:

	sn 

	cn

	o

	ou

	eduPersonOrgDN

	eduPerson Entitlement


These, and other fields which may be added following subsequent versions of the eduPerson object class, are recommended to the UK HE/FE community to support fine-grained authorisation requirements. These will not be recorded in certificates or on the central certificate directory. They will allow institutional services to be able to support the more complex roles management and user information data which will result from using a system supporting complex authorisation decision-making in conjunction with a trusted authentication system, which will be already in place.

Clearly, the granularity could be even finer than is catered for in these ten fields. The Internet2/Educause eduPerson Working Group recognises this, and expects eduPerson to evolve over the next few years so that it can better support the need for even finer-grained authorisation. This process is clearly evolving, and the recent eduPerson 1.5 includes the attribute eduPersonEntitlement for the first time. We would recommend that JISC becomes active in collaborating with this group to ensure that the UK’s attribute needs are met as it evolves. Thus, it is anticipated that a future implementation of eduPerson will include attributes for, e.g. field of study, major degree programme, research interests, placement student, and other attributes which reflect the roles and classifications of learners, teachers and researchers in further and higher education.

In the tables below, we have indicated the application we recommend for each of the fields currently defined within eduPerson – i.e. either authentication, simple authorisation and fine-grained authorisation, or fine-grained authorisation only. Clearly, fine-grained authorisation requires authentication and simple authorisation as prior steps. The use of all nine recommended fields, therefore, will support fine-grained authorisation, whereas the use of only three will support authentication and simple authorisation. eduPerson uses its own classification of fields into ‘application utility classes’. It defines three of these: ‘core’ (for cn, sn and eduPersonOrgDN only), ‘standard’ for a further 14 commonly-used fields; ‘extended’ for 21 fields of relatively marginal usefulness; and in the case of four fields, it makes no recommendation on the application utility class.

	eduPerson 1.5 attribute #
	Attribute
	Comments

	8
	eduPersonPrincipalName

Defined in eduPerson 1.0

UK HE/FE use:

Authentication
Simple authorisation
Fine-grained authorisation

Single-valued (uncontrolled)

Application utility class: core
	The ‘NetID’ of the Person for the purposes of inter-institutional authentication. Should be stored in the form of pseudonymous_user@univ.ac.uk, where univ.ac.uk is the name of the local security domain.

If populated, the user should be able to authenticate with this identifier, using locally operated services. Local authentication systems should be able to adequately affirm (to both local and remote applications) that the authenticated principal is the person to whom this identifier was issued.

The initial intent is to use this attribute within a ‘broad-brush’ authorisation environment, and later within a ‘fine-grained’ environment such as that provided by the Shibboleth project (http://middleware.internet2.edu/shibboleth). However, it has quickly become clear that a number of other applications could also make good use of this attribute (e.g. H.323 video, chat software, etc). eduPersonPrincipalName would be used as follows: A resource owner, A, would look at B’s directory entry to discover B’s eduPersonPrincipalName. A would then tell the local authorisation system that B’s eduPersonPrincipalName is allowed to use the resource. When B tries to access the resource, the application (or access control infrastructure) would validate B’s identity, check with the local authorisation system to ensure that B has been granted the appropriate access privileges, and then either grant or deny access.

eduPersonPrincipalName looks like a Kerberos identifier (principal@realm). A site might choose to implement eduPersonPrincipalName locally as Kerberos principals. However, this is not a requirement. A site can choose to do authentication in any way that is locally acceptable. Over time, many sites are expected to be using PKI for authentication; however, they may still be specifying identity in eduPersonPrincipalName format.

Likewise, eduPersonPrincipalName should not be confused with the user’s published email address, although the two values may be the same. Some sites have chosen to make the user portion of email addresses and security principals the same character string; other sites have chosen not to do this. Even when they appear to be the same, they are used in different subsystems and for different purposes, and there is no requirement that they have to remain the same. The proposal for the UK is that they should not be the same, and that the user identifier should be a pseudonym applied by the local institution. The presence of the cn field within the local LDAP implementation will mean that institutions can map eduPersonPrincipalName valuesto real individuals. This mapping should not be possible for either JISC or the data provider.

An assumption is that eduPersonPrincipalName values are managed on an enterprise basis by the univ of univ.ac.uk. A particular eduPersonPrincipalName is assigned solely to the associated user; it is not a security principal identifier shared by more than one person. Lastly, each eduPersonPrincipalName is unique within the local security domain, which, within the UK, would be the certificate authority domain managed by JISC. 

How long, if ever, before a formerly assigned eduPersonPrincipalName is reassigned to a different individual is an institutional decision. Some institutions will choose never to reassign eduPersonPrincipalNames. Others may opt for a relatively short hiatus before reassignment. While this complicates the work of the relying parties, it is unavoidable given institutional autonomy. 

This attribute should prove useful in creating some applications that are based on currently deployed technologies and on code that does not currently use LDAP or require a PKI. This attribute should help to create a framework to foster interesting inter-institutional collaborations between sites that use different technologies. In short, this attribute provides a foundation for yet another abstraction layer.

The Internet2/Educause eduPerson Working Group expects that this attribute may become deprecated in some future version of eduPerson. This would occur as LDAP enabled infrastructures and applications become more mature. One metric of this maturity will be the convergence on best practices and their widespread adoption. The importance of this field within the recommended UK use of eduPerson, however, means that we would wish to prevent it becoming deprecated in any future version of the standard.

Example: eduPersonPrincipalName: 1qrt87@ed.ac.uk

	6
	eduPersonPrimaryAffiliation

Defined in eduPerson 1.0

UK HE/FE use:

Authentication
Simple authorisation
Fine-grained authorisation

Single-valued

Application utility class: standard

Permissible values (only fields marked * should be used in the UK)

Faculty
student
staff
alum
member*
affiliate*
employee*
academic staff*
undergraduate*
postgraduate*
academic-related staff*
administrative staff*
graduate*
researcher*
	Specifies the Person’s primary relationship to the institution in broad categories such as academic staff, undergraduate, researcher, etc (see controlled vocabulary opposite). Think of this as the affiliation one might put on the name tag if this person were to attend a general institutional social gathering. Note that the single-valued Primary Affiliation attribute assigns each person in the directory into one and only one category of affiliation. There are application scenarios where this would be useful.

We have added a number of proposed UK-specific fields to the range of permissible values. These are:

academic staff
undergraduate
postgraduate
academic-related staff
administrative staff
graduate
researcher

The specification states: ‘The list of allowed values in the current version 1.0 of the object class is certainlyincomplete. We felt that any additional values should come out of discussions with the stakeholder communities. Any agreed-upon additional values will be included as part of the post-1.0 versions of eduPerson.’

The authors deliberately avoided including a value such as ‘other’ or ‘misc’ because it is semantically equivalent to ‘none of the above.’ To indicate ‘none of the above,’ for a specific person, leave the attribute unpopulated.

‘Member’ is intended to include academic, academic-related, undergraduate, postgraduate, and other persons granted a basic set of privileges that go with membership in the university community (e.g. library privileges). It could be glossed as ‘member in good standing of the university community.’

‘Affiliate’ is intended to apply to people with whom the university has dealings, but to whom no general set of ‘community membership’ privileges are extended.

Each institution decides the criteria for membership in each affiliation classification. A reasonable person should find the listed relationships commonsensical.

Example: eduPersonPrimary Affiliation: undergraduate

	39
	userCertificate (UC)

Defined in inetOrgPerson

UK HE/FE use:

Authentication
Simple authorisation
Fine-grained authorisation

Multi-valued (uncontrolled)

Application utility class: standard
	A user’s X.509 certificate

RFC 2256 states that this attribute is to be stored and requested in the binary form, as ‘userCertificate;binary.’

Note that userSMIMECertificate is in binary syntax whereas the userCertificate attribute is in certificate syntax

	41
	userSMIMECertificate

Defined in inetOrgPerson 
UK HE/FE use:

Authentication
Simple authorisation
Fine-grained authorisation

Multi-valued (uncontrolled)

Application utility class: extended 
	An X.509 certificate specifically for use in S/MIME applications 

An X.509 certificate specifically for use in S/MIME applications. According to RFC 2798, ‘If available, this attribute is preferred over the userCertificate attribute for S/MIME applications.’ 

RFC 2798 states that this attribute is to be stored and requested in the binary form, as ‘userSMIMECertificate;binary.’ 

	32
	sn (Surname)

Defined in person

UK HE/FE use:

Fine-grained authorisation

multi-valued (uncontrolled)

Application utility class: standard
	Surname or family name. According to RFC 2256, ‘This is the X.500 surname attribute, which contains the family name of a person.’

Required. One of the two required attributes in the person object class from which eduPerson derives (the other is cn). As such it is one of three ‘core application utility’ attributes. The third is eduPersonOrgDN. If the person has a multi-part surname (whether hyphenated or not), store each component as a separate value in this multi-valued attribute. That yields the best results for the broadest range of clients doing name searches.

Example: sn: Sutherland

	10
	cn (Common Name)

Defined in person

UK HE/FE use:

Fine-grained authorisation

Multi-valued (our recommendation is that, for UK use, this be a single-valued field)

Application utility class: standard
	According to RFC 2256, ‘This is the X.500 commonName attribute, which contains a name of an object. If the object corresponds to a person, it is typically the person’s full name.’

Required. One of the two required attributes in the person object class from which eduPerson derives (the other is sn). As such it is one of eduPerson’s three ‘core application utility’ attributes. The third is eduPersonOrgDN. With eduPersonOrgDN and cn, the client knows the person’s name and the distinguished name of the organisation with which he/she is associated. The latter could help them find a directory entry for the person’s organisation.

Example: cn: Angela Sutherland

	24
	o (Organisation)

Defined in inetOrgPerson

UK HE/FE use:

Fine-grained authorisation

multi-valued (uncontrolled)

Application utility class: standard

Likely to have only one value.
	Standard name of the top-level organisation (institution) with which this person is associated. Meant to carry the top level organisation name. Do not use this attribute to carry Organisational Unit (ou) names.

Example: o: Edinburgh

	25
	ou 

Defined in inetOrgPerson 

UK HE/FE use:

Fine-grained authorisation

Multi-valued

Application utility class: standard
	Organizational unit(s). According to X.520(2000), ‘The Organizational Unit Name attribute type specifies an organizational unit. When used as a component of a directory name it identifies an organizational unit with which the named object is affiliated. 

The designated organizational unit is understood to be part of an organization designated by an OrganizationName [o] attribute. It follows that if an Organizational Unit Name attribute is used in a directory name, it must be associated with an OrganizationName [o] attribute. 

An attribute value for Organizational Unit Name is a string chosen by the organization of which it is a part.’ 

Example: ou: College of Humanities and Social Sciences, ou=School of Education

	4
	eduPersonOrgDN

Defined in eduPerson 1.0

UK HE/FE use:

Fine-grained authorisation

Single-valued (uncontrolled)

Application utility class: core

Optional attributes include:

Description
LocaleAttributeSet
postalAttributeSet
telecommunicationsAttributeSet
businessCategory
seeAlso
searchGuide
userPassword
	The distinguished name of the directory entry representing the institution with which the Person is associated.

eduPersonOrgDN is constructed from other fields: o (organisation) is required; other attributes are optional (see list opposite).

With a distinguished name, the client can do an efficient lookup in the institution’s directory to find out more about the organisation with which the person is associated.

cn (common name), sn (surname, family name) and this attribute are the three attributes satisfying the ‘core’. 

Note that labeledURI (see field 20 in table below) is not included in the above list. The Internet2/Educause eduPerson Working Group recommends adding the labeledURIObject auxiliary object class to the organisation object pointed to by this DN, which endows it with a labeledURI attribute.

For UK purposes, we recommend restricting the attributes within this field to o only.

Example: DN: o= Edinburgh

	2
	eduPerson Entitlement

Defined in eduPerson 1.5

UK HE/FE use:

Fine-grained authorisation

Multi-valued (uncontrolled)

Application utility class: standard
	URI (either URN or URL) that indicates a set of rights to specific resources.

A simple example would be a URL for a contract with a licensed resource provider. When a principal’s home institutional directory is allowed to assert such entitlements, the business rules that evaluate a person’s attributes to determine eligibility are evaluated there. The target resource provider does not learn characteristics of the person beyond their entitlement. The trust between the two parties must be established out of band. One check would be for the target resource provider to have access to a database of subscribing institutions. Assertions of entitlement from institutions not on this list would not be honoured. We would recommend a UK-wide collective approach to standardising rights entitlements.

URN values would correspond to a set of rights to resources based on an agreement across the relevant community. 

The driving force behind the definition of this attribute has been the MACE Shibboleth project. Shibboleth defines an architecture for inter-institutional sharing of web resources subject to access controls. 

Examples

eduPersonEntitlement: http://www.jisc.ac.uk/authlist 


The following fields from eduPerson 1.5 have been omitted from this list, since it is considered that they may not be useful in a UK context. However, we would encourage discussion on the value of these either for present needs or in the future.

	eduPerson 1.5 attribute #
	Attributes Omitted
	Comments

	1
	eduPersonAffiliation 

Defined in eduPerson 1.0

Multi-valued

Application utility class: standard
	Specifies the person’s relationship(s) to the institution in broad categories such as academic staff, undergraduate, researcher, etc. We consider that eduPersonPrimaryAffiliation is sufficient for our purpose, as multiple affiliation is more simply handled by multiple entries – i.e. a person may have more than one network identity.

	3
	eduPersonNickname 

defined in eduPerson 1.0

multi-valued (uncontrolled)

Application utility class: standard
	Intended primarily to carry the person’s preferred nicknames(s) and to make directory search functions more user-friendly. This would require to be a self-maintained attribute, with editorial oversight necessary. The potential administrative burden outweighs its practical value.

	5
	eduPersonOrgUnitDN

Defined in eduPerson 1.0

multi-valued (uncontrolled)

Application utility class: standard
	The distinguished name of the directory entries representing the person’s organisational unit. This field contains a number of optional attributes, viz. description, localeAttributeSet, postalAttributeSet, telecommunicationAttributeSet, businessCategory, seeAlso, searchGuide and userPassword.

The range of optional attributes makes this problematic at present. The UK needs to reach agreement on its own optional attributes. The lack of common terminology for organisational units would make for a large number of distinguished names, and a lot of effort required to reach agreement. It is not required for simple authorisation, and may be considered for fine-grained authorisation at a later date.

	7
	eduPersonPrimaryOrgUnitDN 

Defined in eduPerson 1.5

Application utility class: extended
	This field is only appropriate if the person carries at least one of the eduPersonOrgUnitDN attributes.

	9
	Audio 

Defined in inetOrgPerson

Application utility class: no recommendation
	Currently deprecated in eduPerson.

	11
	Description 

Defined in person

multi-valued (uncontrolled)

Application utility class: standard
	Contains a human-readable description of the object. Hard to justify, and potentially carries dangers of abuse or data protection legal difficulties

	12
	DisplayName 

Defined in inetOrgPerson

Single-valued

Application utility class: standard
	The name that should appear in ‘white pages’-like applications for this person. We would suggest avoiding because cn can be used for this. EduPerson makes cn multi-valued and ‘overloaded to meet the needs of multiple applications’. We recommend that cn be single-valued in the UK, however.

	13
	FacsimileTelephoneNumber

Defined in orgPerson

Multi-valued

Application utility class: extended
	This is one of a series of attributes which carry data of ‘extended’ value, which is extraneous information in respect of our purpose for the present.

	14
	GivenName

Defined in inetOrgPerson
Defined in Person

multi-valued (uncontrolled)

Application utility class: standard
	Used to hold the part of a person’s name which is not their surname nor their middle name. Extraneous information.

	15
	HomePhone

Defined in inetOrgPerson

Multi-valued

Application utility class: extended
	This is one of a series of attributes which carry data of ‘extended’ value, which is extraneous information in respect of our purpose for the present.

	16
	HomePostalAddress

Defined in inetOrgPerson

Multi-valued

Application utility class: extended
	This is one of a series of attributes which carry data of ‘extended’ value, which is extraneous information in respect of our purpose for the present.

	17
	Initials

Defined in inetOrgPerson

Multi-valued

Application utility class: extended
	Contains the initials of some, or all, of a Person’s names, but not the surname(s). This seems to permit unnecessary complexity.

	18
	jpegPhoto

Defined in inetOrgPerson

Multi-valued

Application utility class: extended
	This is one of a series of attributes which carry data of ‘extended’ value, which is extraneous information in respect of our purpose for the present.

	19
	l (Locality)

Defined in OrgPerson

Multi-valued

Application utility class: extended
	Contains the name of a locality, e.g. city, county or other region. Overlap with address data may be problematic. Not currently required.

	20
	LabeledURI

Defined in inetOrgPerson

Multi-valued

Application utility class: extended
	Uniform Resource Identifier with optional label. The usefulness of this attribute in future can be easily understood, but it is not required at present.

	21
	mail

Defined in inetOrgPerson

Multi-valued

Application utility class: standard
	Specifies an e-mail address. This is likely to have only one value. There may be data protection complications with this. Not required for the present.

	22
	manager

Defined in inetOrgPerson

Multi-valued

Application utility class: no recommendation
	Specifies the manager of the object. The value is a DN. Not required at present.

	23
	mobile

Defined in inetOrgPerson

Multi-valued

Application utility class: no recommendation
	Carries a cellular or mobile phone number. Data protection complications may exist. Not required at present.

	26
	pager

Defined in inetOrgPerson

Multi-valued

Application utility class: no recommendation
	Carries a pager telephone number. Data protection complications may exist. Not required at present.

	27
	postalAddress

Defined in orgPerson

Multi-valued

Application utility class: extended
	This field carries the campus or office address. Not required at present.

	28
	postalCode

Defined in OrgPerson

Multi-valued

Application utility class: extended
	Not required at present.

	29
	postOfficeBox

Defined in OrgPerson

Multi-valued

Application utility class: extended
	Not required at present.

	30
	preferredLanguage

Defined in inetOrgPerson

single-valued

Application utility class: extended
	Not required at present.

	31
	seeAlso

Defined in Person

multi-valued

Application utility class: standard
	Specifies names of other Directory objects which may be other aspects (in some sense) of the same real world object. Not required at present.

	33
	st

Defined in orgPerson

multi-valued

Application utility class: extended
	Abbreviation for state name. Irrelevant.

	34
	street

Defined in orgPerson

multi-valued

Application utility class: extended
	This is one of a series of attributes which carry data of ‘extended’ value, which is extraneous information in respect of our purpose for the present.

	35
	telephoneNumber

Defined in Person

multi-valued

Application utility class: standard
	Office/campus phone number. Not required at present.

	36
	title

Defined in orgPerson

multi-valued

Application utility class: extended
	Specifies the designated position or function of the object within the organisation. Not required at present.

	40
	userPassword (UP)

Defined in Person

multi-valued (uncontrolled)

Application utility class: standard
	This attribute identifies the entry’s password and encryption method. We suggest that the attribute eduPersonPrincipalName as recommended for UK use should function as a sufficient password, and that therefore this field is not required.

	37
	uid

Defined in inetOrgPerson

multi-valued

Application utility class: standard
	Contains a computer system log-in name. Not required at present.

	38
	uniqueIdentifier

Defined in none

Application utility class: no recommendation
	Specifies a unique identifier for an object represented in the directory. Deprecated.

	42
	x500Uniqueidentifier

Defined in inetOrgPerson

Application utility class: no recommendation
	Syntax is specified as a bit string, not likely to be a good fit for many of the institutional attribute value choices. Deprecated.


� 	http://www.jisc.ac.uk/pub02/ar1/mware_disc.html#s2


� 	See www.educause.edu/eduPerson


� 	See, for example, the Internet2 Shibboleth system (middleware.internet2.edu/shibboleth); RedIRIS PAPI (� HYPERLINK "http://www.rediris.es/app/papi/index.en.html" �http://www.rediris.es/app/papi/index.en.html�); Akenti (� HYPERLINK "http://www-itg.lbl.gov/Akenti/" �http://www-itg.lbl.gov/Akenti/�); Permis (� HYPERLINK "http://www.permis.org/" �http://www.permis.org/�); and the Globus Community Access Server, CAS (� HYPERLINK "http://www.globus.org/security/CAS/" �http://www.globus.org/security/CAS/�)
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