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1.  Summary and Scope.

This report was prepared by the ANGEL to project to update and inform the development of ‘Sparta’ – the definition of requirements for a future authentication and authorisation solution for UK HE and FE institutions.   It is the result of extensive desk research into the authentication and authorisation arena, including current use of protocols, infrastructures, standards and commercial products, alongside development and pilot projects, and other relevant initiatives.  This arena will be broadly referred to throughout the report as Access Management (AM).    The report surveys relevant international developments, with a specific focus on the UK, and is intended to inform the JISC community as a whole.   The initiatives examined are limited to generic internet developments, implemented at the network layer and above as defined in the International Standard Organization's Open System Interconnect (ISO/OSI) model.

The following definitions are used throughout this report to describe the parties involved in AM transactions:

· User:  the individual requesting access to the Resource, usually assumed to be a student or staff member registered with an Institution.

· Institution: the organisation of which the User is a member; normally a university or college.

· Provider: the owner of the Resource.

· Resource: the information or other online digital commodity required by the User.

2.  Defining the current environment.

 2.1  Defining Authentication and Authorisation.

Authentication is the process of establishing the identity of an individual (User). It is achieved through the presentation of some kind of token, which is considered proof that the User concerned is who they assert they are. Tokens which are frequently used include photographs and biometrics, or shared secrets such as a password. Many tokens can be used both in online and physical contexts.

Authentication is currently commonly considered in conjunction with the process of authorisation - determining the right that a User has to perform certain actions - but this is not necessary. It is traditional to do so because this is the custom in physical situations (present a passport to enter a country, present photographic ID with a date of birth to prove legality of purchase of alcohol, etc.), and because it reflects the ad hoc way in which electronic AM services have developed - for particular groups of users, with particular applications in mind. These approaches scale poorly in large, distributed environments. In today's online context, there is also pressure from both Users and Institutions to move to a form of single sign on, and this requires that the processes are separated (though they should still be related).

2.2  Common Solutions.  

The most commonly used method for AM in the HE environment at the moment is IP filtering. This is a by-product of the way that the Internet Protocol (IP) works rather than being a protocol in its own right. Each Internet connected computer has an address assigned to it which (fairly crudely) depends on its location in the world; this is used by IP to ensure that a response to a request is routed back to the machine that originated the request in the first place. A Resource can use the IP address of a machine requesting access to determine whether it should be allowed to do so; this is typically used to restrict access to machines on a HE Institution campus, where the Provider system or service is aware in advance of the ranged IP addresses included in the campus.  

The advantages of IP filtering is that it is simple and fairly secure. Its disadvantages, which are becoming more problematic all the time, are that it prohibits Users who want to access a Resource from a home machine or while away from their normal workplace (e.g. when on sabbatical leave) and it cannot be used to provide more fine grained access in the common way that an Institutional
network is organised (where a machine is given a new IP address each time it connects to the network, meaning that there is no distinction between, say, research staff and students).

2.3 Methods of Management.  

In the Higher Education context, there are usually three interested parties: the end-users (User), the administrator of the institution’s computer systems (Institution), and the administrator of the system run by the content provider (Provider).

The relationship between these groups is defined in the diagram below.
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The direct link between User and Provider is avoided in most modern AM systems for HE.  

Each of these groups will have different concerns, and these need to be balanced in any AM solution implemented by an Institution. For example, a scheme that provides high security for Users with little work on their part will please them and the Provider, but if it requires even a minute per day per user in administration time it is not going to be acceptable to the Institution.  Issues that will directly affect each of the groups are:

· Software installation and configuration,

· Ongoing administration,

· Ease of use,

· Level of security provided.  

AM solutions can be set up with each of the different parties as administrators.  A User may chose to make their own AM arrangements; a typical example would be through registration with a particular website in conjunction with HTTP authentication.  In this scenario, the agreement is between the User and the Provider, with no involvement from the Institution.  This may well mean that effort is duplicated, with Users setting up accounts to access resources that the Institution has an arrangement to use.

An Institution can chose to manage larger groups of users, as they manage their own Web services access for members (e.g. access to information about current courses).  A typical example may be the arrangements made by an Institution for Users to obtain a personal username from the Institutional library.  Many of the AM mechanisms now under development use variations of this model (including Shibboleth and PAPI).  The scenario typically would require the Provider to install software and the Institution to install software and manage Users.  The use of standard Web browsing software means that there would be no discernable effort for the User.  

On a national level, a service like Athens utilises a single database of all the academic Users in the UK, although management of User information is delegated to Institutions.  Athens is not the only model for this type of service; it would be possible to offer a national service whilst maintaining management of users at an Institutional level. In fact, the most scaleable solutions would be of this type, as Users are managed at the Institution level but able to access Resources on a national or even international level.

Many current AM initiatives are aimed at the lucrative electronic commerce market (Microsoft Passport and the Liberty Alliance being the obvious examples). This may make them unsuitable for use in an academic context, but they are worth looking at as models such as pay-per-view gain acceptance, if they ever do in the HE culture.  These initiatives generally follow the centralised third party model.  

2.4   Requirements for Higher Education. 

The most frequently raised concern about AM systems in particular is security.  It should be noted that there is a direct relationship between increasing security and decreasing usability, and that in many cases high security is unnecessary: the level that is required should be related to the value of the Resource being secured and the risk and cost of unauthorised access. Perceptions of the security of a system are usually based on the amount of publicity that has been given to problems. Nevertheless, there are sensible precautions which can be taken (such as encryption of tokens when they are passed across an insecure channel such as the Internet). Many security problems are caused by human carelessness (such as password sharing) rather than by malicious attacks from outsiders; some AM solutions are more open to this than others. 

For an AM system to effectively meet the needs of an Institution, it must have the following properties:

[A] It needs to be as simple as possible, both for Users and administrators (Institutional and Provider) although there is usually a trade off between the wishes of the two groups. This generally means that it should require little ongoing administration and should not require Users to install software. 

[B] It needs to be reasonably secure (for example, systems where passwords are passed across the Internet in encrypted form would be preferred). 

[C] It needs to respect the privacy of Users so that, for example, a Provider is not given access to an end user's personal details (such as an email address) unless the user gives explicit informed consent.  

[D] At the same time, however, it needs to have an audit trail, so that it is possible to trace a User who has been misusing a Resource. 

[E] A nationwide system should be distributed, so that there is no single point of failure and no one database containing the access details of every User. Today's users want to be able to access Resources wherever they are - in their Institution, at home, and while travelling - whenever they want, and a modern AM system should reflect this. 

[F] Systems need to be widely adopted; Providers are going to use those systems which find acceptance in their widest markets (generally the United States in the academic world), and may well not be willing to invest in a system which is not used there however good it might be. 

[G] The system needs to be scaleable, especially as Institutions start offering more lifetime learning activities and services to alumni.
[H] To make it easy to administer, it should be possible to integrate the registration of Users with existing procedures already undertaken by their host Institution (such as student induction). 

These properties will be used to assess the relevance of each of the initiatives examined in this report.  
3.  Market Overview.

3.1  Underlying Protocols.

The following list details the most common underlying protocols used in AM systems.  It is not an exhaustive list, and specifically does not include proprietary protocols used by many vendors and projects.  Some of the initiatives included support multiple underlying protocols, and these are detailed in column2.  

Report Specific Protocols

	Protocol
	Description

	HTTP
	HTTP provides a simple challenge-response authentication mechanism  that can be used by a server to challenge a client request and by a client to provide authentication information. 

	IP Filtering
	Allows IP traffic to be filtered so that only connections from certain addresses or groups of addresses are permitted.

	Kerberos
	The Kerberos protocol was created and defined by the Kerberos project.  It provides strong authentication through the use of key cryptography.    

<http://web.mit.edu/kerberos/www/>

	LDAP
	The Lightweight Directory Access Protocol is a protocol for accessing online directory services. It is a cut down version of X.500.

	SMB
	The Server Message Block Protocol (SMB protocol) provides a method for client applications in a computer to read and write to files on, and to request services from, server programs in a computer network.

	SOAP
	Simple Object Access Protocol is a way for a program running in one kind of operating system (such as Windows 2000) to communicate with a program in the same or another kind of an operating system (such as Linux).  SOAP relies on XML to define the format of the information and then adds the necessary HTTP headers to send it.  

	SSL
	The Secure Sockets Layer (SSL) is a commonly-used protocol for managing the security of a message transmission on the Internet.  It uses a program layer between HTTP and TCP layers.  SSL uses public and private key encryption, and digital certificates.  

	X.509
	A digital certificate standard, defining what information can go into a certificate, and the data format for this information


Other Relevant Protocols

	Protocol
	Description

	IPSec
	IPsec (Internet Protocol Security) is a developing standard for security at the network or packet processing layer of network communication.  

	PGP
	Pretty Good Privacy is an encryption program based on public key cryptography.  PGP allows users to exchange files and messages, with both privacy and authentication, over all kinds of networks.

	RADIUS
	RADIUS (Remote Authentication Dial-In User Service) is a client/server protocol and software that enables remote access servers to communicate with a central server to authenticate dial-in users and authorise their access to the requested system or service.

	S/MIME
	S/MIME (Secure Multi-Purpose Internet Mail Extensions) is a secure method of sending e-mail.  S/MIME describes how encryption information and a digital certificate can be included as part of the e-mail message body.


3.2  Current Solutions and Research.   

This table outlines a variety of different approaches and solutions to AM that are being offered and implemented internationally.   It is intended to give the broadest overview possible, whilst remaining relevant to the requirements and interests of Higher Education Institutions.  To this extent, both commercial and non-commercial initiatives are included, as are solutions with differing scales and visions.  

* Indicates a proprietary protocol used by the initiative.  

Each PRODUCT is ranked in column1 according to the properties identified in section two of this report.   These are:

[A] simplicity of system.  (high | medium | low)

[B] security of system.   (high | medium | low)

[C] privacy of system.  (high | medium | low)

[D] audit trail.   (yes | no)

[E] distributed system. (yes | no)

[F] wide adoption. (yes | no | likely)

[G] scalability of system. (high | medium | low)

[H] easy to integrate into current HE environment.  (high | medium | low)

Anyone interested in a specific initiative is strongly advised to read the detailed description and to further investigate the initiative by following the link provided, rather than making judgements based purely on the ratings given.  Many of the products (and even the standards on which they are based) are under rapid development and therefore an issue that is assessed here as ‘low’ may be improved in future developments.  

This process is less useful for the projects and other initiatives included in this report and so has not been extended to these tables.  

Products

	INITIATIVE NAME
	UNDERLYING PROTOCOLS
	LOCATION & DECRIPTION
	CURRENT STATUS
	RELATIONSHIP TO OTHER DEVELOPMENTS

	Akenti

[A] high 

[B] high

[C] high 

[D] yes

[E] yes 

[F] yes 

[G] high 
[H] medium

	 - OpenSSL

 - OpenLDAP

 - X.509 Cert.

 - SATP (Secure Akenti Transport Protocol)*
	<http://www-itg.lbl.gov/Akenti/>

Akenti was designed to address the issues raised in allowing restricted access to resources that are controlled by multiple stakeholders.  Akenti provides a way to express and to enforce an access control policy without requiring a central enforcer and administrative authority. The system's architecture is intended to provide scalable security services in highly distributed network environments.  This allows each stakeholder to enforce access control independently of other stakeholders.  


	version: 
	prototype


	 IETF Generic Authentication and Authorization interface.
Common Open Policy Service.
Globus.

	
	
	
	deployment:
	testbed
	

	
	
	
	planned:
	 - 
	

	ANGEL

[A] low

[B] low

[C] high 

[D] yes 

[E] yes 

[F] no

[G] high 

[H] high

	 - LDAP
	<http://www.angel.ac.uk/>

The ANGEL project is formed of three middleware managers to support digital library and virtual learning environment join-up. ANGEL builds on the Decomate authentication broker for its User Manager. The range of supported protocols is extended, and authorisation in conjunction with the Resource Manager supports Shibboleth and PAPI tokens.


	version:
	0.4
	DecomateII

Headline

Shibboleth

PAPI

	
	
	
	deployment:
	pilot
	

	
	
	
	planned:
	full version available end Feb 03
	

	Athens

[A] low

[B] high 

[C] low

[D] yes 

[E] no

[F] yes (in UK)

[G] medium 

[H] low

	 - Athens*
	<http://www.athens.ac.uk/ >  <http://www.athensams.net/>

Athens is an Access Management System that controls access to web-based online subscription services, and provides: 

secure single username access to multiple online access controlled services; devolved administration facilities at organisation level; shared access account with IP address checking; personal accounts with no IP address checking; encrypted bulk upload facilities to add Athens usernames from another data source; replication facilities at three separate physical locations, thus offering a fully sustainable authentication service.
	version: 
	AthensSSO
	

	
	
	
	deployment:
	throughout UK HE and NHS.  
	

	
	
	
	planned:
	developing acceptance of X.509 certificates.
	

	CAS

Community Authorization Service

[A] low

[B] high 

[C] low

[D] yes 

[E] yes 

[F] likely

[G] high 

[H] low


	 - GSI (Globus)*

 - LDAP
	<http://www.globus.org/security/CAS/>

Building on the Globus Toolkit Grid Security Infrastructure (GSI), CAS allows resource providers to specify course-grained access control policies in terms of communities as a whole, delegating fine-grained access control policy management to the community itself. Resource providers maintain ultimate authority over their resources but are spared day-to-day policy administration tasks (e.g. adding and deleting users, modifying user privileges).
	version:
	alpha R2
	Globus.

	
	
	
	deployment:
	unknown
	

	
	
	
	planned:
	still in development - will shortly provide a client API.
	

	DotGNU Virtual Identities

In early stage of development – no assessment


	 - LDAP

 - SEE (Secure Execution Environment)*
	<http://www.dotgnu.org/auth.html>

DotGNU is being developed jointly under the auspices of FreeDevelopers and the GNU project.  It aims to challenge Microsoft’s .Net developments.  Developments are available as freeware, and the initiative is currently supporting a range of access management developments.  
	version:
	ongoing
	SEE

Macs

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	ongoing
	

	Entrust TruePass

[A] medium 

[B] high 

[C] high 

[D] yes 

[E] yes

[F] no 

[G] low

[H] yes 


	 - Entrust Authority*

 - FIPS 140-1 Level 1
	<http://www.entrust.com/truepass/index.htm>

Entrust TruePass is a commercial tool facilitating secure online transactions and communication.  It provides support for multiple methods of ‘strong’ user identification including digital IDs and smart cards.  It also supports use of SMS and standard phone challenge-response questions.  
	version:
	6.0
	

	
	
	
	deployment:
	commercial
	

	
	
	
	planned:
	 - 
	

	Evidian AccessMaster

Dependent on product choice


	 - AccessMaster SSO*

 - LDAP compliant

 - PKCS


	<http://www.evidian.com/accessmaster/about/index.htm>

AccessMaster offers a variety of commercial solutions to access management issues, including firewall, single sign-on and PKI products.  Supports use of smart-cards and passwords.
	version:
	 - 
	

	
	
	
	deployment:
	commercial
	

	
	
	
	planned:
	widening support of certificate authorities to include Entrust, Baltimore, and Verisign.
	

	KERBEROS

[A] medium 

[B] high 

[C] low

[D] yes 

[E] yes

[F] yes 

[G] high 

[H] medium

	- Kerberos*
	<http://web.mit.edu/kerberos/www/>

Kerberos is a network authentication protocol. It is designed to provide strong authentication for client/server applications by using secret-key cryptography. A free implementation of this protocol is available from the Massachusetts Institute of Technology.
	version:
	v5 release 1.2.6
	Cygnus Solutions
Heimdal

	
	
	
	deployment:
	operational
	

	
	
	
	planned:
	still in development at MIT and other locations
	

	Liberty Alliance Project

[A] high 

[B] high 

[C] high 

[D] yes  
[E] yes 

[F] likely

[G] high 

[H] medium

	 - TLS
 - SSL
 - X.509
	<http://www.projectliberty.org/>
The vision of the Liberty Alliance is to enable a networked world in which individuals and businesses can more easily conduct transactions while protecting the privacy and security of vital identity information. To accomplish its vision, the Liberty Alliance will establish an open standard for federated network identity through open technical specifications.
	version:
	1.0 specification
	

	
	
	
	deployment:
	expected end 02
	

	
	
	
	planned:
	expand 1.0 to include permission-based attribute sharing
	

	LURCIS

[A] medium 

[B] high 

[C] high 

[D] yes 

[E] yes 

[F] no 

[G] high 

[H] high

	- OpenSSL

 - X.509
	<http://www.personal.leeds.ac.uk/~ecldh/lurcis/>

A project to develop Leeds University’s in-house user registration system to work across a variety of systems and to include X.509 certificates.  The project created the Leeds University Certificate Issuing Engine, which is freely available to the UK Higher Education community.  


	version:
	beta release
	

	
	
	
	deployment:
	live at Leeds
	

	
	
	
	planned:
	Further development through JISC funding
	

	MACS

[A] low

[B] medium

[C] high

[D] yes

[E] yes 

[F] no 

[G] low

[H] no

	 - SOAP

 - SSL
 - MACS*
	<http://sourceforge.net/projects/macs>


A system for global authentication; authorisation; user, group, and resource management; and application services.


	version:
	pre 2 alpha
	DotGNU

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	version 3 alpha
	

	Netegrity SiteMinder

[A] low

[B] high 

[C] high 

[D] yes

[E] yes 

[F] no 

[G] high 

[H] low

	 - LDAP

 - SSL

 - X.509
 - SAML
	<http://www.netegrity.com/products/index.cfm?leveltwo=SiteMinder>

SiteMinder is a security package for e-business websites.  It allows single sign-on and real-time transaction security.


	version:
	 - 
	

	
	
	
	deployment:
	commercial
	

	
	
	
	planned:
	
	

	NOVELL 

Product dependent

	
	<http://www.novell.com/products/>

NOVELL offer a wide range of commercial solutions to access management problems, including authentication services, directory services, account management and certificate servers.
	version:
	various products
	

	
	
	
	deployment:
	commercial
	

	
	
	
	planned:
	 - 
	

	PAPI

[A] low

[B] high 

[C] high 

[D] yes 

[E] yes 

[F] no 

[G] low

[H] yes 


	 - LDAP
	<http://www.rediris.es/app/papi/index.en.html>

PAPI is a system for providing access control to restricted information resources across the Internet. It intends to keep authentication as an issue local to the organization the user belongs to, while leaving the information providers full control over the resources they offer. The authentication mechanisms are designed to be as flexible as possible, allowing each organization to use its own authentication schema, keeping user privacy, and offering information providers data enough for statistics.
	version:
	1.1.0
	Shibboleth

FEIDE

Switch AAI

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	X.509 integration

Working with Shibboleth
	

	Passport

[A] high

[B] high 

[C] high (dependent on configuration)

[D] yes

[E] no

[F] yes

[G] low

[H] low

	 - SSI*

 - SSL

 - Ticket Cookie*
	<http://www.passport.net/Consumer/default.asp?lc=2057>

Microsoft’s .Net Passport allows users to use one username and password to access all participating sites and services.   It is essentially a suite of web-based services design to support purchasing via the Internet.
	version:
	2.1 (Windows)

1.4 (Linux / Solaris)
	

	
	
	
	deployment:
	operational
	

	
	
	
	planned:
	 - 
	

	PingID

In early stage of development – no assessment

	 - SOAP

 - SAML
 - OpenPKI
	<http://www.pingid.org/pingid-project/index.jsp> and <http://www.pingid.com/>

Ping Identity is an open, principles based project focused on building digital identity infrastructure capable of ensuring that the rights and privileges we enjoy with our real world identities are not lost, changed or abused with respect to our digital ones.


	version:
	1.0
	

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	further development of PingID server
	

	RealUser

[A] high

[B] low

[C] medium

[D] yes 

[E] yes 

[F] no 

[G] high 

[H] high

	 - SSL
 - SPEKE
	<http://www.realuser.com/cgibin/ru.exe/_/homepages/index.htm>

The principal behind the Passface system is that people are extremely good at recognizing faces - even though they may be bad at recalling names and even worse at recalling random sets of characters or numbers. The Passface system asks user to recognise a series of known faces in order to authenticate themselves.  
	
version:
	 
- 
	

	
	
	
	deployment:
	commercial
	

	
	
	
	planned:
	 - 
	

	Shibboleth

[A] low

[B] high

[C] high

[D] yes 

[E] yes

[F] likely

[G] high

[H] high

	 - OpenSAML
 - SOAP
 - X.509
 - SSL
 - LDAP
	<http://middleware.internet2.edu/shibboleth/>

Shibboleth, a project of Internet2/MACE, is developing architectures, policy structures, practical technologies, and an open source implementation to support inter-institutional sharing of web resources subject to access controls. In addition, Shibboleth will develop a policy framework that will allow inter-operation within the higher education community.
	version:
	Alpha 2.5
	PAPI

	
	
	
	deployment:
	testbed
	

	
	
	
	planned:
	continued development
	

	WS-Security

[A] low

[B] implementation dependent

[C] implementation dependent

[D] implementation dependent

[E] implementation dependent

[F] likely

[G] implementation dependent

[H] implementation dependent

	 - PKI
 - Kerberos
 - SSL
	<http://www.oasis-open.org/committees/wss/documents/WSS-Core-01-0920.pdf>

This specification provides three main mechanisms: security token propagation, message integrity, and message confidentiality. These mechanisms by themselves do not provide a complete security solution. Instead, WS-Security is a building block that can be used in conjunction with other Web service extensions and higher-level application-specific protocols to accommodate a wide variety of security models and encryption technologies.


	version:
	1.0 
	

	
	
	
	deployment:
	specification only
	

	
	
	
	planned:
	OASIS Technical Committee appointed to develop
	

	XNS

In early stage of development – no assessment

	 - xns*
	<http://www.xns.org/>

XNS lays a Web services foundation for digital identity management. Every identity is treated as a logical XML document and XNS specifies the addressing syntax for these documents and attributes and the services available from an XNS identity. So it has a broad range of applications from single sign-on to digital wallets to distributed document management.

	version:
	1.0
	

	
	
	
	deployment:
	specification only
	

	
	
	
	planned:
	evaluation plus work with other standards developers
	


Projects

	INITIATIVE NAME
	UNDERLYING PROTOCOLS
	LOCATION & DECRIPTION
	CURRENT STATUS
	RELATIONSHIP TO OTHER DEVELOPMENTS

	Builder
	 - LDAP / NDS
	<http://builder.bham.ac.uk/main.asp>

Builder investigated authentication and authorisation needs as part of its hybrid library project, particularly in relation to resource profiling for stakeholders.  The website archives a variety of documentation giving a practical overview of how an HE institution addressed access management needs.  
	version:
	-
	

	
	
	
	deployment:
	within project partner institutions.
	

	
	
	
	planned:
	project complete.
	

	CAUDIT/CAUL
	
	<http://www.gu.edu.au:81/uls/sso/>

The CAUDIT/CAUL Authentication Project was initiated to determine functional specifications based on a survey of the university technological environment and demands identified by end users, I.T. and library staff.
	version:
	complete report.
	

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	project complete.
	

	Common Authentication Project
	 - LDAP

 - X.509
	<http://www.ucop.edu/irc/auth/work.html>

Work carried out by the University of California to establish a certificate / PKI infrastructure to meet the needs of all its campuses.  Provides a good working example of how a single institution might develop this process.  
	version:
	 -
	

	
	
	
	deployment:
	UofC, USA.  
	

	
	
	
	planned:
	continued implementation of task matrix.
	

	DecomateII
	 - LDAP
 - SMB

 
	<http://www.bib.uab.es/decomate2>

The authentication broker was major software deliverable for this European project. It permits interoperability with a wide range of existing institutional authentication and directory solutions (including LDAP, SMB, SQL) and an API allowing extension for solutions not supported.


	version:
	 - 
	Angel

Headline

	
	
	
	deployment:
	within partner institutions, and by OCLC PICA.
	

	
	
	
	planned:
	project complete
	

	FEIDE
	 - LDAP
 - X.509
	<http://www.uninett.no/feide/index.en.html>

FEIDE is a project with the goal of establishing a common electronic identity for Norwegian academic users.
	version:
	1.0
	

	
	
	
	deployment:
	project partners
	

	
	
	
	planned:
	project finished
	

	FEIDHE
	
	<https://hstya.funet.fi/>

FEIDHE (Electronic Identification in Finnish Higher Education) was a joint project for higher education in Finland. The purpose of the project was to investigate possibilities for implementing a smart card based electronic identification system in institutions of higher education. A wide variety of pilot solutions were investigated, including SSL, SSH Secure shell and IPSec.
	version:
	 - 
	

	
	
	
	deployment:
	within project partner institutions.
	

	
	
	
	planned:
	project complete. 
	

	Headline
	 - LDAP
 - SMB
	<http://www.headline.ac.uk>

This JISC funded project to design a working implementation of the hybrid library re-used the Decomate authentication broker.
	version:
	2.0
	DecomateII

Angel

	
	
	
	deployment:
	
	

	
	
	
	planned:
	project finished
	

	ICE-CAR
	
	<http://ice-car.darmstadt.gmd.de/>

The ICE-CAR project was intended to be a series of application demonstrations of the ICE-TEL security technology, including a continuation of ongoing ICE-TEL pilots with an extended scope, and a limited further development of the technology with respect to new application requirements and new technology trends and standards.
	version:
	-
	ICE-TEL

Euro PKI

	
	
	
	deployment:
	-
	

	
	
	
	planned:
	project complete
	

	ICE-TEL
	 - X.509
	<http://www.darmstadt.gmd.de/ice-tel/>

The aim of the ICE-TEL project was: to develop and deploy security infrastructure tools, including user support tools; to develop and deploy security toolkits to integrate public key based security services into applications; to develop and deploy user services based on a certificate infrastructure.  
	version:
	various products
	ICE-CAR

Euro PKI

	
	
	
	deployment:
	operational
	

	
	
	
	planned:
	project complete
	

	JTAP 562
	
	<http://nism.paisley.ac.uk/jtap562>

This JTAP project, run by the University of Paisley, was concerned with Developing Secure, Manageable, Scaleable Network Services through the use of Commercial Products and Services.
 


	version:
	 - 
	

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	project complete
	

	JTAP Smartcard
	 - SSL
 - X.509
	<http://www.cbcu.cam.ac.uk/cbcu/projects/jtap.htm>

The aim of this project was to provide secure encrypted access to networked educational resources, using smartcards for user authentication. The project developed a system that uses public key cryptography and standard internet protocols. 
	version:
	 - 
	

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	 - 
	

	Liberty Alliance Project
	 - TLS
 - SSL
 - X.509
	<http://www.projectliberty.org/>
The vision of the Liberty Alliance is to enable a networked world in which individuals and businesses can more easily conduct transactions while protecting the privacy and security of vital identity information. To accomplish its vision, the Liberty Alliance will establish an open standard for federated network identity through open technical specifications.
	version:
	1.0 specification
	

	
	
	
	deployment:
	expected end 02
	

	
	
	
	planned:
	expand 1.0 to include permission-based attribute sharing
	

	LURCIS
	- OpenSSL

 - X.509
	<http://www.personal.leeds.ac.uk/~ecldh/lurcis/>

A project to develop Leeds University’s in-house user registration system to work across a variety of systems and to include X.509 certificates.  The project created the Leeds University Certificate Issuing Engine, which is freely available to the UK Higher Education community.  


	version:
	beta release
	

	
	
	
	deployment:
	live at Leeds
	

	
	
	
	planned:
	Further development through JISC funding
	

	Permis
	 - X.509

 - LDAP

 - PKI

 - PMI
	<http://www.permis.org/>

The PERMIS project intends to explore and to demonstrate the feasibility of the distributed approach to authentication. The fundamental objective is to set-up and to demonstrate an "infrastructure" able to solve both the AUTHENTICATION and the AUTHORISATION issues, letting each attribute owner or manager directly certify the attributes of individuals.  The PERMIS project designed and built a completely new infrastructure, a so called "Privilege Management Infrastructure" (PMI) that can be defined as the complete set of processes required to provide an authorisation service.
	version:
	- 
	

	
	
	
	deployment:
	within project partners
	

	
	
	
	planned:
	entering market validation phase
	

	PKI

Challenge
	
	<http://www.eema.org/pki-challenge/index.asp>

A two-year project which started in January 2001, the pki Challenge aims to provide a solution to interoperability between PKI related products, and to develop specifications and best practice in the world standards area.
	version:
	 - 
	

	
	
	
	deployment:
	testing vendors
	

	
	
	
	planned:
	project end Dec 02
	

	Project Minotaur
	 - Kerberos*
	<http://asg.web.cmu.edu/minotaur/>

The objective of this project is to provide secure and authenticated access to information and submission of data over the WWW using Kerberos. It assumes all users of this service have a Kerberos principal and password. It also assumes a Kerberos principal (kweb) exists for each web server that has the hostname as the instance.
	version:
	1
	

	
	
	
	deployment:
	CMU
	

	
	
	
	planned:
	 - 
	

	S3
	 - SSL (NT)
	<http://s3.livjm.ac.uk/>

S3 was a JTAP funded project to to pilot a disintermediated or self-service approach towards student and staff interaction with central student record and programme databases.
	version:
	 - 
	

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	 - 
	

	TOLIMAC
	
	<http://tolimac.ulb.ac.be/>

TOLIMAC was an EC funded research project which aimed at developing a library management system enabling secure electronic information exchange through the Internet between library users and information providers. The TOLIMAC project developed and evaluated a prototype system providing end users with an easy and user-friendly WWW access to a range of electronic information resources and services, whether local or remote. The system includes an electronic payment mechanism and achieves access control by means of a smart card and encryption techniques. 
	version:
	pilot
	

	
	
	
	deployment:
	pilot
	

	
	
	
	planned:
	project finished
	

	UCLA Campus Wide

Authentication Project
	- OpenSAML
 - SOAP
 - X.509

 - Kerberos
	<http://www.ais.ucla.edu/auth/>

Project to establish a PKI at UCLA based on the Shibboleth developments.  


	version:
	Pilot
	Shibboleth

	
	
	
	deployment:
	UCLA
	

	
	
	
	planned:
	full-scale at UCLA
	

	WRAP
	 - SSL
	<https://webauth.ncsu.edu/wrap/>

A NCState development to allow cookie based authentication.
	version:
	1.6
	

	
	
	
	deployment:
	NC State University
	

	
	
	
	planned:
	  -
	


Fora, groups and task forces

	INITIATIVE NAME
	UNDERLYING PROTOCOLS
	LOCATION & DECRIPTION
	CURRENT STATUS
	RELATIONSHIP TO OTHER DEVELOPMENTS

	European Certificate Authority Forum
	
	<http://www.eema.org/ecaf/>

ECAF provides a neutral forum for Certification Authorities, Users, Vendors, Consultants and Academic Institutions to meet the demands in the market place for secure digital identity and trusted third party products and services.  It provides advice, guidelines and information to all stakeholders.  
	version:
	 - 
	EESSI

Pki Challenge

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	 - 
	

	TF-AACE
	
	<http://www.terena.nl/tech/task-forces/tf-aace/>

A task force established to address authentication and authorisation coordination for Europe.


	version:
	 - 
	

	
	
	
	deployment:
	ongoing
	

	
	
	
	planned:
	ongoing
	


Authorities, Structures, and Standards

	INITIATIVE NAME
	UNDERLYING PROTOCOLS
	LOCATION & DECRIPTION
	CURRENT STATUS
	RELATIONSHIP TO OTHER DEVELOPMENTS

	EuroPKI
	- X.509
	<http://www.europki.org/ca/root/>

The EuroPKI Top Level Certification Authority is a non-profit organisation established to create and develop a pan-european public-key infrastructure (PKI). It has its roots in the PKI established by the ICE-TEL project and further developed by  ICE-CAR.
	version:
	- 
	ICE-TEL

ICE-CAR

	
	
	
	deployment:
	operational
	

	
	
	
	planned:
	 - 
	

	SurfNET PKI
	
	<http://pki.surfnet.nl/>

Dutch Public Key Infrastructure.
	version:
	
	

	
	
	
	deployment:
	
	

	
	
	
	planned:
	
	

	SWITCH AAI
	
	<http://www.switch.ch/aai/>

Project to develop an Authentication and Authorisation Infrastructure for Universities in Switzerland.  Pilots are currently being put into place using Shibboleth and PAPI.
	version:
	pilot
	Shibboleth

PAPI

	
	
	
	deployment:
	pilot
	

	
	
	
	planned:
	Full implementation
	

	SwUPKI
	 - OpenSSL
 - PKI

 - X.509
	<http://www.swupki.su.se/>

The Public Key Infrastructure (PKI) for Swedish Universities.


	version:
	1.0
	

	
	
	
	deployment:
	within Swedish Universities
	

	
	
	
	planned:
	 - 
	


4.  Recommended Initiatives.

4.1  Shibboleth

· Developers.  

Shibboleth is developed by Internet2, a consortium of mainly of US universities, working in partnership with industry, government and international experts.   Internet2 members collaborate on the development of applications, technologies and frameworks through working groups and initiatives.  Shibboleth is being developed by a working group within the Middleware Initiative, chaired by Steven Carmody <Steven_Carmody@brown.edu>.

· Purpose.

To develop: “architectures, policy structures, practical technologies, and an open source implementation to support inter-institutional sharing of web resources subject to access controls.  In addition, Shibboleth will develop a policy framework that will allow inter-operation within the higher education community.”  Shibboleth is specifically interested in federated administration, access control based on attributes, active management of privacy, and standards based developments.

· Architecture details.

Shibboleth is described as a system for securely transferring attributes about a User from the origin site (Institution) to a resource provider (Provider) site.  To do this it uses federated administration, whereby User attribute details are managed by the user’s origin site (Institution).  

The main feature of the Shibboleth system is the Attribute Authority (AA).  Each Institution has one, and its role is to provide the attributes for each User to the Providers.  Additionally, it will allow Users to specify which of a set of allowable attributes are sent to specific Providers.  The Shibboleth architecture defines a way for Institutions to structure “attribute release policies”, rather than defining the implementation of an AA.

When a User attempts to access a resource, a SHAR (Shibboleth Attribute Requester) interacts with the Institutional AA.  The AA may store attribute details but is more likely to obtain them from an Institutional directory (such as a Student Record System).  It then compares these attributes with the attribute release policy for the destination site to decide which attributes to send back to the SHAR.  Once the SHAR has obtained the attributes, it sends them to the manager of the resource (Provider) that the User is trying to access.  This resource manager then makes an access control decision based on these attributes.  

The most recent version of the Shibboleth Architecture at the time of writing is version 5.  Full architectural details can be downloaded from 

<http://middleware.internet2.edu/shibboleth/>.

· Benefits (B) and Drawbacks (D). 

B1.  Internet2 support likely to lead to wide adoption in HE and related sectors.

B2.  Scaleable system that separates authentication and authorisation.

B3.  Uses open protocols.  

D1.  Currently requires considerable installation effort.

D2.  Not ‘enterprise’ ready.  
· Background and History.

The Shibboleth initiative began in February 2000 and worked systematically through scenarios towards requirements for the current development architecture.  It arose out of the need for Internet2 members to collaborate on web-based projects, and has been developed to specifically address the AM needs of the Higher Education community.   Support for development has been provided by IBM and Sun and architectural development has been lead by Brown University, the University of Washington, Ohio State University, Carnegie Melon, MIT and the University of California.  

· Future Direction and Likely Timetable.

Shibboleth has currently released the Alpha 2.5 Pilot version, and is working towards a full beta version.  Development planned for the beta version includes: integration of security features and support for non-trivial certificate validation, further development of SSO and WebISO systems, development of attribute acceptance policies, and the ‘Club Shib’ concept, which allows sets of parties to agree common policies.  

· Relevance to HE

Shibboleth has been designed specifically for the US HE environment, and the project has been strongly led and informed by leading US HE Institutions.  Although initially conceived as more of a peer-to-peer model (for transactions between Users at two or more Institutions) , the deployment pilot project now includes several commercial partners (Elsevier, EBSCO, OCLC) and a British university (LSE).

4.2   Passport

· Developers.  

Passport is a .Net development from Microsoft.  It is currently being used by approximately 90 organisations to support AM.  

· Purpose.

To enable Users to create a single set of credentials that will enable them to sign-in to any site (Provider) that supports a passport service.  It allows Users to control their own personal information by storing it in a passport profile and selecting information that is transported to participating (Provider) sites.    Passport provides an authentication service, authorisation remains the jurisdiction of the Provider.  

· Architecture details.

Passport is a suite of services made up of the Passport Single Sign-in Service, Passport Express Purchase, and the Kids Passport Service.  

When a User registers for a Passport with a specific Provider, they open two accounts: one with the participating Provider and one with Microsoft.   Registration is through a ‘co-branded’ registration screen.

A Passport account holds: credentials, profile data and wallet information.  Authentication is by user name and password, which can be supplemented by a security key (pin-number) and secret questions and answers.   Passport sends an encrypted PUID (Passport User ID) as the authentication credential to the Provider when satisfied that authentication details are correct.  

Authentication messages are exchanged via cookies.  

At the time of writing, Passport Architectural Details can be found at: <http://www.microsoft.com/net/downloads/passport_review_guide.doc>.

The Passport Development Kit can be accessed at: <http://msdn.microsoft.com/downloads/default.asp?url=/downloads/sample.asp?url=/msdn-files/027/001/885/msdncompositedoc.xml>.

· Benefits (B) and Drawbacks (D). 

B1.  Likely to gain wide acceptance.

B2.  Included in Windows software present on the majority of desktops. 
D1.  Proprietary: Providers are likely to find Passport expensive.  

D2.  Closely linked to electronic commerce, so may not be appropriate to HE needs.  

D3.  Takes control of Users away from Institutions.  

· Background and History.

Passport was released in 1999, and is currently one of two available components in the .Net ‘My Services’ development (with .Net Alerts).   It has been adopted by several large internet companies, including e-bay (running in addition to e-bay’s own system).  The system has suffered from a lot of industry criticism, most notably from its use of cookies to transport information.   

· Future Direction and Likely Timetable.

The current release of Passport is 2.1 SDK for Windows Platforms, and 1.4 SDK for Solaris and Linux Platforms.  

Microsoft has announced plans to discontinue the Express Purchase service.  This service will only be available until early 2003.

Passport has additionally been placed under a 20 year order by the Federal Trade Commission committing Microsoft to achieve a higher level of security within the Passport service.  

Microsoft have announced plans to use the open-source Kerberos standard to address security risks in the Passport system.  A Passport system using Kerberos is not yet available, but the end of 2002 has been proposed as a likely timetable for this development.  Passport is likely to play a central role in the further development of .Net ‘My Services’.

· Relevance to HE.

Passport is mainly intended as an e-commerce solution, and would be most relevant to HE Institutions investigating pay-per-view models.  The dominance of Microsoft products within HE, however, makes it a readily available tool within Institutions.  Developments will inevitably effect HE Users.

4.3   Liberty Alliance

· Developers.  

Membership of the Liberty Alliance is open to all commercial and non-commercial organisations.  The Alliance currently has more than 120 members, with varying levels of input.  The Management Board is formed of: American Express, AOL Time Warner, Bell Canada, Citigroup, France Telecom, General Motors, Hewlett-Packard Company, MasterCard International, Nokia, NTT DoCoMo, Openwave Systems, RSA Security, Sony Corporation, Sun Microsystems, United Airlines, and Vodafone.

· Purpose.

“To deliver and support a federated network identity solution for the Internet that enables single sign-on for consumers (Users) as well as business users (Providers) in an open, federated way.”

The Alliance intends to develop a series of specifications addressing: protection of User privacy, single sign-on including federated authentication from multiple Providers operating independently, and network infrastructures supporting all current and emerging network access devices.

· Architecture details.

Currently released Specifications are: Liberty Architecture Overview, Liberty Protocols and Schemas, Liberty Bindings and Profiles Specification, Liberty Authentication Context Specification, Liberty Glossary, and Implementation Guidelines.

The project architecture is based on circles of trust between affiliated businesses, and trust relationships.  Service providers (Providers) and identity providers (Institutions, Users, Providers) build a federation based on Liberty architecture and operational agreements, to create a secure and (apparently) seamless environment for User transactions.   

Once a User has authenticated to any one of the federated partners (Providers), they will be offered the opportunity to federate identities across the partners.  This will not only give the User single sign-on for all of the federated Providers, but also allow the partners to present information and services to the User from all federated sites.  

The Project does not prescribe a single system for AM, but examines the authentication context and the additional information that a Provider may require in order to trust the information given by the identity provider (Institution, User, Provider).  The project attempts to simplify the task of assessing and comparing authentication assertions by defining particular authentication contexts. A specific context will, instead, be identified as a Liberty class.

All specifications are available in pdf format from: <http://www.projectliberty.org/>.

· Benefits (B) and Drawbacks (D). 

B1.  Likely to gain wide acceptance, particularly among sponsor members.

B2.  Simple for Users.

D1.  In an early stage of development.

D2.  Is primarily intended as an e-commerce solution. 

D3.  Is likely to be expensive for Providers to develop.

· Background and History.

The Liberty Alliance was formed in September 2001.  The Membership Structure was put into place in December 2001, and the first specifications released in July 2002.  As of September 2002, the Alliance is reporting to have over 120 members.  

· Future Direction and Likely Timetable.
Version 1.0  specifications were publicly made available on 15 July 2002.   These specifications focus on the interoperability between systems and simple sign-on functionality.

In addition, numerous members of the Alliance announced directional or specific announcements for how and when they will be implementing Liberty version 1.0 specifications within their own company, products or services. 

The first Liberty-enabled products are expected to be available by end of 2002.

The next set of specifications are expected in early 2003.  These will extend the simple sign-on from version 1.0 and enable organisations to share certain personal user information.  The Alliance also anticipates that the next set of specifications will enable organizations to link and extend their service offerings between various "circles of trust" or industries.

· Relevance to HE.

As with Passport, the Liberty Alliance is primarily focussed on e-commerce solutions.  The high profile membership of the alliance, indicates that the system will become common-place within the public domain.    
4.4  PAPI

· Developers.  

RedIRIS is the national academic and research network for the Spanish academic community, offering support, services and infrastructure.  It is connected with approximately 250 institutions.  

· Purpose.

PAPI is a system for providing access control to restricted information resources across the Internet. It intends to keep authentication as an issue local to the Institution  the User belongs to, while leaving the Providers full control over the resources they offer. The authentication mechanisms are designed to be as flexible as possible, allowing each Institution to use its own authentication schema, keeping User privacy, and offering Providers enough data for statistics.

· Architecture details.

The system consists of two independent elements: the authentication server (AS) and the point of access (PoA). This structure makes the system flexible and operational within different environments. 

The PoA manages access control to a set of web locations for a given Institution. The Provider has responsibility for managing this point of access.  Authentication happens on the AS at the Institution, which prepares an assertion about the User that is signed with a private key.  This is passed to the PoA, that makes an access control decision based on the assertions.  

PAPI supports a variety of authentication methods.  

· Benefits (B) and Drawbacks (D). 

B1.   Open Protocols and Software.

B2.  Particularly concerned with preserving User privacy.  
D1.  Difficult to install (poor documentation).

D2.  Architecture not fully scaleable for a large number of resources. 

D3.  May find it difficult to achieve wide acceptance.  

· Background and History.

PAPI was designed specifically to overcome the reliance on IP filtering within HE, with a focus on local control over both authentication and authorisation.  The project began in 2000, and the PAPI product is freely available.  PAPI has concentrated on solutions for the Spanish academic and research community, with a strong emphasis on co-operation with Providers.  

· Future Direction and Likely Timetable.

The latest available version of PAPI is 1.1.0 (5 March 2002).  This version introduces GpoA (Groupwide Point of Access) that controls the access to a group of PoAs that share a common access policy.

PAPI has significantly been in contact with Shibboleth with regards to future developments.   

· Relevance to HE.

PAPI was designed specifically to address the HE context in Spain.  

4.5   WS-Security (Web Services) 

· Developers.  

The WS-Security specification has been developed by Microsoft, IBM and Versign.   It has not, as yet, been submitted to W3C and is separate from W3C developments in this area: XML Signature, XML Encryption and Extensible Key Management Specification.
· Purpose.

The purpose of the specification is to design a set of SOAP message headers to provide a building block that can be used with other web service protocols to create security models and encryption technologies.

· Architecture details.

The WS-Security standard looks to support a wide range of security models including multiple security tokens for authentication or authorisation, multiple trust domains multiple encryption technologies and end-to-end message-level security.

The proposal considers two potential threats to a secure SOAP message:

1. The message could be modified or read by antagonists or 

2. An antagonist could send messages to a service that, while well-formed, lack appropriate security claims to warrant processing.

In order to address these concerns, the specification first defines a security model describing how claims (statements made by the client) can be accepted or rejected whether endorsed (by a trusted authority) or unendorsed (through proof-of-possession).  Interception and modification concerns are addressed through the use of XML Signature (W3C) and XML Encryption (W3C).  

· Benefits (B) and Drawbacks (D). 

B1.  Likely to be well supported as part of an architecture gaining rapid acceptance.

B2.  Open standard.
D1.  At too early a stage for implementation on a competitive time scale.

D2.  Likely to be some time in development.  

D3.  This version has not been submitted to W3C.

· Background and History.

Version 1.0 of the WS-Security Specification was released by Microsoft, IBM and Versign on 5 April 2002.  The specification came under the control of OASIS in June 2002. 

· Future Direction and Likely Timetable.

The WS-Security specification is currently provided ‘as-is’. IBM and Microsoft and Versign make no warranties or representations regarding the specifications in any manner whatsoever.  This specification has been accepted as a working draft by OASIS and a new OASIS Technical Committee has been formed.  A release timetable is yet to be announced.  

· Relevance to HE.

Given the players supporting this specification, it is initially likely to address mainly e-commerce models.  However a number of HE-based projects (including Shibboleth and ANGEL) are considering the use of SOAP and other Web Services protocols, for machine-to-machine transactions.  For the same reasons as those applying to Passport, it is likely to have an impact on most large networked communities like HE, but with potentially fewer of the problems brought by a proprietary solution.
5.  Glossary.

Attributes

Sets of information associated with a user, such as name, addresses,  phone number, role within institution, registered courses etc.  This information can then be used to define the rights a user has to access information (i.e. a staff member of the geography department, a postgraduate etc.)

Authentication 

Authentication is the process of determining the identity of an individual. It is achieved through the presentation of some kind of token which is considered proof that the individual concerned is whoever they assert they are.

Authorisation

Authorisation is the process of determining the right that an individual has to perform certain actions.

Certificate Authority

A CA is responsible for ensuring that each certificate it issues complies with the appropriate standards (such as X.509) and contains the requisite information about the entity (server or individual) to which it refers.  This information will often be supplied and verified by a separate Registration Authority or RA, although a CA may in some cases carry out its own RA function. 

Widely used CA’s include:

Globalsign.  <http://www.globalsign.net/>
Verisign. <http://www.verisign.com/products/index.html>.
Thawte. <http://www.thawte.com/>.
Cookies

A cookie is a file sent to a web browser by a web server that is used to record a user's activities on a website. Cookies can remember all kinds of personal information, such as passwords, so that the user does not have to re-enter it each session.  Cookies can also recall user preferences in order to present customised information.  

Digital Certificates

An attachment to an electronic message used for security purposes. The most common use of a digital certificate is to verify that a user sending a message is who he or she claims to be, and to provide the receiver with the means to encode a reply.  Certificates are assigned by trusted certificate authorities.

Directories

Directories hold the  key information needed for authentication and authorisation to work, and can be managed using a central (run by the access management provider) or distributed (run by individual institutions) system.  A directory is formed of a schema or data model (which defines the relationship of fields), a namespace (which defines the names of the fields), and attributes (the contents of the fields).  

Eduperson

Name given to the EDUCAUSE / Internet 2 LDAP object class used to identify person attributes / roles used widely within higher education. This standard namespace will allow a range of directory-based applications to share personal information between institutions, data providers and platforms. 

Encryption
The process of protecting information as it moves from one computer to another. Passing through a complex mathematical process (an encryption algorithm), the information is encoded before it is sent and decoded with a secret key when it is received.

Federated Administration

The administration of user identities and attributes is managed by the user’s origin  site.  The resource provider trusts the attribute information passed by the origin site, and makes an access control decision based on these attributes.  

Federated Network Identity

A term used by the Liberty Alliance Project to refer to the association, connection or binding of multiple sets of identity information for individual users through the development of affiliated groups of organisations, governed by a legal agreement.

Identifier

In terms of access management, a unique virtual identity assigned to a specific user.  This may be the user’s network ID, or e-mail address, or some other unique ID separate from ‘real’ user identity information such as name and address. 

Information Environment

The name adopted by the JISC to describe the set of networked services that allows people to discover, access, use and publish resources collected by the JISC and JISC projects. The technical architecture suggests a three layer structure of provision layer, fusion layer and presentation layer.

Internet2

A US initiative involving over 190 universities working partnership with industry and government to develop and deploy advanced networked applications and technologies. The Internet2 Middleware Architecture Committee for Education (MACE) is developing the Shibboleth architecture.

IMS Enterprise

A specification designed to define a standardised set of structures that can be used to exchange data between different systems. This will allow software developers and implementers to create Instructional Management processes that interoperate across systems. IMS Enterprise is looking at interoperability between Learning Management Systems and Human Resource Systems, Student Administration Systems, Training Administration Systems and Library Management Systems.

Middleware

A layer of software that sits between two applications and provides services such as authentication and authorisation, and services for combining metadata through cross-referencing, harvesting, and alerting.  This enables applications that would not normally be able to communicate to do so without having to extend either application.  

Namespace

A set of names in which all names are uniquely identified. This allows an object to be described without ambiguity. 

OAI

An initiative to develop and promote interoperability standards that aim to facilitate the efficient dissemination of content.  Most widely known for the OAI-PMH (Protocol for Metadata Harvesting).

Registration Authority

A Registration Authority registers users who request a certificate, and makes sure that the information required to create a certificate is correct and up-to-date.  Once they have collected and verified the data that is required, the RA passes the certificate request onto a Certificate Authority.  

Portal Problem

Name given to the persistent problem of providing seamless discovery services across a range of disparate content providers.
PKI

Public Key Infrastructure refers to the complete system of digital certificate exchange and use of authorities that verify and authenticate the validity of each party involved in an Internet transaction.

Rights Group

The groups which a user belongs to, as defined by his attributes (postgraduate student, taking course EC101 etc.)  Access rights can be assigned at the group level, allowing access to members of certain groups and denying access to others.  

SAML 

Security Assertion Mark-up Language is an XML-based security standard for exchanging authentication and authorisation information.  SAML message exchanges are mapped to SOAP exchanges.  

SSO

Single sign-on is a process that allows a user to enter authentication details once in order to access multiple applications or resources.   A list of access rights for individual users are stored on the server.  When an authentication request is received, the user is authorised to access all the applications listed.  

Web Services

Simply describes services offered by a supplier via the web for web users, or other web-connected programs.   Often used to refer to services that can allow users access through a peer-to-peer arrangement, or services that can communicate with other services through the use of middleware.   

X.500

A standard that defines how global directories should be structured.  

X.509

The most widely used standard for defining digital certificates.
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