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Executive summary

Anldentity Managemensurveyconstitutedone of two core investigative work packageglod JISE
fundedldentity Project whose aim was to gain anderstandng ofthe current state of Identity
ManagemeniIDM)inthe! YQa myn | A3 KSNI 9 R Ur€LINPAZRYOrit@y&avarkh G dzi S a
packagewvasan indepthlook atIDM practices angrocedures ahine institutions The project was

led by Cardiff Wiversity,alongsidehe London School of Economics and Political Science.

Of the community of 184 HEIs, a fairly representative 28% participated in this consultation; 48 via
returned surveys and a further 3 by-depth email or telephone conversatiofi.ather organisations
(e.g. aresearch council) also respondeeveral followup visits were conducted, examining those
institutions inmore detail and also checking the quality of survey responses.

Responseshowthat mostrespondentgperceivelDMas an agawhich is currently fairly important;
and that itsimportancewill increase in the futureMany have some form of IDM project underway,
employing on average-3 FTE of stafOver a third plan to spend capital between £50k and £100k
on IDM in the next thee years, whilst a further quarter plan to spend over £100k.

There wasa wide range of views about whatK S {id8nkitly Madiagemerg mayactually mean
however,the majority of institutions see account managemenitakey aspect. This common view
isshown by the fact thaiDM at respondents oftemainly concentragson the area of provisioning
and deprovisioning of account®y and largethis concentration on only one aspect of the wide
ranging area of IDM leskspondentdo generally remaimeutralwhen rating theability of theirIDM.

When actually carimgout IDM projectsrespondentdndicated that thids generallya gradual
processof many small projecteather than a ondime large IDM projectSuch projecteften take
existing institutional dta and business processes and try to fit an IDM solution around them, rather
than changing them to fit an IDM solutiodowever, mostespondents were athe view that
institutionsshould be willing to change some business processes if it would enhagic¢DN.

Snce implementatiorof IDMis generally done as a gradual progessng existing institutional data
and business processes, key issgeserallyencounteredare centred on the quality ofhese. In

some cases, the data and processes may simplp@good enough to enable the functionality of an
IDM system. In other casédM will make different demands axisting dataandprocesses than it
was designed fofboth in terms of content and of timelinessheaning theyot be entirely suitable

in their current form.Additionally, vhen integrating existing systems via an IDM system, institutions
may find that issues such as inconsistency in data definitions between systems and duplication of
data swiftly become issues that need addressing.

Many responénts issue accounts to visitors/guests, and most require some form of identity
proofing for these. An IDM system that provisions identities/accounts for such people will thus need
to take into account the business processes of the institution that accemtfilis identity proofing.

Common IDM vendor technologiesraspondents g those from Microsoft, Novelgnd Oracle.

Finally, the wide range of views as to what IDM means and enables would indicabetbiet any
IDM projectis started, the stakeholderseed to agreen exactly what they mean bdidentity
Managemen{ and what they want out of an IDM project RY)
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1. Introduction

This survey exercise, carried out as partldfe Identity Projec{TIdP) alongside consultation with
expert adviserandthe project steering groumimed to conduct aextensive consultation with the
UKacademicsector.Lack of participation from FEls (further education institutions) led to the survey
being rescoped to concentrate on HEIs (higher education institytidinus, he survey of
approximately 184HEls in the UK aimed:

9 Build a picture of the current state adéntity Management (DM) across these institutions;

1 Understand which areas of IDM institutions see as most important;

1 Gather information to build aipture of the most common problems and challenges that
institutions are facing regarding the implementation of IDM

For a full copy of the survey itself, see the supplementary docufieRBurvey.pdf

2. Survey Design

The survey was designed bidPstaff and extensively consulted on HidP Steering Committee
members, IDM specialists known to TIdP staff, and members of other institutions interested in IDM.
This input le to the surveygoing through several drafts with extensive changes between each draft,
and the project staff would like to thank everyone who input to this process.

The survey was designed as a paper basexicise- rather than web based partly because some of

the questions had a complicated format not immediately amenable to a web based form, and partly
because the survey covered a wide range of questions that many responding institutions might wish
to tackle by distributing parts of the survey to different peopkeedback from several respondents
indicated they would have preferred a web based survey; however, feedback from several other
respondents indicated that they preferred the paper based survey.

The survey was comprised of a mixture of open and closed quesfltneopen questions were
primarily free textquestions designed to givespondents freedom to construappropriate
answers. e closed questionsonsisted of:

1 Single choice questiorsrespondents were presented with a question and a list of optiors a
asked to chose one answer that suited them the most. Some questions allowed for a free text
G20KSNE FyasgSNI G2 0SS 3IAGSyd {2YS 1jdSadA2yQa
choices.

9 Multiple choice questiong respondents were presented with question and a list of options
and asked to indicate each answer that suited them. Some questions allowed for a free text
G20KSNE |yagSNI G2 0S IAQBSyo

9 Five point Likart scalesrespondents were presented with a statement and asked to choose an
option from a five point Likart scale (strongly disagreestrongly agree). Some questions

2 L.

Ffft26SR T2NJ I GR2y Qi (1y26¢ FyasgSNI G2 6S IAGSyd

9 Tabular questiong respondents were presented with a table, to allow a two dimensional grid of
answers to be elicited. For ela category (row) given, a set of options (columns) were given for
that category. These options included single choice scales and multiple choice.


http://www.identity-project.ac.uk/survey.doc
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The surveytselfwas arranged into 8 sections:

Section I¢ You and Your Institution

Section Z; Identity Management

Section J; Policy

Section 4 Data Integration

Section & Technology

Section & The NHS and Identity Management
Section ¢ Grid Infrastructure

Section & Misc

= =4 =4 4 -4 4 -4 -4

3. Distribution
The survey was distributed vimany avenues, includirttpe UCISA dictors mailing listhumerous
JISC mailing listand directly to many IT directors.

The survey was also proactivelyblicised amany events, such as

The JANET(UK) Networkshop- B&tp://www.ja.net/networkshop35/

The Brainstormer Christmas updatbttp://www.mindworksuk.com/brainstormer.html

The Novell TTP and TTPEMEA conferences

The JISC Federated Access Management workshop, held in Aston

¢CKS !/ L{! B5ANBOG2NRA I O00Saa YIylr3asSYSyid ¢g2NJal
The NHSHE forum

Various JISC events

= =4 =4 4 -4 -4

A deadline for survey responses was giveh&islay 2007, though in pracke responses were
received and accepted right until the end of the project.

4. Analysis Methodology

Surveysverereceived via posand viaemail. Surey responsesvere manuallytranscribed intoa
spreadsheetallowing for automated analysis and crasglysis of response€ross analysiszas
only performedwhere itwas deemed potentiallinteresting.

Several survey responses were flagged as either lpartgularly representative, or as being in

need of followup questions to clarify some answers given. Visits to some of these responding
institutions were then conducted by TIdP staff, with the purpose of helping clarify responses given

by that institution and by respondents as a whole. This process was also used to check the validity
and accuracy of answers given by respondents in the survey. Details of some of these visits appear in
Appendix 1.


http://www.mindworksuk.com/brainstormer.html
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5. Respondents

In total, there were 2 full survey respoges, 8 coming from HEIs and 4 from other institutions
(such asa medical school and an NHS libjaijhere were als8 telephone/email surveymanually
conducted for HEMho indicated that theywvere unable to fill out of the survey but who wished to
take part. Quantitative information fronthese 5 arenot counted in numerical analysis presented in
this report, but qualitative information is. Thus, a total &iBstitutions were a part of this
information gathering, B beingHElIs.

5.1 HEI Participation

51 HElIs patrticipated in the survey, out of 184 HEIs identified at the start of the project, gR&ag a
response rateThese 8 HElswere fairly wellrepresentativeof UK HEIs, with a goagread of size
institutional affiliationsand geographical locatis (withtwo exceptiors). A detailed examination of
this representativenes®llows.

5.1.1 ..By Geographical Location

Geographically, HEI participation was fairly well representative of UK HEIs, with one notable
exception. Participation was fairly eversigread percentagewise ovirK NBS 2 Furprinéry | Y Qa
regions, the lowesbf these threebeing England with jusiver 28% of all its HEIs represented, and

the highest being Wales with just over 38% of its HEIs represemtesbne notable exceptioris N.

Ireland; no participation from any of its four HEIs was elicited.

HEI Participation per UK regiol

m England
m Wales
m Scotland

m Ireland

Figurel - HEI participationper UK region(Number of HEIs)

HEI participation per UK regior
5 35.00%
& 30.00%
8 25.00%
2 20.00%
T 15.00%
© 10.00% R

o

& 5.00% 3
X o
S 0.00%

England Wales Scotland Ireland Total UK

Figure2 - HEI participationper UK region(%age of HEIs in each region)
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Looking more closely at the geographical representation of English resp@videthe region
information taken fromwww.hero.ac.ukthen we see that participation was elicited from each
region, with only 3 regions hawgriess than 20%.

HEI participation per English regio

1 m East Midlands
m Eastern

H London

m North-East

m North-West

m SouthEast

Figure3 - HEI participation per English region (number of HEIS)

HEI participation per English regiol

40.00%
35.00%
30.00%
25.00%
20.00%
15.00%
10.00%

5.00%

0.00%

%age of HEIs per regiol

Figure4 - HEI participation peEnglishregion (%age of HEIs in each region)

5.1.2 ..By Institution Sze
This statisti looks at the total number of students reported to HESA in 2005/2006 by responding

institutions. Lookingt the distribution of size of institutionsand at this distribution compared to
the total number of HEIs in these size ranges, weaskérly everspread of all sizes of institutipn
with one exceptiorg those very small HEIs with less than 5000 students.

1.2.3 Number of Students

12% 2% 179 m 0-4999

m 50009999

m 1000614999
m 1500019999
m 2000024999
m 2500629999
= 30000+

12%

Figure5 - HEI participation per Number dtudents
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Number of students at respondents per size
grouping

60.00%
50.00%

40.00%

30.00%

20.00%

10.00% !
0.00% ———

Figure6 - Number of students at instituion (%oage of HEIs of that size group)

22%

2
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30000+

1000014999
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5.1.3..By Institution Affiliations
1 Russell Group 20 of the 184 HEIs are members of the Russell Group. Of thdséthe 53
HE$ who took part in the survey are Russell Group members. ®0Uspf the Russell
Group are represented.
1 UCISA 133 of the 184 HEIs afell members of UCISA. Of those, dlld the 51 HEIs who
took part in the survey are UCISA members. 38 of the full HEI members are
represented.

6. Summary of Survey Results
28% of the 184 UK HEtk part in the survey, and thos&% were fairly representative of the
whole HEI sectorniterms of geographical location, size, and institutional affiliation.

The majority of personnel responding to the survey have management responsibilities. They
indicated that the most useful outputs of TIdP would be best practice guidelines for IDM, a business
case for IDM, and guides on how to do IDM; and would be most useful in the forms of key findings
reports and guides and templates. Roughly half would likeeman IDM conference/event.

IT policy in responding institutions generally falls between balanced and highly centralised, with only
a small proportion of respondents indicating decentralised IT policy. Given that implementing wide
ranging IDM systems ofterequires some kind of central control to handle the technology and

politics, thsinformation is a promising sign.

¢KS YSIyAy3 2F (GKS GSNXY GLRSydGAdGe al yl3SySyidé G2
on the area of account management. Thisesduse a main driver for institutions that have already

embarked upon IDM projects was typically to improve existing account provisioning systems and
procedures.

The majority of respondents indicated that IDM was currently important to them, and thatsit wal
A32Ay3 (2 06802YS SOUSYy Y2NB AYLERNIFYyd Ay GKSF dzi dzn
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IDM, however, the majority of respondents have a neutral answer. Faljpwork indicated that

this was a common answer because although a respondent magrtkin aspects of IDM fairly well
(mainly provisioning), they do not take advantage of the full range of IDM possibilities very well, thus
rating themselves as neutral. This is supported by the majority of respondents indicating that the
current status otheir IDM was partially operational.

Many respondents indicated that they had nlap to release a tender for IDNhis would seem to
indicate that many respondents are implementing IDM one aspect at a time, rather than as a large
standalone project. Thushe process of implementing IDM is a gradual process. This conclusion is
backed up by the range of responses given as to what the main project driver was for implementing
IDM.

When implementing IDM, respondents by and large imported data from existgigrag, and many
imported existing processes as well. While this is a sensible way to implemetdakiing totally

from scratch with new corporate systems and data as well as a new IDM system would be an
extremely complex projedg it does, however, meathat many respondents will have to overcome
numerous issues with data quality and the effectiveness and timeliness of existing processes. This
conclusion is backed up by respondents indicating that the main data issues presenting a challenge
to IDM relde to the integration between multiple systenggnconsistencies of data definitions

between systems and duplication of data across theamdin poor accuracy/timeliness of data in

data sources.

IDM projects themselves are by and large included in thiedfitutional strategic plan, befitting the
importance of IDM, and institutions generally assign between 2 and 3 staff FTE to IDM projects. Such
projects are mostly paid for from central IT budgets, and partly by bundling IDM with other projects,
through me time institutional budget allocations, and through partnerships and gr&hter a third

plan to spend capital between £50k and £100k on IDM in the negetiiears, whilst a further

guarter plan to spend over £100External consultants have been used for a wide variety of IDM
related tasks at respulents, but primarily for assisting with architecture and design of IDM,

software development and implementation of IDM, and in education and training.

Key stakeholders in IDM projects at more than half of respondents are administrative computing,
library,VLE, HR, academic registry, academic computing, senior management, user support teams,
and departments.

The greatest data risks to respondefiBM centres on the quality of data within corporate systems,
and in corporate systems changing the way theykwsithout warning. In a similar question,
respondents indicated that data integrity problems, difficulties in developing IDM policies and
procedures, and higher current IT priorities were the greatest challenges to taking up IDM.

Regarding Federated Accéddanagement, the vast majority of respondents indicated that they see

a need for FAM sometime between two years from now and that they already have a need. Roughly
two thirds of respondents either plan to implement FAM or are currently doing so. A qunaver

already done seto the stage where they are piloting the service or running it in production.

The majority of respondents issue accounts to visitors/guests, and most require some form of =
identity proofing for those people. Thus, an IDM system thrat/jsions identities and accounts for [
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such people will likely need to take into account the business processes of the institution that
accomplish this identity proofing.

A wide range oforporate systems are in use at respondeffiseydo not think it ismportant to

have a single vendor for such systems, but that them having common or open standards is.

Generally respondents could not accurately answer whether their corporate systems were capable

2F GLMzaKAY3IE RIGIF OKI y3S &thdy derd cypabfebfiinfettdfihgtwithae a G S Y 2
Service Oriented Architecture. Investigation has shown that some respondents do not understand

GKS RATFSNBYOS 0SG6SSy alLdzaKAYy3IE RFEGE OKFy3aSa (2
G LIz £ Ay 3é 0 Ra&ddrporat Kyistghd Bhits, defiviBlovis used in the area of data

synchronisation is one of the areas of IDM which is largely not understood and appreciated. Also,

some respondents thought that their corporate systems could do such things simply because thei

system is a large, expensive one and they just assumed it must be able to do it.

Looking at IDM related tasks, for each task named respondents indicated the importance of the task
as greater than their current ability to perform that task. The areasre/iee gap between

importance and ability were smallest were those tasks centred on the area of provisioning, again
demonstrating that the provisioning aspect of IDM is one of the most important aspects to
respondents. The areas where ability was mostitagkompared to importance were the areas of
accuracy of corporate data sources, followed by the areas of delegation of administrative control of
IDM and of graded authentication. Thus, institutions implementing IDM may find these respective
areas to be th easiest and the hardest to get a grip of when implementing IDM projects.

The most common vendor technologies for IDM in use at respondents are those from Microsoft,
Novell and Oracle, and technologies used for an enterprise directory are primarily Michasive
Directory and Novell eDirectory.

Many of the respondents have links to the NHS, and of those with links roughly half of their IDM
systems handle IDM of NHS staff. Many IDM issues are caused by these links, several issues are
common across mangspondents.

Only a minority of respondents have Grid infrastructure. Most access to Grid resources happens
through the use of UK-8cience PKI certificates. The vast majority of respondents indicated that
there was no link between their IDM system and th@&rid infrastructure.
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7. Full Survey Analysis

This section presents a quéast-by-question analysis of theurvey. For each question, we examine
what type of question was asked, the purpose of the questmawhat responseso the question
were receivedFinally, we draw some conclusions from these responses.

Note that some of the questions are purely administrative in nature, and thus are not analysed.
Section 1 z You and Your Institution

Your Contact Details

Q1.1.1 Name

Question typeFree text.

Purpog of questioninformation gathering for TIdP
Responsesy/A.

ConclusiongV/A.

Q1.1.2 Job Title

Question typeFree text.

Purpose of questionnformation gathering for TIdP
Responses\l/A.

ConclusiongV/A.

Q1.1.3 Your Responsibilities

Question type:Multiple Choice.

Purpose of questiominswers givetthroughout this survey have the potential bee biasedbased up
the type of person completingr orchestrating the completion pthe survey Thus, it is necessary
to get an overview of the types of jobles and responsibilities of the respondsim order to
understand where those biases may.lay

Responsedll respondentshose at least onansweroption for this questionOf those, some B%
have management responsibilities, 7584e responsible for IDl, 60%are responsible for directory
services, and only3®6areresponsible for Business Information Systems.

]
S
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1.1.3- Responsibilities
100.00%
80.00%
60.00% -
40.00% -
20.00% - .
0.00% -
Management BIS System<

Figure7 - Q1.1.3 Responsibilities of primary respondent

Conclusionsthe responsibilities of respondents indicatetttizere is the potential for responses to
survey questions may be more biased towards those answers centred around the management and
central provisioning of IDM and less biased around answers centred arounebhddusiness
information systems that IDMystems link to.

1.1.4 Email

Question typeFree text.
Purpose of questionnformation gathering for TIdP.
Responsesy/A.

ConclusiongV/A.

1.1.5 Address

Question typeFree text.
Purpose of questionnformation gathering for TIdP.
Responsesyl/A.

Conclgions:N/A.

1.1.6 Phone Number

Question typeFree text.
Purpose of questionformation gathering for TIdP.

Responsesy/A.

4l

ConclusiondV/A.
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1.1.7 Would you like to receive a copy of Key Findings of this survey?

Question typeFree text.
Purpose of qué®n: Information gathering for TIdP.
Responsesy/A.

ConclusiongV/A.

1.1.8 What outputs of The Identity Project would you find most useful?
Questiontypea dzf G AL S OK2AO0S=T FTNBS GSEG dhiGKSNE 2LIGA2Yc

Purpose of questiofdany possible types of outputs apessible from TIdP that are potentially
useful for the communityThis question aims to understand whighthese thecommunity feels that
the project should focus upon.

Responsedll respondentshose at least one answer option for this question. A vesiing 100%
said that best practice guidelines would be useTilis was followed b§8% saying that guidesrfo
how to do IDM would be useful arti% saying a business case for IDM wdnddiseful, while 3%
OK24S G2 SELINBaa |y edhiKSNE 2LIA2YyDd ¢KS&S AyOf dzF

1 @Analysis of opportunities for common approaches to IdM shared between institutions or
preferably, across the HE Sector

oReview of what the sector is doifig

AdDM beyond the institutional boundagy

oEstablishment of a network of contacts of people iiweal in IDM at other institutiors
oAdministrative guidelines re Shibboléth

oForum for sharing expertise at detailed technical lével

oReview of IDM Solution venddrs

=A =4 =4 4 -4 4

1.1.8- What outputs of TIdP would be useful’

100.00% -
80.00% -
60.00%
40.00% -
20.00%

0.00% -

3.46%

Best Practice Business Case for IDIGuides for how to do Other
Guidelines for IDM IDM

Figure8 - Q1.1.8 What outputs of TIdP would be most useful

GonclusionsThe majority of respondents feel that all three nominated options would be useful
outputs of the projectwith best practice guidelines being the most highly nominated opt@ther =
responses indicate that the building of a community of insititos interested in IDM would be Ur]
another useful output
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Q1.1.9 In what form would these outputs be most useful for your institution?
Question typeMultiple choice.
Purpose of questionMany possible forms of outputs are possible from TIdP that are piatint

useful for the community. This question aims to understand which outputs the community feels that
project should focus upon.

Responsedll respondentshose at least one answer option for this questi®f those, 92% chose
key findings reports7r9%chose guides and templatesnd 5% chose an IDM conference/event.

1.1.9- What form outputs?

100.00%
80.00%
60.00%
40.00% -
20.00% -
0.00% -
An Identity Key Findings Report Guides and Templates
Management available from our
conference/Event website

Figure9 - Q1.1.9 Forms of output that respondents would find most useful

Conclusiongvost respondents would like the outputs of TIdP to be in the form of kedirfgs
reports, and guides and templates. Roughly half would like an IDM conference or event.

Q1.2.1 Name of institution

Question typeFree text.
Purpose of questionnformation gathering for TIdP.
Responsesyl/A.

ConclusiongV/A.

Q1.2.2 Type of instittion
Question typeMultiple choice.

Purpose of questiofo understand the profile of responding institutions.

Response$il respondents answered this questiodf those, the vast majority (92%) are HEIs with
both undergraduates and postgraduates. The aémng 8% are split betwedrEISHEIs with an
undergraduate focus andEls with a postgraduate focus.

o)l
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1.2.2 Type of Institution
2% 4% 204 m Further Eduction

m Higher Education
(undergraduate focus)

Higher Education
(Postgraduate focus)

m Higher Education
(Undergraduate and
Postgraduate)

Figurel0- Q1.2.2- Type of institution

ConclusiongHElswith a focus of undergraduate and postgraduate studesfesent he vast
majority of respondents; therefore conclusions willip@inlyrelevant forthis type of HEI

Q1.2.3 Number of Studens and Number of Staffapprox FTE)

Question typeFree text.

Purpose of questio:o understand the profile of responding institutis. This question was asked

rather than finding out this information from HESA statistics because HESA statistics may not include
all categories of staff and student that the institution consideeggits members; for example,

someNHS related staff, diance learning students, etc.

Responsed$il respondents answered this questiddf those, the smallest and largest amount of
staff reported was 300 and 10,000 respectively, with an average 0893The smallest and largest
amount of students reported wak70 and 60,000@espectivelywith an average of 1807. The total

staff and student populations represented in this sureegrespectivehjust over 160,000 and just
over 85,500.

LT
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1.2.3 Number of Staff

4% 2%

m 0-1999

m 20003999
m 40005999
m 60007999
m 80009999
= 10000+

Figurell- Q1.2.3 Number of staff in respondgninstitutions

1.2.3 Number of Students

m 0-4999

m 50009999

= 1000014999
m 1500019999
m 2000024999
m 2500029999
= 30000+

Figurel2- Q1.2.3Number ofstudentsin responding institutions

Conclusionsthe spread of institutions sizes, as indicated by staff and student numbers, seems fairly
well spread aross all sizes of institutionhiE means that the survey results should be fairly
representative of all sizes of HEI.

Q1.2.4 User profileg Estimate percentage of local and remote users

Question typeNumber.

Purpose of questioMany institutional systems that could potentially be kukto an IDM system

could be configured to allow access only@ampus or to also allow access from-odimpus. This
jdzSatAz2y FAYa (2 dzyRSNERGFYR (GKS 3SySNIt dzal 3s
indicated by respondents for effampus vs B-campus should total 100%.

Response#t5 respondats answered this question. There was a degree of misunderstanding of the
guestion however, given that in hindsight the question was not expressed particularly clearly. 38 of
the 45 respondents answered ithe method envisioned. Of those 38, respondents indicated that
access to systems from @mampus made up roughly 80% of access on average (with the lowest and
highest figures reported being 30% and 100% respectively; whilst access froamuftis made up
roughly 20% of access on average (with the lowest and highest figures reported being 1% and@%%
respectively).

LI
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ConclusionsTheinteresting results to look at in the responses to this question is the range of
answers given: responses indicating local acttesgstems had a range of 70%, and responses
indicating remote access to systems had a range of 88#se figures indicate that there is no

Gy 2NXIf £ (NB yattosLrdspohder@Ssiraportast talSote that the figures asked for
were an estimate only¢ finding out the real statistics would likely be a large project in of itself. Thus,
the responses here indicate an estim&taothing more, nothing less.

Q1.2.5IT policy in your institution is generally...

Question typeFive point scale.

Purpese of questiontmplementing IDM as a centrally managed system may present a different type

2F OKIFIfftSyaS RSLISYRAYy3I 2y KSGKSNI Y AyadAalddziazy
decentralised. Institutions with highly decentralised IT may find theipsldf implementing IDM

even more complex that it normally is. This question aims to discover the most common case in

institutions.

Responsedll respondents answered this questiddf those,17% indicated that IT in their
institution was highly centralesl, 50% indicated centralise@3% indicated balance@nd10%
indicated decentralisedNo respondents indicated highly decentralised.

1.2.5 1T Policy is..,

0%

m Highly Centralised

m Centralised
Balanced

m Decentralised

m Highly Decentralisec

Figurel3- Q1.2.5Centralisation of IT Policy

Conclusiondnstitutions with highly centraled, centralised, or balanced, IT policy represent 90% of
respondentsGiven that an institution with this kind of IT policy may find it less difficult to work
through the internal political implications of implementing IDiiis resultssuggests thathe

majority of institutions may find this particular hurdle a little less difficult to overcome that it may
otherwise have beerHowever, institutions with more centralised IT policy may have found this
survey easier to fill in, and thus potentially represartiased sample for this question.

Q1.2.6 What characterises your institution in terms of adopting new technologies?

Question typeSingle choice

Purpose of questio:o understand the profile of responding institutions. =

—
Yo
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Responsedll respondents answedkethis questionOf those 6% indicated that they considered
themselves innovator7% considered themselves early adopi€% considered themselves in
the early majority Only 4% considered themselves in the late majority.

1.2.6- Adoption of new technologies

4%

H Innovator

m Early Adopter
Early Majority

m Late Majority

Figureld- Q1.2.6Adoption of new technologies

Conclusionsthe distribution of innovator, early adopter and early majority seems sensible. The lack
of respondents indicating they were in the late majority, however, does not. This would seem to
indicate oneof two possibilities: either responding institutions were loath to rate themselves as
adopting new technologies later than maost; or those who truly are in the late majority do not yet see
IDM as important enough to spend time upon responding to this sufMeus, this could indicate a
potential area of bias in this survey.

Section 2 z Identity Management

The importance of ldentity Management

Q114 RSYyGAdGe alylr3aSySyide¢ Aa I @SNEBE OoONRIFIR GSN¥Yo 2
encompass”?

Question typeFree text.

Purpose of questioitheterma L RSy (i A (1 &8  aa tefrh &ténYi®yhdeéstoddihe lack of
common understanding of what are its main aspects can be a hindrance to institutions wishing to
conduct IDM projectsThis questiothus aims to understad whatthe majority of institutions think
IDM means.

Response&i0respondents answered this questioAnswers given were analysed an split into 14

different categories representing all types of answers, however phrased by respondgifés.tBe

most conmon meaning of IDM indicated by respondemtby some 70%was that IDM

SyO2YLJ)l aaSa GKS LINPOGAAAZ2YAY3I | YR RSISe@@iash 2y Ay 3
common was an aspect of this access managemeapecifically IDM being an enablefrrole based

Fdzi K2NRAIF GA2Yy (G2 |y AyadAddziaAzyQa aeaidsSvyaod b2 2
respondents. Of these, three categories were indicated each by 14% of respondents: the

establishment of authoritative data sources for identity informatand their business rules, the [Rg

\f;>

synchronisation of identity information between systems, and the creation of a unique identifier fol

)
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an individual regardless of how many roles they have within an institution. A further three categories

were indicated by 108 ¥ NB alLl2yRSyiday GKS dzyRSNARGIYRAY3I 2F |
NBflFGA2yaKAL 42 GKS AyaidAalddziazys Foz2dzi YIyl3aSYSy
affiliation with the institution until they leave for the final time), and in enablBiggle Sign On. 8%

of respondents specifically discussed the access of access management of timely
provisioning/deprovisioning. 4% discussed IDM being the delegated control of identity information.

Another 4% discussed IDM enablangingle username and ggword across many systems. Finally,

GKNBS OFGS3I2NRASa 6SNBE AYyRAOFIGSR o0& w: 2F NBaLRYF
identity information, of enabling self management of identity information, and of enabling a

enterprisewide directory.

2.1.1 Meaning of "ldentity Management"

80.00%
% 70.00%
g 60.00%
2 50.00%
(]
£ 40.00%
8-) 30.00% =) =) =) =) =) =)
€ 20.00% & s s S 3 S £ 3
o o o o o o o o
10.00% - S ' S ;S ©
< N N

0.00% -

User privacy f| 2.00%
SSO
Directory

Membership

information
Single uname/pword 84.00%

Role based authorisatior
systems

Timely provisioning/deprovisionin

Identity lifecycle managemen

Delegated control of identity

Data authorities and business rule

Self management of identity
information

Provisioning/deprovisioning of acce:
Sync' of identity information between

Unique ID for an individual, regardles
of how many roles they have

Figue 15- Q2.1.1 Meaning of "ldentity Management"

Conclusions: @ FI NJ 0KS Y2ad 0O2YY2y YSFyAy3 FaaAiadaySR (2
respondents is that of IDM being about the provisioning and deprovisioning of access to an

ins A GdziA2y Qa NB&A2dNDSad DAGSY G(KIG GKS GSNY LRSY
things, butthat respondents by and large focussed on e particulararea, would seem to

indicate thatrespondents have a somewhat one sided view of IDMoWwelip work has shown that

this is typically because IDM work at respondents was typically driven by the need to improve their

account provisioning and deprovisioning. Thus, the bias towards respondents aeetmt

management & & L RSy (A ( Bundersiaridabe.Y Sy G ¢

Q2.1.2 Give your above description, choose the one function that it provides that yonsider to
be the most important

N

Question typeFree text =
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Purpose of questiod A @Sy (G KIF G GLRSydAdGe al yl3a3SYSyidé, OFy YS
this question aims to asses which particular function or aspect is the most important to institutions.

Response#t8 respordents answered this question. As with the previous question, the majority

(52%) of all respondents indicated that the most impattaunction was provisioning and
RSLINPGAAAZYAYT 2F | 00Saa (G2 |y AyadAddziazyQa aes:
2F NRtS oFaSR lFdzikK2NRAlIGA2Y (2 |y AyadAiddziazyQa
indicating the function of pvision of a unique identifiior a person, regardless of how many roles

that person may have in an institution. All other aspects indicated were chosen by 8% of

respondents or less.

2.1.2 Most important aspect of IDM
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Figurel6- Q2.1.2 Most important aspect ofldentity Management"

ConclusionsAs with the previous question, the responses to this question indicates a large bias in
responding institutions towards IDM being centred around provisioning/deprovisioning of access to
'y AyadAddzianzyQa aeadasSvao

Q2.1.3 How important do you consider the following activities to be for Identity Management
systems?

Question typeMultiple items, eachfive point scale.

Purpose of questio:.o understand which IDM related activitiespondentghink arethe most
important. Th will show which aspects of IDM are the most importardd¢ademidnstitutionsin
the UK The resultswill also be comparedith those from the @estion5.1.1, which follows up this
guestion by askingbout institutional ability to perform each of thesspects.

Responsedll respadents answered this question. Of those, the IDM activity given the highest
average rating was the accuracy of corporate data sources, with a scorébo64cbnd most
important was provisioning the creation of network accaus, with a score of 4.67. Newtas the
related deletion of network accounts, with a score of@}.®Illowed byanother provisioning activity
¢ the creation of other accounts (e.g. VLE accounts, library accounts), with a scoré. @rhded

authenticatian comes next, with a score of 4.31; closely followed by Federated Access Managgment,

N
)

77
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with a score of 4.2%\fter this is theprovisioning activity of deletion of other accounts, with a score
of 4.25. After this comethe tracking of unauthorised activityt (15),SSO (4.3),the immediate
creation/deletion of network accounts (4.12), external user access to institutional resources (4.04),
common credentials (4.023nd self service (33). knallycomesthe delegation of administrative
control of IDM (3.25).

2.1.3 Importance of activities for IDM system

Importance->

1 15 2 2.5 3 3.5 4 4.5 5

Accuracy of Corporate Data sourc
Common Credentials
Delegation of Administrative Control of IDI
External user access to institutional resourc
Graded Authentication
Provisioning: Creation of network accoun
Provisioning: Deletion of network accoun
Provisioning: immediate creation/deletiot
Provisioning: Creation of other accoun
Provisioning: Deletion of other accoun
Self Service
Single (or reduced) Sign C
Track Unauthorised Activity

FAM

Figurel7- Q2.1.3Importance of activities for IDM systems

Conclusionsthat the IDM activity with the highest ranking of importance by respondents is the
accuracy of corporate data sources is not a surprigéDM is to drie processes and activities based
upon identity information, then this information needs to be as correct as possiblis however a
good sign that respondents recognise this importance. The next three highest ranked activities are
all provisioning relad (in fact, the five provisioning related activities given as options were all
ranked within the top seven of the fourteen options) would seem to support a widely held helief
that institutions primarily see IDM as an enabler of provisioning systempoRess to other

guestions in this survey and further follemp work supports this conclusion, and indicates that this
view permeategnany institutions due to the fact thathe need for better provisioning was one of

the primary drivers for implementing NDin the first case.

Q2.1.4 IDM is currently very important to my institution
Question typeFive point Likert scale.

Purpose of questioMany people believe that IDM is an important issue faced by academic
institutions in the UK; this question aimsdet some empirical data to prove or disprove this claim.

Response$i0 respondents answered this question. Of those, dftyanswered in the negative and;. )
6% expressed no opinion, whila averwhelming 8% answered in the positigvith 55% agreeing (U\)
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and H%strongly agreeingnterestingly, 94% of respondents who (in Q2.2.1) agreed or strongly
agreed that their institution did IDM well indicated a positive answer (with 24% agreeing and 76%
strongly agreeing).

2.1.4 IDM is currently very important

0% 4% 6oy,

m Strongly Disagree
m Disagree

Neutral
H Agree

m Strongly Agree

Figurel8- Q2.1.4Current importance of IDM

ConclusiondDM is obviouslgurrently an area oimportanceto manyrespondents The majority of
NBalLlyasSa o0SAy3a alF ANBESé NIYGKSN KFy aqaadagNepy3Ite |z
majority of themmaystill have other lgher current IT prioritieslt could also, however, indicate

that those institutions who did not consider it important were a class of institution that did not

respond to this survey.

Q2.1.5 IDM will be very important to my institution in the future

Queston type:Five point Likert scale.

Purpose of questioMany people believe that IDM is an important issue faced by academic
institutions in the UK; this question aims to understatistpugh comparison with the previous
guestion what respondents think aha its changing of importancewhether it will become more
or less important in the future.

Response$l respondents answered this question. Of those, only 2% answered in the negative,
while an overwhelming 98% answered in the positive (WB%o6stronglypositive).

e
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2.1.5 IDM will be important in the future
0962%02%

m Strongly Disagree
m Disagree

= Neutral

m Agree

m Strongly Agree

Figurel9- Q2.1.5 Future importance of IDM

ConclusiontDM is obviouslgeen as being very important areén respondentsn the future

Comparing the results with those of the previous question, we see thathbisgjority of

respondentsh Y RA Ol §Ay3d BERNBSEALIR ASRYy @20 KS YThas2NARGE A\
would seem to indicate thawhile respondentsby and large already consider IDM important, they

see its importance as something thaill onlyincrea® over time.It could also, howeveglso

indicate that those institutions who did not consider it important were a class of institution that did

not respond to this surveyand thus lack representation in this question

Identity Management and vou r institution

Q2.2.1 My Institution does IDM very well already

Question typeFive point Likert scale.

Purpose of questiott is known that many institutions already have some form of IDM, but how
those institutions rate their IDM is less well known. Thisstion aims to understand the current
quality of IDM in institutions and how satisfied they are with it.

Responsesi0 respondents answered this question. Of the8panswered in the negative and
33% answered in the positive, while the majorit¢5%- expressed no opinion either way.
Interestingly, only 6% (representing 3 institutions) expressed a strong positive response.

2.2.1- My institution does IDM well
6%

m Strongly Disagree
m Disagree
= Neutral

H Agree

m Strongly Agree

§¢

Figure20- Q2.2.1Current rating of IDM
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ConclusionstThe majority ofespondentsexpressig no particlar view either wayvould seem to

indicate that while institutions may not think tlyghandle IDM particularly badtiiere is definite

room for improvementFollow2 y 62 NJ] Kl a AYRAOFGSR GKIF G NBALRYRS
guestion were not easy asions to make. It was reported that in some respondents, different

people generally wanted to indicate a different answer, depending on their relationship with any

IDM system(s) in plade.g. staff responsible for its day to day running wanted to indiedower

rating that management who just saw its benefitEhus, the strong degree of neutral answers may

also indicate a lack of ability to corteea joint conclusioh

Q2.2.2 What is the current status of IDM in your institution?

Question typeSinglechoice.

Purpose of questio:o gather information on the current state of IDM at respondeifitds will give
a good overview of what stages respondents are at with any IDM projects that might be happening.

Response$i0 respondents answered this questiddf these the vast majority(53%) have partially
operational IDM, while only 10% consider their IDM to be fully operational. 6% are currently
implementing IDM, while 3% have IDM projects planneskgrtingwithin a year). The remaining
12% are currery evaluating IDMFinally no respondent@answered that IDM was neit allplanned
at their institution

2.2.2- Currentstatus of IDM

0% m Not Planned
H Evaluating
Planned, not starting for at least a ye:i

m Planned, starting within a yea

m Currently Implementing
6% m Partially Operational
Fully Operational

Figure21- Q2.2.2 Current status of IDM

ConclusionsAll respondents have some form of IDM project happening, be it an evaluation of IDM
through to a fullyoperational IDM system. The fact that the vast majority of respondents considered
their IDM to be partially operation would seem to indicate that many institutions have been thinking
very seriously about IDM and have in fact implemented saspectof IDM, however, not many
institutions have implemented IDM well enough or extensively enough to consider it fully
operational. These conclusions have been backed up by falfostudies whereby institutions who
indicated thattheir IDMwaspartially operationabave that opinion because while they had an IDM
system that work very well, it wadimited in scope (e.g. very centrexh provisioning) They
indicated that they would only answer that it was fully operational when they had implemented
more IDM functionéty than just this one area.
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Q2.2.3 Indicate the status of the following at your institution

Question typeSingle choice, multiple item.

Purpose of questiohere are many tasks that an institution may have to perform when
implementing or planning on iplementing an IDMystem. This question aims to understand which
tasks have been formally completed by institutions.

Response$&iOrespondents answered this question. Of those, the most common task that had been
completed, indicated by2% of respondentds a documented business case for IDM. The most
common task that is in progress is the documenting of data definitions, indicated®bypb
respondents. The most common task in its planning stages is that of documenting an inventory of
events(28%) Finaly, the most common task not planned was that of releasing a tender for IDM;
indicated by67% of respondentsinterestingly, there seems to be no obviously correlation between
how respondents answered this question and how well they rated their identityagement in

Q22.1.

2.2.3- Status of IDM related tasks

100% 1~
80% -

60% -
40% |

m Don't know
20% -

%age of respondents

m Completed

0% In progress
m Planning

m No Plan

Documentation Business
Case For IDM
Documented Data
Definitions
Documented institutional
data custodians/owners
Documented plan for IDM
Inventory of events
Inventory of institutional
Ids
Released a Tender for ID!
Risk Assessment o
security and privacy

Figure22 - Q2.2.3 Status of IDM related tasks

ConclusiondRespondents indicated a wide variety of states of the IDM related tasks discussed
demonstrating a lack of similar progress in many of the taBkstwo main commonalities in
responses are that sizable proportion indicated that they had a completed documented business
case for IDMand that they had no plan to release a tender for IDM.

Later conclusions centre on data issues that are preventingesstul implementation of IDM. The
fact that many respondents are currently engaged in documenting data definitions between
disparate systemaare currently engaged, or have completed, documenting institutional data RY)

]
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owners/custodiansand manyare currently engaged, or had completed, an invenjtof institutional
identifiers, is a good sign that respondents may be able to overcome these data issues.

Identity Management implementation

Q2.3.1 What has been the main driver for implementing IDM at your institan?

Question typeSingle choice.

Purpose of questio.o help understand why those institutiotizat have already embarked upon
the IDM journey did so.

Response#t? respondents answered this questiodf those 21% implemented IDM as a
standalone projet; 11% implemented IDM as part of a corporate systems refresh, 4% implemented
IDM as part of IT security improvement, 11% implemented as part of a portal project, 17%

implemented as part of other projects, an63 OK2 &S (1 KS Seveiakréspies 2 LG A 2 Y @

indicated a driver of improving provisioning systems and several indicated implementing Shibboleth
was a driver. @er drivers were:

oCore element of infrastructure, old system at medium risk of high cost failure

dintegration strategy; management oftexnal users

GLYLINR@GAY3I | O0S&aa (G2 NBaz2dz2NDOSaé

Gt F NIYSNBKALI  OGAGAGASAE

GTo replace manual systems and procedures to enable timely provisioning of identity
information for web based services such as Blackboard and Portal, also to save effort and
disk space&

a{{h¢

= =4 =4 4 =4

OEase of college wide access and control of access to commonly used gystems

a Iresponse to the scalability issues with the student account creation/maintenance system
0As part of other projects.g. building security, access to resources/senéces

GAthens to be discontinued. Need to supportie Directoryas well as ePS O i 2 NB ¢

=A =4 =4 4 -8 4
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R
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(O) L
NI

G5AFFSNBY UG LINRP2SOG LKIFaSa KFR RATFSNBYyld RNRARJD



The Identity Poject ¢ Identity Management Survey Finding©ctober 2007

2.3.1 Main driver for implementing IDM

m Standalone IDM Projec

m Implemented as part of corporate
systems refresh

m Implemented as part of IT Security
improvement project

m Implemented as part of porta

m Implemented as part of other projec

m Other

Figure23- Q2.3.1 Main driver for implementing IDM

ConclusionsResponses indicate thatvede variety of drivers were behind implementing IDM in
responding institutions, with no one driver appearing to be the major reason. Howswae
responseshacked up bjurther follow-on work,indicate that one common driver is the need for
improvement of provisioning systems.

Q2.3.2 When implemeriing a new IDM system, were you:

Question typeSingle choice.

Purpose of questioMhere are several different methods an institution can adopt when
implementingIDM, depending on their starting situation andw much they plan to change. These
methods are centredn howmuch existingnfrastructure, data and processes are in place, and how
much of them are to be retainedhis question aims to understamehat methodinstitutions
implementing IDM generally fole This could be of potentialse to institutions implementing IDM

in the future as it would allow them to see which methods were most common.

Response#t5 respondents answered this questionith a large degree of variation in the answers.
16%answered hat they were starting totally from scratch, junking all existing IDM and data; 23%
answered that they were replacing a legacy system but importing data fré@¥ityere replacing a
legacy system and importing its data and processé¥j @ere replacing mtiple legacy systems and
importing their data and processes; whil% were replacing multiple adbc scripts and importing
its data and processes.

B¢
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2.3.2 When implementing an IDM system.

| Starting from scratclg junking any existing IDM (in
any form) and its data

m Replacing a legacy system and importing data, but
processes, from it

Replacing a legacy system and importing data ar
processes from it

m Replacing multiple legacy systems and importing d
and processes from them

m Replacing adhoc scripts (a pseudidM
system), using the same data and Mirroring proces

Figure24 - Q2.3.2 Importarce of existingdata and processewhen implementing DM

Conclusionsthe method of implementing IDM is very varied across respondents. Thus, no obvious
common method has been adopted by respondents. Two conclusions can be made however. Firstly,
a resounding34% of respondents reported that they were impogidata from existing systems
Secondly, 61% of respondents reported that they were importing processes from existiemsyst
These results seem sensilglstarting from scratch would be an extremely complex project for any
institution. It does, howeveiindicate that most respondents will be encountering data issues, as
discussed in later conclusions.

Q2.3.3 Are IDM Projecsincluded in your IT strategic plan?

Quegion type:Single choice.

Purpose of questiodDM projects can be led from the top down twits importance officially
recognised by having them included in strategic plans, or from the bottom up on a mdérecad
basis. This question aims to get a clear picture of which approach is more common in institutions.

Response#t7 respondents answerethis question Of those, a resounding 77% indicated that IDM
projects are a part of the IT strategic plans. A further 9% indicated that while IDM projects were not
yet in the plan, they intend to include it in the near future. 2% indicated that they haysam to

include them in their strategic plan, while 6% do not have a strategic plan and a further 6% did not
know. Interesting, 82% of respondents who agreed or strongly agreed that their institution did well
in Q2.2.1 indicated that IDM projects wereiuded in their strategic plagnot a statistically

significant enough different to the average response of 77% to be meaningful.

;
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2.3.3 IDM projects in strategic plan:

m Included in strategic plar

m Not included in strategic plan, intended to
include them in the near future

Not included in strategic plan, no plan to
include them

m Do not have an IT/institutional strategic pl

m52yQi

Figure25- Q2.3.3IDM projects in strategic plans

Conclusionsthe majority of respondents havecluded IDM projects in their strategic plan. This
would seem to indicate that those responsible fom&nagement doecognise the importance of
IDM projects.

Q2.3.4 How many central IT staff (ggrox FTE) currently work on IDM?

Question typeNumber.

Purpse of questionAn institution just embarking upon the journey of implementing IDM may have
no idea how much FTE of effort this may involve. This question aims to understand how many FTE of
staff are deployed on IDM projects at responding institutiongyit@ an idea of the effort involved.

Response#t6 respondents answered this questiodf those, the lowest FTE indicated was 0.2FTE,
the highest was 6FTE, the averages 2.4FTE, and the median was 2fitErestingly, if you include
onlythose figures iyen by respondents who previously indicated that they have either a partially
operational or fully operation IDM system, the average is 2.@Fariy slightly higher than the
overall average.

Conclusionsthe average amounf staff working on IDM projestis between 2 and 3. This may be a
good guide for institutions looking to estimate how much effort is needed.

Q2.3.5 How do you pay for your IDM projects?
Questiontypea dzf G ALK S OK2AO0ST FTNBS GSEG d4hliKSNE 2LIAZ2Yc

Purpose of questio:here are many possifunding sources for an institution wanting to
implement IDM. This question aims to get a picture of which are the most common methods of
funding this IDM development. This may help institutions considering IDM development in
identifying the most commofunding sources available for a project.

Response&0respondents answered this questiodf those 17 chose multiple items. The most
chosen option, with 69%, was paying for IDM projects from central IT budgets. Second, with 27%;)
was paying by bundling MDprojects in with other projects. Third, with 20%, was through one timg—>
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2.3.5 How do you pay for IDM project:
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Figure26- Q2.3.5How institutions pay for IDM projects

Conclusiondnstitutions have found many ways of paying for IDM projects, pubthe most
common is simply from annual central IT budgets. This finding would seem to tally with the
responses from Question 2.3c3f institutions have IDM projects as part of their core IT strategy, it
makes sense that such centrally important I[pMjects are paid for from central IT budgets.

Q2.3.6 The goal of my institution is to have all, or most, of our central IT applications use our IDM
solution and/or enterprise directory

Question typeFive point Likert scale.

Purpose of questionit is the perceived wisdombacked up by evidence in this survdhat one of

the primary reasons for implementing IDM is to help with the problem of automated provisioning of
user accountsThus, to receive the full provisioning benefit from IDM then most @niT

applications in an institution need to be hooked up to an IDM system and/or the enterprise
directory. This question is aimed at understanding whether institutions are trying to achieve this
benefit.

Response#t? respondents ansered this questionOf those, 0%esponded in the negative, 11%
expressed no opinion, while an overwhelming 89% of respondents answered in the positive (with

49% in the strong positive). .
A
N
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2.3.6- All applications should use IDM/Directory

0% 0%

11% m Strongly Disagree
m Disagree

Neutral
m Agree

m Strongly Agree

Figure27 - Q2.3.6All central IT applications should use IDDirectory

Conclusionsthe vast majority of respondents believe tladitor most central IT applications should
dzaS 'y AyaidAalbdziaAzyQa L5a 2N 9YGSNILINAAS 5ANBOG2NE
institutions implement IDM to help with prosioning.

Q2.3.7 Who are the stakeholders in your IDM projects?

Question typeMultiple choice.

Purpose of questio:here are many potential stakeholders of an IDM project in an academic
institution. Atotally inclusive and wide ranging IDM solution wowd€icourse, include most if not

all. However, many IDM projects may have started out on a much smaller scale. Thus, this question
aims to discover whicthe primary stakeholders in the majority of institutions aiiéhis could help
institutions planning o implementing IDM in figuring out which stakeholders they should engage.

Responses&0 repondents answered this question, with all respondents choosing multiple items. Of
those,the two most common stakeholders (chosen by 81% of respondentsidanénistative

computing and library Next, with7%o, are VLE teams, followed by HR with 75%. After this comes
Academic Registry with 71%cademic Computing with 67%enior Management with484 User
support teams with 6% Departments with 3%, Finance with 4% and Usergroups with 35%.

Finally, we hav@uditors with 3%and Alumni with D%.The average amount of stakeholders out of
the 13 listed chosen by respondents was 8.
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2.3.7- Stakeholders in IDM projects
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Figure28- Q2.3.7Stakeholders in IDM projects

Conclusion2 NB G KIy KFtF 2F NBaALRYRAYy3I AyaldArddaZiazyaQ
Academic Computing, Administrative Computing, Departments, HR, Library, Senior Management,

User Support Teams and VLE teams. Thus, they are good stakeholders to get invawgd for

institution considering implementing IDM.

Q2.3.8 What do you perceive to be the major risks to your IDM?

Question typeRank top 5.

Purpose of questioMhere are many issues associated with implementing and managing an IDM
system, and many possibleks to that system. This question aims to understand which of these
risks are most common across institutions.

Response#t8 respondents answered this questiddf those, the highest scoring rigkth a score of
157 was of data problems exposed thrglu red-time integration of systems. Second highest, with a
score of 18, was the similar risk of data in data sources not being updated fast enough for IDM to
work as desired. Third, with a score of 117, was the risk of corporate systems changing the way they
work without warning Fourth, with a score of® is the risk of expectations of the capability of IDM
being too high. Sixth, with a score of 75, is the risk of lack of buy in from senior managhieent.
with a score of 50, is the risk that IDM cannot wéeaist enough to process all events that happen in
'y AyadAddziaAzyod CAylFfftes ahGKSNE FyasgSNE aO02NBR
4/ 2YLX SE LI NIYSNBEBKALI NN} yasSySyiaas¢
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1 dLack of translation of management biryinto sufficient political will to make the necessary
business/process changes

oLack of understanding by the executive as to why this needs to betdone
dnsufficientresources to provide requiredDM irfrastrudureg

oDependence on key technical staff

AdDM is a technically led initiative and needs to be more business fogused
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ConclusionsThetwo highest scoring risks centre around data in corporate systems either not
updating fast enough for # purposes of IDM and around problems in data being exposed because
of realtime integration between systems. Thus, the major risks centre around existing data quality.

I[dentity Management development

Q2.4.1 How much do you think your institution will speshon IDM projects in the nex8 years?

Question typeSingle choice.

Purpose of questiorn institution considering implementing IDM may have no idea about the cost
that they should expect to pay. This question aims to get a feel for how much institwitomare
already going down the IDM route are paying, thus giving institutions new to IDM a figuse to

Response#t9 respondents answered this questiodf those, the majority39%) plan to spend
between £50k and £100k over the next three years. Tloesg most chosen option (with 23%) was
more than £100k. Third was ££50k. Next was less than £10k, followed by ££2kk Nobody
OK2a$8 (KS & bladretinglydadl buRohdirésgogdent who agreed or strongly agreed

that their IDM was very gooith Q2.2.1 will be spending over £50k. LY

Qﬂ
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2.4.1- IDM expenditure in next 3 years”
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H < £10k

m £10k- £25k
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m £50k- £100k
m > £100k

Figure29- Q2.4.1Forecast IDM expenditure in next 3 years

Conclusionsthe majority of institutions are planning on spending between £50k and £100k over the
next three years.

Q2.4.2 Would you consider combining open source,-house developed, and COTS software in an
IDM solutior?

Question typeSingle choice.

Purpose of questioriven the current state and range of IDM software availadohel, the range of

existing systems in an institutioit is likely thatany IDM system will have iategrate with a wide

range of software, including open source, in house developed and commercial. This question aims to
assess institutional readiness for this complexity necessary in many cases.

Responsed$l respondents answered this questiddf those, 90% indicated that they would
consider combining these different types of software in an IDM solution, while only 10% indicated
that they would not.

2.4.2 Combining COTS/O&$tware?

mYes

m No

Figure30- Q2.4.2Would institutions combine Open Source/COTS software in an IDM solution?

ConclusionsThe vast majority of institutions are comfortable with the idea of combining Open
Source Software, Commercial software, anthause developed software. This implies that
institutions are flexible about how they implement IDM.
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Q2.4.3 To what degree does your institution think a new IDM solution aaglistingbusiness
processes should fit together?

Question typeSingle choice, scale.

Purpose of questionnstitutions can implement IDMesigning it to totally fit in with existing
business processes, can implement IDM and change their practises to fit in with it, or choose
somewhere in between these two extreme ends of the same scale. This questions aims to
understand which approach moststitutionsthink is the bestwvhen adopting IDM.

Response#t? respondents answered this questiodf those, 11% chose the end of the scale of an

IDM accommodating all existing business process8% 8he most common answer) think that an

IDM should acammodate most existing business processes but that the institution should be willing
to change to enable improved IDM5% (the third most common answer) think that a balanced
approach is best;&%6 (the second most common answer) think that IDM should led as a

catalyst for change of business processes; while nobody responded that an institution should change
itself to fit an IDM solution.

2.4.3 IDM and existing business processe:

H An IDM solution should accommodate all existing busine
0% processes

m An IDM solution should accommodate most existing busines
processes, but the institution should be willing to consider

charbqa ) - .
Anl solution should accommodate existing business

processes, and the institution must be flexible in order to

achieve desired results
H An institution should seek to use IDM as a catalyst to chan

outmoded business processes

H An institution should change its business processes to fit
IDM solution

Figure31- Q2.4.3 WhatdegreeshouldIDM solutions and existing business processes fijéther

Conclusionsthere appears to be no overwhelming consensus about which approach to integrating
existing business processes and new IDM systems is best. Howeveigsheommon approach
chosen by respondents is that an IDM system should be destgrfédn with existing business
processes, but that they should be willing to change where necessary.

Q2.4.4 What are the greatest challenges to your institution's take up of IDM
Questiontypew y1 (G 2LJ pX FNBS GSEG dhiKSNE 2LIAZ2ZYy®
Purpose of questioffhere are many possible challenges that need to be overcome at an institution

when implementing IDM. This question aims to ascertain which particular challenges institutions see
as the greatest.

Response$0 respondents answered this questid@di those the top three highest scoring )
challenges all had similar scores, while the remaining challenges had significantly lower $wores. T
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highest scoring challenge to taking up IDM, with a score of 122, is the challenge of data integrity
problems (accuracy/consisticy of data, etc.). Second, with a score of 106, is the challenge of higher
current IT priorities. Third, with a score of 100, is the challenge of the difficulty developing policies
and proceduresNext, with71, is the lack of clarity of understandingtbé meaning and advantages

of IDM. Nextwith 58, is the issue of problems with existing infrastructidext comes lack of IT

staff experience (@), the challenge of finding adequate funding (8agk of ownership of IDM by a
central group (50), lack eenior management commitment to IDM and lack of guidance regarding
best practise for IDM (both with 37), lack of a concrete business case for IDM (33). Finally, we have
lack of acceptable ROI and problems with vendor software and/or support, both withra af 23.

Other answers scored a total of 10, with such challenges as:

1 &Securing technical support from the other corporate systems
1 dLack of experience of 3rd party suppliers
1 dnadequacies in institutional and/or sector policies (e.g. license/IPR rear&ag
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Conclusionsthe three highest scoring challenges by far are the challenges of data integrity
problems, of developing policies and procedures for IDM, and for higher current IT priorities.

Q2.4.5 Have you used, are you currently using, or do yalan to use external consultants to aSS|§j2><

with your IDM efforts in any of the following areas?
[ —
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Question typeMultiple choicefreetextd h i KSNE 2 LIGA 2y ®

Purpose of questior8ince many institutions do not havethiouse staff with a great deal of
experiene of implementing production IDM systems, many may choose to contract external
consultants toassist withone or moreof manypossible areas of IDM. This question aims to
understand which of these areas consultants are most often used in.

Response$l respondents answered this questiomhe most common area to use external
consultants to assist with, chosen b3% of respondents, is the area of architecture and design of
IDM. Second, chosen bg%, is in the area of software development and implementatidrird,

chosen by 33%, is in the area of education and training. Focintisen by 7%, is the area of

assisting with organisation and or process change. Fifth, chosen by 12%, is the area of developing a
business plan. Sixth, chosen by 8%, is the arealfypdevelopment. Seventh, chosen@p, is the
area of change management. 4% of respondents answered with another option. These included
¢Exploring partnership with other HEIs in the regioh | Y R (i KtBo eddy2tord¥fifeAdiv we

need to progresso 25% of respondents indicated that they had not used external consultants at all
Interestingly, there seems to be no obviously correlation between how respondents answered this
guestion and how well they rated their identity management in Q2.2.1.

2.4.5 External consultants for IDM
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Figure32- Q2.4.5 IDM implementation activities that external consultantsve been used for

Conclusiong€External consultants have been used for a wide variety of IDM related tasks across
responding institutions. The three most commiasks performed by such consultants have been in
assisting with architecture and design of IDM, software development and implementation of IDM,
and in education and training.
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Federated Access Management

Q2.5.1 When do you think your institution will needd participate in a Federated ldentity
Solution?

Question typeSingle choice, scale.

Purpose of questioftederated Access Management has been very widely discussed in the UK
academic community. This question aims to find out when institutions think thiéhave a need to
participate with such technologies.

Response$i0 respondents answered this questi@f. those, nobody answed that they did not
see a needpnly 4% see a need in three years or m@¥ between two and three years from npw
22% betweerone and two years from noy85% in the next yeaand 3% have a need now. 2% did
not know.

2.5.1 Need to participate in FAN

0% .
204 ® We do not envisage a nee

m More than three years from now

m Between two and three years from

now
m Between a year and two years from

now
® In the next 12 months

m We have a need now

52y Qi

Figure33- Q2.5.1When institutions see a need to participate in Federated Identity Solution

Conclusions88% of responding institutiansee a need to participate in a Federated Access
Management solution sometime between two years from now and already having a need.1@nly 3
already see a need, however. This seems to indicate that the majority of intuitions see that
Federated Access Magament is going to be important in the near future, but that the tipping point
of a current need has not yet been reached.

Section 3 7z Policy

Q3.1.1 Please indicate the current state of documented policy for the following:

Question typeSingle choice, mtiple items.

Question purposetasks associated with IDdhould probably have documented policy; this enables
the business rules associated with that task to be a part of the IDM. However, such tasks often have
no formal documentegbolicy;such rules juséxist in the code of the systems or in the heads of the
people responsible for the systems that implement the tasks. This question aims to understant

how many institutions have formally documented policy around such tasks. —
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Responsedil respondents aswered this question. Of these, the responses to five acghe areas
of assigning email addresses, assigning usernames, establishing identity of members, user
authentication and user/identity/account deletionall have roughly similar result$49-65% d
respondents indicated that they have@mpleted policy, 286%hasa draft policy, and 1:06% do
not have eitherOf the other responses, in the case of establishing the identity of visitdy28%
have a completegbolicy, 35% have a draft policyard 25% do not have either. For graded
authentication, 20% have a completed polic§¥Bhave a draft policy, andi% have neither. For
user authorisation, 3% have a completed policy, 35% have a draft policy, @f@dl2ave neither.

3.1.1 Current state of documented polic
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Figure34-Q3.1.1 Current state of documented policy

Conclusionsthe majority of institutions have a complete or draft policy for most of the areas
discussed in the question. The main areas where policies are not as widespread are the areas of
establishing identity of visitors, graded authentication, and user authorisation.

Q3.1.2 We are attempting to create a collection of policies from various institutions, for purposes
of comparison.

Question typeMultiple choice, multiple items.
Purpose of questionnformation gathering for TIdP.
Responsesyl/A.

ConclusiongV/A.

Q3.1.3 Please give the URLs to any of the documents discussed in the previous question.

Question typeFree text.

A7
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Purpose of questionnformation gathering for TIdP.
Responsesyl/A.

Conclumns:N/A.

Q3.2.1 For staff in sensitive roles do you require stronger identity proofing?

Question typeSingle choice.

Purpose of questiodDM is about more than just technology; a major part is business processes of
an institution. This question aims tmderstand how institutions handle a key IDM business process
¢ that of requirements for identity proofing qgfeople with particularly sensitive roles, non-

standard students and staff.

Responsedll respondents answered this questiddf those, the mpprity (56%) do not require
stronger identity proofing; 8% do; while 2% replied that they were planning to do. The remaining
6% did not know.

3.2.1- Stronger ID proofing for sensitive roles

HYes
® Planning to do
No

m Don't know

Figure35- Q3.2.1 Stronger identity proofing for staff in sensitive roles

ConclusionsThere imo clear consensus in responding institutions as to whether strong identity
proofing is used for people in sensitive roles. Those which do not require it are theprewatent
but not by a large margin.

Q322LF @2dz ' YASSNBR GBSRE:{E2NYVALIKBY VINB DA 2dza 1j dzS & G
what form of ID do you require?

Question typeFree text.

Purpose of questiortor those institutions that do require stronger identity proofing for staff in
sensitive roles, this question aims toderstand how this process is accomplished.

Response®1 respondents answered this questiodf those, 11 indicated thdbr access to
particularly sensitive systems paper based processes requiring a signature from a senior member of
staff are required; 3ndicated that the owners of the systems in question gave access IS

N
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ConclusionsA large proportion of institutions deal with giving access to sensitive systems through
manual processes usually involving needing signatures from senior members of stafhgdocla
person needing access.

Q3.2.3 Are temporary accounts created for visitors?

Question typeSingle choice.

Purpose of questiontDM is about more than just technology; a major part is business processes of
an institution. This question aims to undéand whether visitors to an institution get given access to
IT facilities in the form of temporary accounts.

Responsedll respondents answered this questiddf those, an overwhelming 92% of respondents
answered that they do create temporaaccountsdr visitors, while8% do not.

3.2.3 Temporary accounts for visitors

0%

mYes
m No

Don't know

Figure36- Q3.2.3 Temporary accounts for visitors

ConclusionsAny IDM system in an institution will almost certainly have to be able to handle the
creation and deletion of accounts for more thamsfstandard students and member of staff; other
categories of users, such as visitors, will also need to be taken into account.

Q3.2.4 For campus visitors and guests, do you require identity proofing?

Question typeSingle choice.

Purpose of questiodnDM is about more than just technology; a major part is business processes of
an institution. This question aims to understand how institutions handle a key IDM business process
¢ that of requirements for identity proofing of people with particularly sensitioles, or non

standard students and staff.

Response&i0respondents answered this questiodf those, the majority @) of respondents
indicated that some form of identity proofing was required for visitors/guests of an institutiéf. 2
indicated that his was not required, while a further 8% indicated that it was not currently required,
but that this was planned. 6% did not know.

I
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3.2.4 ldentity proofing for visitors/guests?

mYes
H Planning to do
No

m Don't know

Figure37- Q3.2.4 Identity proofing for campus visitors and guests

Conclusionsthe majority ofnistitutions do require some form of identity proofing for campus
visitors/guests. Thus, an IDM system that provisions identities and accounts for such people will
likely need to take into account the business processes of the institution that accompdish th
identity proofing.

Q325LF &2dz FyasSNBR aeSaé¢ 2N aLI FyyAy3a (2 R2¢é¢ Ay
what form of ID do you require?

Question typeFree text.

Purpose of questiortor those institutions that do require identity proofingrifvisitors to an
institution, this question aims to understand how this process is accomplished.

Responsef0 respondents answered this questi@i those, various answers were given, but two

common answers cropped up. These were centred arahadireasof how the process worked, e.g.

@I OK @AaArld2Nkx3IdzSad A& adaallRyaz2NBRéeé o0& | aSyaAzN Y
and puts the request into cerdl IT for the account creationt Y R K2 ¢ GKI G LISNBR2Y Qa
be verified, e.géRely m sponsoring individual to confirm the ID of the person requesting the

Service.

Conclusionsa I y& NBALRYRSYyGa dzaS GKS A RSlvisterdguests, LJ2 vy & 2 N&
relying on the sponsor to vouch for that person and confirm their identitiil&\this devolvement

of responsibility may be an effective way to manage the process of handing out accounts in a

responsible manner, institutions should consider documenting a policy on identity proofing

requirements that sponsors should follow to ens@@nsistency across the institution.

Section 4 z Data Integration

Data Integration Issues

Q4.1.1 What data issues present a significant challenge to implementing IDM at your institution?

I
I

Question typeMultiple choicefreetextd h i KSNE 2 LIGA 2y ®
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Purpose ofjuestion:This question seeks to discover what institutions are finding the biggest hurdles
to implement IDM. This information could be used by institutions just embarking upon an IDM
project to understand the issues that they are likely to hit.

Responsesil respondents answered this question biioosingat least oneof the options.Of those,

the two most common responses were inconsistencies of data definitions between systems, and
poor accuracy/timeliness of data in data sources, each chosen by 75%pohdents. Next, chosen

by 63% of respondents, is the problem of duplication of data in multiple systems. This is followed by
a lack of establish ownership of data, chosen 8%4which is in turn followed by the problem of
necessary data not yet collectéu existing systems, chosen b§e4. 12% chose to give another
response; these responses included:

1 The variety of sources for non standard staff and students holding identity information;
1 Institutional inertia;
1 Data duplication within the same system
1 Convicing data owners to allow their systems to be linked to an IDM system.
4.1.1 Data issues presenting a challenge to IC
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Figure38- Q4.1.1Data issues presenting a challenge to implementing IDM

ConclusionQuality of data seems to be the most common data issues; indicategspgndents in

the form of data not being accurate or timely enoudtollowon work, and the institutional audit

part of the TIdP has shown that this is not a problem with the data in data authqétresg it is

often a problem caused through the repurging of data. This data may be accurate and timely
enough for purposes of the system which holds the information; this may not, however, match the
needs of an IDM system.

I
Unl




The Identity Poject ¢ Identity Management Survey Finding©ctober 2007

Q4.1.2 For existing vendossupplied, or irhouse developed, systems, how willing atiee
developers (or maintainers) to accommodate changes (e.g. to integrate with an IDM solution)?

Question typeSingle choice, scale.

Pumpose of questionf an institution wishes to implement an IDM system which is linked to existing
systems then someties changes to these systems may need to be undertaken in order to provide
the functionality of such linkages. This question aims to discover the ability that institutions have to
effect changes to these systems.

Responsed6 respondents answered this qugsn. Of those, developers of systems of 15% of
respondents are not willing to make any changes at all to integrate with an IDM system. 31% are
willing to make changes for the institution, but do no guarantee future support of these changes.
37% are willig to make changes and support them. FinalRolare willing to let institutions make
changes themselves.

4.1.2 Ability to change system:
m Not willing at all

m Willing to make changes themselves, bu
will not guarantee future support

Willing to make changes themselves ant
support them

m Willing to let your institution make change

Figure39- Q4.1.2 Ability to change systems

Conclusions85% of respondents have at least some ability to effect charmteir systemsThese
are promising results, since existing systems will often need changes or additions in order to link
with an IDM system.

Q4.1.3 Which data storage technologies do you use that stores corporate data?

Question typeMultiple Choicefree textdOid KSNE 2 LJGA 2y @

Purpcse of questiontnstitutions will likely use a variety of technologies to store corporate data. If

IDM systems are to be linked to such corporate data sources, knowing which technologies are most
heavily used will allow IDM prodt vendors to concentrate on supporting those technologies as

soon as possible.

Response$il respondents answered this questiddf those, by far the most common two storage
technologies for corporate data are Oracle and Microsoft SQL Server, used lan88%6 of
respondents respectively. The next most common two technologies, usef%\a8d 3% of
respondentgespectively are Microsoft Access and MySQ@he next most common, indicated by
23% of respondents, are flat files. This is followed by otké&tional database systems7%),
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J
</




The Identity Poject ¢ Identity Management Survey Finding©ctober 2007

PostgreSQLLR2%), Ingress (4%), other noalational database systems (4%), and DB2 (2%). &
NEALRYRSyGa |fa2 OK2aS (GKS GhiKSNE 2LINAZ2YD | yags

CMS;

Data stored on Athens servers;
FileMaker Pro;

LDAP

HiCom Intrepid

Planning files;

Squid

Spreadsheets.
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4.1.3 Storage technologies for corporate dat
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Figure40- Q4.1.3Storage technologies used for storing corporate data

ConclusionsBy a large margin the two most common technologies used to store corporate data are

Oracle ad Microsoft SQL Servevlicrosoft Access and MySQL follow. Thus, these are a good set of
G§SOKy2t23ASa (KIFG Iy L5a aeadsSy akKz2dz R adzZJJ2 NI
corporate data.

Purchasing Corporate Systems

Q4.2.1 Having a single vetor for all/most of our corporate applications is important to my
institution

Question typeFive pointLikert scale.
Purpose of questiont is commonly thought that having a single vendor providing all or most

corporate applications enhances interopertibetween these systems, and hence also with IDM
This question aims to establish institutiomgdinionon this conjecture. ]







