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Executive summary  
An Identity Management survey constituted one of two core investigative work packages of the JISC-

funded Identity Project whose aim was to gain an understanding of the current state of Identity 

Management (IDM) in the ¦YΩǎ муп IƛƎƘŜǊ 9ŘǳŎŀǘƛƻƴ LƴǎǘƛǘǳǘŜǎ όI9Lǎύ. The ǇǊƻƧŜŎǘΩǎ other core work 

package was an in-depth look at IDM practices and procedures at nine institutions. The project was 

led by Cardiff University, alongside the London School of Economics and Political Science. 

Of the community of 184 HEIs, a fairly representative 28% participated in this consultation; 48 via 

returned surveys and a further 3 by in-depth email or telephone conversation. 4 other organisations 

(e.g. a research council) also responded. Several follow-up visits were conducted, examining those 

institutions in more detail, and also checking the quality of survey responses. 

Responses show that most respondents perceive IDM as an area which is currently fairly important; 

and that its importance will increase in the future. Many have some form of IDM project underway, 

employing on average 2-3 FTE of staff. Over a third plan to spend capital between £50k and £100k 

on IDM in the next three years, whilst a further quarter plan to spend over £100k. 

There was a wide range of views about what ǘƘŜ ǘŜǊƳ άIdentity Managementέ may actually mean; 

however, the majority of institutions see account management as its key aspect. This common view 

is shown by the fact that IDM at respondents often mainly concentrates on the area of provisioning 

and deprovisioning of accounts.  By and large, this concentration on only one aspect of the wide 

ranging area of IDM led respondents to generally remain neutral when rating the ability of their IDM. 

When actually carrying out IDM projects, respondents indicated that this is generally a gradual 

process of many small projects rather than a one-time large IDM project. Such projects often take 

existing institutional data and business processes and try to fit an IDM solution around them, rather 

than changing them to fit an IDM solution. However, most respondents were of the view that 

institutions should be willing to change some business processes if it would enhance their IDM. 

Since implementation of IDM is generally done as a gradual process, using existing institutional data 

and business processes, key issues generally encountered are centred on the quality of these. In 

some cases, the data and processes may simply not be good enough to enable the functionality of an 

IDM system. In other cases IDM will make different demands on existing data and processes than it 

was designed for (both in terms of content and of timeliness), meaning they not be entirely suitable 

in their current form. Additionally, when integrating existing systems via an IDM system, institutions 

may find that issues such as inconsistency in data definitions between systems and duplication of 

data swiftly become issues that need addressing. 

Many respondents issue accounts to visitors/guests, and most require some form of identity 

proofing for these. An IDM system that provisions identities/accounts for such people will thus need 

to take into account the business processes of the institution that accomplish this identity proofing. 

Common IDM vendor technologies at respondents are those from Microsoft, Novell, and Oracle. 

Finally, the wide range of views as to what IDM means and enables would indicate that before any 

IDM project is started, the stakeholders need to agree on exactly what they mean by άIdentity 

Managementέ and what they want out of an IDM project.  



The Identity Project ς Identity Management Survey Findings ς October 2007 

 

 

Table of Contents  
Executive summary ................................................................................................................................. 2 

Table of Contents .................................................................................................................................... 3 

Table of Figures ....................................................................................................................................... 4 

1. Introduction ........................................................................................................................................ 6 

2. Survey Design ...................................................................................................................................... 6 

3. Distribution ......................................................................................................................................... 7 

4. Analysis Methodology ......................................................................................................................... 7 

5. Respondents ....................................................................................................................................... 8 

5.1 HEI Participation ........................................................................................................................... 8 

5.1.1 ...By Geographical Location.................................................................................................... 8 

5.1.2 ...By Institution Size ................................................................................................................ 9 

5.1.3 ...By Institution Affiliations................................................................................................... 10 

6. Summary of Survey Results ............................................................................................................... 10 

7. Full Survey Analysis ........................................................................................................................... 13 

Section 1 ς You and Your Institution................................................................................................. 13 

Section 2 ς Identity Management ..................................................................................................... 20 

Section 3 ς Policy .............................................................................................................................. 40 

Section 4 ς Data Integration ............................................................................................................. 44 

Section 5 ς Technology ..................................................................................................................... 58 

Section 6 ς The NHS and Your Identity Management ...................................................................... 75 

Section 7 ς Grid Infrastructure ......................................................................................................... 78 

Section 8 - Misc ................................................................................................................................. 82 

8. Conclusions ....................................................................................................................................... 83 

Appendix 1 ςFollow up Visits ................................................................................................................ 85 

A1.1 Institution A .............................................................................................................................. 85 

A1.2 Institution B .............................................................................................................................. 86 

A1.3 Institution C .............................................................................................................................. 86 

A1.3 Institution D .............................................................................................................................. 87 

 

 
  



The Identity Project ς Identity Management Survey Findings ς October 2007 

 

 

Table of Figures  
Figure 1 - HEI participation per UK region (Number of HEIs) ................................................................................. 8 

Figure 2 - HEI participation per UK region (%age of HEIs in each region) .............................................................. 8 

Figure 3 - HEI participation per English region (number of HEIs) ........................................................................... 9 

Figure 4 - HEI participation per English region (%age of HEIs in each region) ........................................................ 9 

Figure 5 - HEI participation per Number of Students ............................................................................................. 9 

Figure 6 - Number of students at institution (%age of HEIs of that size group) ................................................... 10 

Figure 7 - Q1.1.3 Responsibilities of primary respondent .................................................................................... 14 

Figure 8 - Q1.1.8 What outputs of TIdP would be most useful ............................................................................ 15 

Figure 9 - Q1.1.9 Forms of output that respondents would find most useful ...................................................... 16 

Figure 10 - Q1.2.2 - Type of institution ................................................................................................................. 17 

Figure 11 - Q1.2.3 Number of staff in responding institutions ............................................................................. 18 

Figure 12 - Q1.2.3 Number of students in responding institutions ...................................................................... 18 

Figure 13 - Q1.2.5 Centralisation of IT Policy........................................................................................................ 19 

Figure 14 - Q1.2.6 Adoption of new technologies ................................................................................................ 20 

Figure 15 - Q2.1.1 Meaning of "Identity Management" ....................................................................................... 21 

Figure 16 - Q2.1.2 Most important aspect of "Identity Management" ................................................................ 22 

Figure 17 - Q2.1.3 Importance of activities for IDM systems ............................................................................... 23 

Figure 18 - Q2.1.4 Current importance of IDM ..................................................................................................... 24 

Figure 19 - Q2.1.5 Future importance of IDM ...................................................................................................... 25 

Figure 20 - Q2.2.1 Current rating of IDM .............................................................................................................. 25 

Figure 21 - Q2.2.2 Current status of IDM ............................................................................................................. 26 

Figure 22 - Q2.2.3 Status of IDM related tasks ..................................................................................................... 27 

Figure 23 - Q2.3.1 Main driver for implementing IDM ......................................................................................... 29 

Figure 24 - Q2.3.2 Importance of existing data and processes when implementing IDM ................................... 30 

Figure 25 - Q2.3.3 IDM projects in strategic plans ............................................................................................... 31 

Figure 26 - Q2.3.5 How institutions pay for IDM projects .................................................................................... 32 

Figure 27 - Q2.3.6 All central IT applications should use IDM/Directory ............................................................. 33 

Figure 28 - Q2.3.7 Stakeholders in IDM projects .................................................................................................. 34 

Figure 29 - Q2.4.1 Forecast IDM expenditure in next 3 years .............................................................................. 36 

Figure 30 - Q2.4.2 Would institutions combine Open Source/COTS software in an IDM solution? ..................... 36 

Figure 31 - Q2.4.3 What degree should IDM solutions and existing business processes fit together ................. 37 

Figure 32 - Q2.4.5 IDM implementation activities that external consultants have been used for ...................... 39 

Figure 33 - Q2.5.1 When institutions see a need to participate in Federated Identity Solution .......................... 40 

Figure 34 - Q3.1.1 Current state of documented policy ....................................................................................... 41 

Figure 35 - Q3.2.1 Stronger identity proofing for staff in sensitive roles ............................................................. 42 

Figure 36 - Q3.2.3 Temporary accounts for visitors ............................................................................................. 43 

Figure 37 - Q3.2.4 Identity proofing for campus visitors and guests .................................................................... 44 

Figure 38 - Q4.1.1 Data issues presenting a challenge to implementing IDM ...................................................... 45 

Figure 39 - Q4.1.2 Ability to change systems........................................................................................................ 46 

Figure 40 - Q4.1.3 Storage technologies used for storing corporate data ........................................................... 47 

Figure 41 - Q4.2.1 Importance of having a single vendor for corporate applications .......................................... 48 

Figure 42 - Q4.2.2 Importance of common/open standards in corporate applications ....................................... 48 

Figure 43- Q4.2.3 Importance of criteria when buying corporate systems .......................................................... 49 

Figure 44 - Q4.3.1 Student Records System(s) in use at institutions .................................................................... 50 

Figure 45 - Q4.3.2 SRS capable of "pushing" data changes .................................................................................. 51 

Figure 46 - Q4.3.3 SRS capable of integrating with an SOA environment ............................................................ 52 

Figure 47 - Q4.4.1 HR system(s) in use at institutions .......................................................................................... 53 

Figure 48 - Q4.4.2 HR system capable of "pushing" data changes ....................................................................... 54 



The Identity Project ς Identity Management Survey Findings ς October 2007 

 

 

Figure 49 - Q4.4.3 HR system capable of integrating with a SOA environment ................................................... 54 

Figure 50 - Q4.5.1 Finance systems in use at institutions .................................................................................... 55 

Figure 51 - Q4.5.2 Finance system capable of "pushing" data changes ............................................................... 56 

Figure 52 - Q4.5.3 Finance system capable of integrating with a SOA environment ........................................... 57 

Figure 53 - Q4.6.1 Do you use an ESB to propagate data changes? ..................................................................... 57 

Figure 54 - Q4.6.2 Importance of near real-time propagation of data changes ................................................... 58 

Figure 55 - Q5.1.1 Institutional ability with IDM tasks ......................................................................................... 59 

Figure 56 - Importance of IDM tasks vs ability to perform ................................................................................... 60 

Figure 57 - Q5.1.2 Self service functions .............................................................................................................. 61 

Figure 58 - Q5.1.4 Institutional in-house capability with IDM related tasks ........................................................ 63 

Figure 59 - Q5.2.1 Vendor technologies used for IDM ......................................................................................... 65 

Figure 60 - Q5.2.2 Activities that IDM/Enterprise Directory facilitates ................................................................ 66 

Figure 61 - Q5.3.1 Technologies used for an institution's Enterprise Directory ................................................... 68 

Figure 62 - Q5.3.2 Approach used when implementing an Enterprise Directory ................................................. 69 

Figure 63 - Q5.3.3 How approach to Enterprise Directory will change in the future ........................................... 70 

Figure 64 - Q5.3.4 Institutions who have implemented eduPerson object class ................................................. 70 

Figure 65 - Q5.3.5 Institutions who implements part of eduPerson object class in local schema ....................... 71 

Figure 66 - Q5.4.2 Status of advanced security functions .................................................................................... 73 

Figure 67 - Q5.5.1 Current state of FAM solution ................................................................................................ 75 

Figure 68 - Q6.1.1 Institutional NHS links ............................................................................................................. 75 

Figure 69 - Q6.1.2 IDM systems handle IDM of NHS staff .................................................................................... 76 

Figure 70 - Q7.1.1 Institutions with Grid infrastructure ....................................................................................... 78 

Figure 71 - Q7.1.3 Local users using external Grid resources with local Identity ................................................. 79 

Figure 72 - Q7.1.4 Access to an institution's Grid resources for external users ................................................... 80 

Figure 73 - Q7.1.5 External users accessing local Grid resources mapped to Identities in IDM? ......................... 80 

Figure 74 - Q7.1.6 Grid Authentication and FAM ................................................................................................. 81 

Figure 75 - 7.1.7 Where users store UK e-Science certs ....................................................................................... 82 

 

Table 1 - Unique IDs for user categories ............................................................................................................... 64 

Table 2 - Authentication/Authorisation for institutional services ........................................................................ 72 

Table 3 - NHS staff within an institution ............................................................................................................... 77 

 

  



The Identity Project ς Identity Management Survey Findings ς October 2007 

 

 

1. Introduction  
This survey exercise, carried out as part of The Identity Project (TIdP), alongside consultation with 

expert advisers and the project steering group, aimed to conduct an extensive consultation with the 

UK academic sector. Lack of participation from FEIs (further education institutions) led to the survey 

being rescoped to concentrate on HEIs (higher education institutions). Thus, the survey of 

approximately 184 HEIs in the UK aimed to: 

¶ Build a picture of the current state of Identity Management (IDM) across these institutions; 

¶ Understand which areas of IDM institutions see as most important; 

¶ Gather information to build a picture of the most common problems and challenges that 

institutions are facing regarding the implementation of IDM. 

For a full copy of the survey itself, see the supplementary document TIdPSurvey.pdf 

2. Survey Design 
The survey was designed by TIdP staff and extensively consulted on by TIdP Steering Committee 

members, IDM specialists known to TIdP staff, and members of other institutions interested in IDM. 

This input led to the survey going through several drafts with extensive changes between each draft, 

and the project staff would like to thank everyone who input to this process. 

The survey was designed as a paper based exercise - rather than web based - partly because some of 

the questions had a complicated format not immediately amenable to a web based form, and partly 

because the survey covered a wide range of questions that many responding institutions might wish 

to tackle by distributing parts of the survey to different people.  Feedback from several respondents 

indicated they would have preferred a web based survey; however, feedback from several other 

respondents indicated that they preferred the paper based survey. 

The survey was comprised of a mixture of open and closed questions. The open questions were 

primarily free text questions designed to give respondents freedom to construct appropriate 

answers. The closed questions consisted of: 

¶ Single choice questions ς respondents were presented with a question and a list of options and 

asked to chose one answer that suited them the most. Some questions allowed for a free text 

άƻǘƘŜǊέ ŀƴǎǿŜǊ ǘƻ ōŜ ƎƛǾŜƴΦ {ƻƳŜ ǉǳŜǎǘƛƻƴΩǎ ƻǇǘƛƻƴǎ ǿŜǊŜ ǇǊŜǎŜƴǘŜŘ ƛƴ ǘƘŜ ŦƻǊƳ ƻŦ ŀ ǎŎŀƭŜ ƻŦ 

choices. 

¶ Multiple choice questions ς respondents were presented with a question and a list of options 

and asked to indicate each answer that suited them. Some questions allowed for a free text 

άƻǘƘŜǊέ ŀƴǎǿŜǊ ǘƻ ōŜ ƎƛǾŜƴΦ 

¶ Five point Likart scales ς respondents were presented with a statement and asked to choose an 

option from a five point Likart scale (strongly disagree -> strongly agree). Some questions 

ŀƭƭƻǿŜŘ ŦƻǊ ŀ άŘƻƴΩǘ ƪƴƻǿέ ŀƴǎǿŜǊ ǘƻ ōŜ ƎƛǾŜƴΦ 

¶ Tabular questions ς respondents were presented with a table, to allow a two dimensional grid of 

answers to be elicited. For each category (row) given, a set of options (columns) were given for 

that category. These options included single choice scales and multiple choice. 

 

http://www.identity-project.ac.uk/survey.doc
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The survey itself was arranged into 8 sections: 

¶ Section 1 ς You and Your Institution 

¶ Section 2 ς Identity Management 

¶ Section 3 ς Policy 

¶ Section 4 ς Data Integration 

¶ Section 5 ς Technology 

¶ Section 6 ς The NHS and Identity Management 

¶ Section 7 ς Grid Infrastructure 

¶ Section 8 ς Misc 

3. Distribution  
The survey was distributed via many avenues, including the UCISA directors mailing list, numerous 

JISC mailing lists, and directly to many IT directors.  

The survey was also proactively publicised at many events, such as: 

¶ The JANET(UK) Networkshop 35 - http://www.ja.net/networkshop35/ 

¶ The Brainstormer Christmas update - http://www.mindworksuk.com/brainstormer.html 

¶ The Novell TTP and TTPEMEA conferences 

¶ The JISC Federated Access Management workshop, held in Aston 

¶ ¢ƘŜ ¦/L{! 5ƛǊŜŎǘƻǊΩǎ ŀŎŎŜǎǎ ƳŀƴŀƎŜƳŜƴǘ ǿƻǊƪǎƘƻǇ 

¶ The NHS-HE forum 

¶ Various JISC events 

A deadline for survey responses was given as 18 May 2007, though in practice responses were 

received and accepted right until the end of the project. 

4. Analysis Methodology  
Surveys were received via post and via email. Survey responses were manually transcribed into a 

spreadsheet, allowing for automated analysis and cross-analysis of responses. Cross analysis was 

only performed where it was deemed potentially interesting. 

Several survey responses were flagged as either being particularly representative, or as being in 

need of follow-up questions to clarify some answers given. Visits to some of these responding 

institutions were then conducted by TIdP staff, with the purpose of helping clarify responses given 

by that institution and by respondents as a whole. This process was also used to check the validity 

and accuracy of answers given by respondents in the survey. Details of some of these visits appear in 

Appendix 1. 

  

http://www.mindworksuk.com/brainstormer.html
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5. Respondents 
In total, there were 52 full survey responses, 48 coming from HEIs and 4 from other institutions 

(such as a medical school and an NHS library). There were also 3 telephone/email surveys manually 

conducted for HEIs who indicated that they were unable to fill out of the survey but who wished to 

take part. Quantitative information from these 5 are not counted in numerical analysis presented in 

this report, but qualitative information is. Thus, a total of 55 institutions were a part of this 

information gathering, 51 being HEIs. 

5.1 HEI Participation  
51 HEIs participated in the survey, out of 184 HEIs identified at the start of the project, giving a 28% 

response rate. These 51 HEIs were fairly well representative of UK HEIs, with a good spread of sizes, 

institutional affiliations and geographical locations (with two exceptions). A detailed examination of 

this representativeness follows. 

5.1.1 ...By Geographical Location  

Geographically, HEI participation was fairly well representative of UK HEIs, with one notable 

exception. Participation was fairly evenly spread percentagewise over ǘƘǊŜŜ ƻŦ ǘƘŜ ¦YΩǎ Ŧƻur primary 

regions, the lowest of these three being England with just over 28% of all its HEIs represented, and 

the highest being Wales with just over 38% of its HEIs represented. The one notable exception is N. 

Ireland; no participation from any of its four HEIs was elicited. 

 

Figure 1 - HEI participation per UK region (Number of HEIs) 

 

Figure 2 - HEI participation per UK region (%age of HEIs in each region) 
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Looking more closely at the geographical representation of English responses (with the region 

information taken from www.hero.ac.uk) then we see that participation was elicited from each 

region, with only 3 regions having less than 20%. 

 

Figure 3 - HEI participation per English region (number of HEIs) 

 

Figure 4 - HEI participation per English region (%age of HEIs in each region) 

5.1.2 ...By Institution Size 

This statistic looks at the total number of students reported to HESA in 2005/2006 by responding 

institutions. Looking at the distribution of size of institutions, and at this distribution compared to 

the total number of HEIs in these size ranges, we see a fairly even spread of all sizes of institution, 

with one exception ς those very small HEIs with less than 5000 students. 
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Figure 6 - Number of students at institution (%age of HEIs of that size group) 

5.1.3 ...By Institution Affiliations  

¶ Russell Group ς 20 of the 184 HEIs are members of the Russell Group. Of those, 12 of the 53 

HEIs who took part in the survey are Russell Group members.  Thus, 60% of the Russell 

Group are represented. 

¶ UCISA ς 133 of the 184 HEIs are full members of UCISA. Of those, all 51 of the 51 HEIs who 

took part in the survey are UCISA members. Thus 38% of the full HEI members are 

represented. 

6. Summary of Survey Results 
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indicated that the most useful outputs of TIdP would be best practice guidelines for IDM, a business 
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on the area of account management. This is because a main driver for institutions that have already 

embarked upon IDM projects was typically to improve existing account provisioning systems and 
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The majority of respondents indicated that IDM was currently important to them, and that it was 
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IDM, however, the majority of respondents have a neutral answer. Follow-up work indicated that 

this was a common answer because although a respondent may do certain aspects of IDM fairly well 

(mainly provisioning), they do not take advantage of the full range of IDM possibilities very well, thus 

rating themselves as neutral. This is supported by the majority of respondents indicating that the 

current status of their IDM was partially operational. 

Many respondents indicated that they had no plan to release a tender for IDM; this would seem to 

indicate that many respondents are implementing IDM one aspect at a time, rather than as a large 

standalone project. Thus, the process of implementing IDM is a gradual process. This conclusion is 

backed up by the range of responses given as to what the main project driver was for implementing 

IDM. 

When implementing IDM, respondents by and large imported data from existing systems, and many 

imported existing processes as well. While this is a sensible way to implement IDM ς starting totally 

from scratch with new corporate systems and data as well as a new IDM system would be an 

extremely complex project ς it does, however, mean that many respondents will have to overcome 

numerous issues with data quality and the effectiveness and timeliness of existing processes.  This 

conclusion is backed up by respondents indicating that the main data issues presenting a challenge 

to IDM relate to the integration between multiple systems ς inconsistencies of data definitions 

between systems and duplication of data across them ς and in poor accuracy/timeliness of data in 

data sources. 

IDM projects themselves are by and large included in the IT/institutional strategic plan, befitting the 

importance of IDM, and institutions generally assign between 2 and 3 staff FTE to IDM projects. Such 

projects are mostly paid for from central IT budgets, and partly by bundling IDM with other projects, 

through one time institutional budget allocations, and through partnerships and grants. Over a third 

plan to spend capital between £50k and £100k on IDM in the next three years, whilst a further 

quarter plan to spend over £100k. External consultants have been used for a wide variety of IDM 

related tasks at respondents, but primarily for assisting with architecture and design of IDM, 

software development and implementation of IDM, and in education and training. 

Key stakeholders in IDM projects at more than half of respondents are administrative computing, 

library, VLE, HR, academic registry, academic computing, senior management, user support teams, 

and departments. 

The greatest data risks to respondentsΩ IDM centres on the quality of data within corporate systems, 

and in corporate systems changing the way they work without warning. In a similar question, 

respondents indicated that data integrity problems, difficulties in developing IDM policies and 

procedures, and higher current IT priorities were the greatest challenges to taking up IDM. 

Regarding Federated Access Management, the vast majority of respondents indicated that they see 

a need for FAM sometime between two years from now and that they already have a need. Roughly 

two thirds of respondents either plan to implement FAM or are currently doing so. A quarter have 

already done so - to the stage where they are piloting the service or running it in production. 

The majority of respondents issue accounts to visitors/guests, and most require some form of 

identity proofing for those people. Thus, an IDM system that provisions identities and accounts for 
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such people will likely need to take into account the business processes of the institution that 

accomplish this identity proofing. 

A wide range of corporate systems are in use at respondents. They do not think it is important to 

have a single vendor for such systems, but that them having common or open standards is. 

Generally respondents could not accurately answer whether their corporate systems were capable 

ƻŦ άǇǳǎƘƛƴƎέ Řŀǘŀ ŎƘŀƴƎŜǎ ǘƻ ŀƴ ŜȄǘŜǊƴŀƭ ǎȅǎǘŜƳΣ ƻǊ ǿƘŜǘƘŜǊ they were capable of integrating with a 

Service Oriented Architecture. Investigation has shown that some respondents do not understand 

ǘƘŜ ŘƛŦŦŜǊŜƴŎŜ ōŜǘǿŜŜƴ άǇǳǎƘƛƴƎέ Řŀǘŀ ŎƘŀƴƎŜǎ ǘƻ ŀƴ L5a ǎȅǎǘŜƳ ŀƴŘ ŀƴ L5a ǎȅǎǘŜƳ ǇƻƭƭƛƴƎ όƻǊ 

άǇǳƭƭƛƴƎέύ Řŀǘŀ ŎƘŀƴƎŜǎ ŦǊƻƳ a corporate system. Thus, definitions used in the area of data 

synchronisation is one of the areas of IDM which is largely not understood and appreciated. Also, 

some respondents thought that their corporate systems could do such things simply because their 

system is a large, expensive one and they just assumed it must be able to do it. 

 Looking at IDM related tasks, for each task named respondents indicated the importance of the task 

as greater than their current ability to perform that task. The areas where the gap between 

importance and ability were smallest were those tasks centred on the area of provisioning, again 

demonstrating that the provisioning aspect of IDM is one of the most important aspects to 

respondents. The areas where ability was most lacking compared to importance were the areas of 

accuracy of corporate data sources, followed by the areas of delegation of administrative control of 

IDM and of graded authentication. Thus, institutions implementing IDM may find these respective 

areas to be the easiest and the hardest to get a grip of when implementing IDM projects. 

The most common vendor technologies for IDM in use at respondents are those from Microsoft, 

Novell and Oracle, and technologies used for an enterprise directory are primarily Microsoft Active 

Directory and Novell eDirectory. 

Many of the respondents have links to the NHS, and of those with links roughly half of their IDM 

systems handle IDM of NHS staff. Many IDM issues are caused by these links, several issues are 

common across many respondents. 

Only a minority of respondents have Grid infrastructure. Most access to Grid resources happens 

through the use of UK e-Science PKI certificates. The vast majority of respondents indicated that 

there was no link between their IDM system and their Grid infrastructure. 
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7. Full Survey Analysis  
This section presents a question-by-question analysis of the survey. For each question, we examine 

what type of question was asked, the purpose of the question, and what responses to the question 

were received. Finally, we draw some conclusions from these responses. 

Note that some of the questions are purely administrative in nature, and thus are not analysed. 

Section 1 ɀ You and Your Institution  

Your Contact Details 

Q1.1.1 Name 

Question type: Free text. 

Purpose of question: Information gathering for TIdP. 

Responses: N/A. 

Conclusions: N/A. 

Q1.1.2 Job Title 

Question type: Free text. 

Purpose of question: Information gathering for TIdP. 

Responses: N/A. 

Conclusions: N/A. 

Q1.1.3 Your Responsibilities 

Question type:  Multiple Choice. 

Purpose of question: Answers given throughout this survey have the potential to be biased based up 

the type of person completing, or orchestrating the completion of, the survey. Thus, it is necessary 

to get an overview of the types of job roles and responsibilities of the respondents in order to 

understand where those biases may lay.  

Responses: All respondents chose at least one answer option for this question. Of those, some 85% 

have management responsibilities, 75% are responsible for IDM, 60% are responsible for directory 

services, and only 23% are responsible for Business Information Systems.  
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Figure 7 - Q1.1.3 Responsibilities of primary respondent 

Conclusions: The responsibilities of respondents indicate that there is the potential for responses to 

survey questions may be more biased towards those answers centred around the management and 

central provisioning of IDM and less biased around answers centred around back-end business 

information systems that IDM systems link to. 

1.1.4 Email 

Question type: Free text. 

Purpose of question: Information gathering for TIdP. 

Responses: N/A. 

Conclusions: N/A. 

1.1.5 Address 

Question type: Free text. 

Purpose of question: Information gathering for TIdP. 

Responses: N/A. 

Conclusions: N/A. 

1.1.6 Phone Number 

Question type: Free text. 

Purpose of question: Information gathering for TIdP. 

Responses: N/A. 

Conclusions: N/A. 
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1.1.7 Would you like to receive a copy of Key Findings of this survey? 

Question type: Free text. 

Purpose of question: Information gathering for TIdP. 

Responses: N/A. 

Conclusions: N/A. 

1.1.8 What outputs of The Identity Project would you find most useful? 

Question type: aǳƭǘƛǇƭŜ ŎƘƻƛŎŜΣ ŦǊŜŜ ǘŜȄǘ άhǘƘŜǊέ ƻǇǘƛƻƴΦ 

Purpose of question: Many possible types of outputs are possible from TIdP that are potentially 

useful for the community. This question aims to understand which of these the community feels that 

the project should focus upon. 

Responses: All respondents chose at least one answer option for this question. A resounding 100% 

said that best practice guidelines would be useful. This was followed by 88% saying that guides for 

how to do IDM would be useful and 71% saying a business case for IDM would be useful, while 13% 

ŎƘƻǎŜ ǘƻ ŜȄǇǊŜǎǎ ŀƴ άhǘƘŜǊέ ƻǇǘƛƻƴΦ ¢ƘŜǎŜ ƛƴŎƭǳŘed: 

¶ άAnalysis of opportunities for common approaches to IdM shared between institutions or 

preferably, across the HE Sectorέ 

¶ άReview of what the sector is doingέ 

¶ άIDM beyond the institutional boundaryέ 

¶ άEstablishment of a network of contacts of people involved in IDM at other institutionsέ 

¶ άAdministrative guidelines re Shibbolethέ 

¶ άForum for sharing expertise at detailed technical levelέ 

¶ άReview of IDM Solution vendorsέ 

 

Figure 8 - Q1.1.8 What outputs of TIdP would be most useful 

Conclusions: The majority of respondents feel that all three nominated options would be useful 

outputs of the project, with best practice guidelines being the most highly nominated option. Other 

responses indicate that the building of a community of institutions interested in IDM would be 

another useful output. 
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Q1.1.9 In what form would these outputs be most useful for your institution? 

Question type: Multiple choice. 

Purpose of question:  Many possible forms of outputs are possible from TIdP that are potentially 

useful for the community. This question aims to understand which outputs the community feels that 

project should focus upon. 

Responses: All respondents chose at least one answer option for this question. Of those, 92% chose 

key findings reports, 79% chose guides and templates, and 52% chose an IDM conference/event. 

 

Figure 9 - Q1.1.9 Forms of output that respondents would find most useful 

Conclusions: Most respondents would like the outputs of TIdP to be in the form of key findings 

reports, and guides and templates. Roughly half would like an IDM conference or event. 

Q1.2.1 Name of institution 

Question type: Free text. 

Purpose of question: Information gathering for TIdP. 

Responses: N/A. 

Conclusions: N/A. 

Q1.2.2 Type of institution 

Question type: Multiple choice. 

Purpose of question: To understand the profile of responding institutions. 

Responses: 51 respondents answered this question. Of those, the vast majority (92%) are HEIs with 

both undergraduates and postgraduates. The remaining 8% are split between FEIs, HEIs with an 

undergraduate focus and HEIs with a postgraduate focus. 
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Figure 10 - Q1.2.2 - Type of institution 

Conclusions: HEIs with a focus of undergraduate and postgraduate students represent the vast 

majority of respondents; therefore conclusions will be mainly relevant for this type of HEI. 

Q1.2.3 Number of Students and Number of Staff (approx FTE) 

Question type: Free text. 

Purpose of question: To understand the profile of responding institutions. This question was asked 

rather than finding out this information from HESA statistics because HESA statistics may not include 

all categories of staff and student that the institution considers being its members; for example, 

some NHS related staff, distance learning students, etc. 

Responses: 51 respondents answered this question. Of those, the smallest and largest amount of 

staff reported was 300 and 10,000 respectively, with an average of 3,209. The smallest and largest 

amount of students reported was 170 and 60,000 respectively; with an average of 16,207. The total 

staff and student populations represented in this survey are respectively just over 160,000 and just 

over 826,500. 
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Figure 11 - Q1.2.3 Number of staff in responding institutions 

 

Figure 12 - Q1.2.3 Number of students in responding institutions 

Conclusions: The spread of institutions sizes, as indicated by staff and student numbers, seems fairly 

well spread across all sizes of institution. This means that the survey results should be fairly 

representative of all sizes of HEI. 

Q1.2.4 User profile ς Estimate percentage of local and remote users 

Question type: Number. 

Purpose of question: Many institutional systems that could potentially be linked to an IDM system 

could be configured to allow access only on-campus or to also allow access from off-campus. This 

ǉǳŜǎǘƛƻƴ ŀƛƳǎ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǘƘŜ ƎŜƴŜǊŀƭ ǳǎŀƎŜ ǇǊƻŦƛƭŜ ƻŦ ŀƴ ƛƴǎǘƛǘǳǘƛƻƴΩǎ ǎȅǎǘŜƳǎΦ ¢ƘŜ ŀƳƻǳƴǘǎ 

indicated by respondents for off-campus vs on-campus should total 100%. 

Responses: 45 respondents answered this question. There was a degree of misunderstanding of the 

question however, given that in hindsight the question was not expressed particularly clearly.  38 of 

the 45 respondents answered in the method envisioned. Of those 38, respondents indicated that 

access to systems from on-campus made up roughly 80% of access on average (with the lowest and 

highest figures reported being 30% and 100% respectively; whilst access from off-campus made up 

roughly 20% of access on average (with the lowest and highest figures reported being 1% and 70% 

respectively). 
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Conclusions: The interesting results to look at in the responses to this question is the range of 

answers given: responses indicating local access to systems had a range of 70%, and responses 

indicating remote access to systems had a range of 69%. These figures indicate that there is no 

άƴƻǊƳŀƭέ ǘǊŜƴŘ ƻŦ ŀŎŎŜǎǎ ǘȅǇŜ across respondents. It is important to note that the figures asked for 

were an estimate only ς finding out the real statistics would likely be a large project in of itself. Thus, 

the responses here indicate an estimate ς nothing more, nothing less. 

Q1.2.5 IT policy in your institution is generally... 

Question type: Five point scale. 

Purpose of question: Implementing IDM as a centrally managed system may present a different type 

ƻŦ ŎƘŀƭƭŜƴƎŜ ŘŜǇŜƴŘƛƴƎ ƻƴ ǿƘŜǘƘŜǊ ŀƴ ƛƴǎǘƛǘǳǘƛƻƴΩǎ L¢ ƛǎ ŀƭǊŜŀŘȅ ŎŜƴǘǊŀƭƭȅ ƳŀƴŀƎŜŘ ƻǊ ƛǎ 

decentralised. Institutions with highly decentralised IT may find the politics of implementing IDM 

even more complex that it normally is. This question aims to discover the most common case in 

institutions. 

Responses: All respondents answered this question. Of those, 17% indicated that IT in their 

institution was highly centralised, 50% indicated centralised, 23% indicated balanced, and 10% 

indicated decentralised. No respondents indicated highly decentralised. 

 

Figure 13 - Q1.2.5 Centralisation of IT Policy 

Conclusions: Institutions with highly centralised, centralised, or balanced, IT policy represent 90% of 

respondents. Given that an institution with this kind of IT policy may find it less difficult to work 

through the internal political implications of implementing IDM, this results suggests that the 

majority of institutions may find this particular hurdle a little less difficult to overcome that it may 

otherwise have been. However, institutions with more centralised IT policy may have found this 

survey easier to fill in, and thus potentially represent a biased sample for this question. 

Q1.2.6 What characterises your institution in terms of adopting new technologies? 

Question type: Single choice. 

Purpose of question: To understand the profile of responding institutions. 
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Responses: All respondents answered this question. Of those, 6% indicated that they considered 

themselves innovators, 27% considered themselves early adopters, 63% considered themselves in 

the early majority. Only 4% considered themselves in the late majority. 

 

Figure 14 - Q1.2.6 Adoption of new technologies 

Conclusions: The distribution of innovator, early adopter and early majority seems sensible. The lack 

of respondents indicating they were in the late majority, however, does not. This would seem to 

indicate one of two possibilities: either responding institutions were loath to rate themselves as 

adopting new technologies later than most; or those who truly are in the late majority do not yet see 

IDM as important enough to spend time upon responding to this survey. Thus, this could indicate a 

potential area of bias in this survey. 

Section 2 ɀ Identity Management  

The importance of Identity Management  

Q2.1.1 άLŘŜƴǘƛǘȅ aŀƴŀƎŜƳŜƴǘέ ƛǎ ŀ ǾŜǊȅ ōǊƻŀŘ ǘŜǊƳΦ ²Ƙŀǘ Řƻ ȅƻǳ ŎƻƴǎƛŘŜǊ ƛǘ ǘƻ ƳŜŀƴ ŀƴŘ 

encompass? 

Question type: Free text. 

Purpose of question: The term άLŘŜƴǘƛǘȅ aŀƴŀƎŜƳŜƴǘέ ƛǎ a term often misunderstood. The lack of 

common understanding of what are its main aspects can be a hindrance to institutions wishing to 

conduct IDM projects. This question thus aims to understand what the majority of institutions think 

IDM means. 

Responses: 50 respondents answered this question. Answers given were analysed an split into 14 

different categories representing all types of answers, however phrased by respondents. By far the 

most common meaning of IDM indicated by respondents ς by some 70% - was that IDM 

ŜƴŎƻƳǇŀǎǎŜǎ ǘƘŜ ǇǊƻǾƛǎƛƻƴƛƴƎ ŀƴŘ ŘŜǇǊƻǾƛǎƛƻƴƛƴƎ ƻŦ ŀŎŎŜǎǎ ǘƻ ŀƴ ƛƴǎǘƛǘǳǘƛƻƴΩǎ ǎȅǎǘŜƳǎΦ Second most 

common was an aspect of this access management ς specifically IDM being an enabler of role based 

ŀǳǘƘƻǊƛǎŀǘƛƻƴ ǘƻ ŀƴ ƛƴǎǘƛǘǳǘƛƻƴΩǎ ǎȅǎǘŜƳǎΦ bƻ ƻǘƘŜǊ ŎŀǘŜƎƻǊȅ ǿŀǎ ŎƘƻǎŜƴ ōȅ ƳƻǊŜ мп҈ ƻŦ 

respondents. Of these, three categories were indicated each by 14% of respondents: the 

establishment of authoritative data sources for identity information and their business rules, the 

synchronisation of identity information between systems, and the creation of a unique identifier for 
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an individual regardless of how many roles they have within an institution. A further three categories 

were indicated by 10% ƻŦ ǊŜǎǇƻƴŘŜƴǘǎΥ ǘƘŜ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ ŀƴ ƛƴǎǘƛǘǳǘƛƻƴΩǎ ƳŜƳōŜǊǎ ŀƴŘ ǘƘŜƛǊ 

ǊŜƭŀǘƛƻƴǎƘƛǇ ǘƻ ǘƘŜ ƛƴǎǘƛǘǳǘƛƻƴΣ ŀōƻǳǘ ƳŀƴŀƎŜƳŜƴǘ ƛŘŜƴǘƛǘȅ ƭƛŦŜŎȅŎƭŜ όŦǊƻƳ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ ŦƛǊǎǘ 

affiliation with the institution until they leave for the final time), and in enabling Single Sign On. 8% 

of respondents specifically discussed the access of access management of timely 

provisioning/deprovisioning. 4% discussed IDM being the delegated control of identity information. 

Another 4% discussed IDM enabling a single username and password across many systems. Finally, 

ǘƘǊŜŜ ŎŀǘŜƎƻǊƛŜǎ ǿŜǊŜ ƛƴŘƛŎŀǘŜŘ ōȅ н҈ ƻŦ ǊŜǎǇƻƴŘŜƴǘǎΥ L5a ŜƴŀōƭƛƴƎ ǘƘŜ ǇǊƛǾŀŎȅ ƻŦ ŀ ǇŜǊǎƻƴΩǎ 

identity information, of enabling self management of identity information, and of enabling a 

enterprise-wide directory. 

 

Figure 15 - Q2.1.1 Meaning of "Identity Management" 

Conclusions: .ȅ ŦŀǊ ǘƘŜ Ƴƻǎǘ ŎƻƳƳƻƴ ƳŜŀƴƛƴƎ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ ǘŜǊƳ άLŘŜƴǘƛǘȅ aŀƴŀƎŜƳŜƴǘέ ōȅ 

respondents is that of IDM being about the provisioning and deprovisioning of access to an 

inǎǘƛǘǳǘƛƻƴΩǎ ǊŜǎƻǳǊŎŜǎΦ DƛǾŜƴ ǘƘŀǘ ǘƘŜ ǘŜǊƳ LŘŜƴǘƛǘȅ aŀƴŀƎŜƳŜƴǘ Ŏŀƴ ƳŜŀƴ ǎǳŎƘ ŀ ǿƛŘŜ ǊŀƴƎŜ ƻŦ 

things, but that respondents by and large focussed on this one particular area, would seem to 

indicate that respondents have a somewhat one sided view of IDM. Follow-up work has shown that 

this is typically because IDM work at respondents was typically driven by the need to improve their 

account provisioning and deprovisioning. Thus, the bias towards respondents seeing account 

management ŀǎ άLŘŜƴǘƛǘȅ aŀƴŀƎŜƳŜƴǘέ is understandable. 

Q2.1.2 Give your above description, choose the one function that it provides that you consider to 

be the most important 

Question type: Free text. 
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Purpose of question: DƛǾŜƴ ǘƘŀǘ άLŘŜƴǘƛǘȅ aŀƴŀƎŜƳŜƴǘέ Ŏŀƴ ƳŜŀƴ Ƴŀƴȅ ǘƘƛƴƎǎ ǘƻ Ƴŀƴȅ ƛƴǎǘƛǘǳǘƛƻƴs, 

this question aims to asses which particular function or aspect is the most important to institutions. 

Responses: 48 respondents answered this question. As with the previous question, the majority 

(52%) of all respondents indicated that the most important function was provisioning and 

ŘŜǇǊƻǾƛǎƛƻƴƛƴƎ ƻŦ ŀŎŎŜǎǎ ǘƻ ŀƴ ƛƴǎǘƛǘǳǘƛƻƴΩǎ ǎȅǎǘŜƳǎΣ ŦƻƭƭƻǿŜŘ ōȅ ǘƘŜ ŀǎǇŜŎǘ ƻŦ ŀŎŎŜǎǎ ƳŀƴŀƎŜƳŜƴǘ 

ƻŦ ǊƻƭŜ ōŀǎŜŘ ŀǳǘƘƻǊƛǎŀǘƛƻƴ ǘƻ ŀƴ ƛƴǎǘƛǘǳǘƛƻƴΩǎ ǎȅǎǘŜƳǎΦ ¢Ƙƛǎ ǿŀǎ ŦƻƭƭƻǿŜŘ ōȅ мо҈ ƻŦ ǊŜǎǇƻƴŘŜƴǘǎ 

indicating the function of provision of a unique identifier for a person, regardless of how many roles 

that person may have in an institution. All other aspects indicated were chosen by 8% of 

respondents or less. 

 

Figure 16 - Q2.1.2 Most important aspect of "Identity Management" 

Conclusions:  As with the previous question, the responses to this question indicates a large bias in 

responding institutions towards IDM being centred around provisioning/deprovisioning of access to 

ŀƴ ƛƴǎǘƛǘǳǘƛƻƴΩǎ ǎȅǎǘŜƳǎΦ 

Q2.1.3 How important do you consider the following activities to be for Identity Management 

systems? 

Question type: Multiple items, each five point scale. 

Purpose of question: To understand which IDM related activities respondents think are the most 

important. This will show which aspects of IDM are the most important to academic institutions in 

the UK. The results will also be compared with those from the Question 5.1.1, which follows up this 

question by asking about institutional ability to perform each of these aspects. 

Responses: All respondents answered this question. Of those, the IDM activity given the highest 

average rating was the accuracy of corporate data sources, with a score of 4.75. Second most 

important was provisioning ς the creation of network accounts, with a score of 4.67. Next was the 

related deletion of network accounts, with a score of 4.60, followed by another provisioning activity 

ς the creation of other accounts (e.g. VLE accounts, library accounts), with a score of 4.40. Graded 

authentication comes next, with a score of 4.31; closely followed by Federated Access Management, 
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with a score of 4.29. After this is the provisioning activity of deletion of other accounts, with a score 

of 4.25. After this comes the tracking of unauthorised activity (4.15), SSO (4.13), the immediate 

creation/deletion of network accounts (4.12), external user access to institutional resources (4.04), 

common credentials (4.02), and self service (3.92). Finally comes the delegation of administrative 

control of IDM (3.25). 

 

Figure 17 - Q2.1.3 Importance of activities for IDM systems 

Conclusions: That the IDM activity with the highest ranking of importance by respondents is the 

accuracy of corporate data sources is not a surprise ς if IDM is to drive processes and activities based 

upon identity information, then this information needs to be as correct as possible ς it is however a 

good sign that respondents recognise this importance. The next three highest ranked activities are 

all provisioning related (in fact, the five provisioning related activities given as options were all 

ranked within the top seven of the fourteen options) would seem to support a widely held belief ς 

that institutions primarily see IDM as an enabler of provisioning systems. Responses to other 

questions in this survey and further follow-up work supports this conclusion, and indicates that this 

view permeates many institutions, due to the fact that the need for better provisioning was one of 

the primary drivers for implementing IDM in the first case. 

Q2.1.4 IDM is currently very important to my institution 

Question type: Five point Likert scale. 

Purpose of question: Many people believe that IDM is an important issue faced by academic 

institutions in the UK; this question aims to get some empirical data to prove or disprove this claim.  

Responses: 50 respondents answered this question. Of those, only 4% answered in the negative and 

6% expressed no opinion, while an overwhelming 90% answered in the positive (with 55% agreeing 
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and 35% strongly agreeing. Interestingly, 94% of respondents who (in Q2.2.1) agreed or strongly 

agreed that their institution did IDM well indicated a positive answer (with 24% agreeing and 76% 

strongly agreeing). 

 

Figure 18 - Q2.1.4 Current importance of IDM 

Conclusions: IDM is obviously currently an area of importance to many respondents. The majority of 

ǊŜǎǇƻƴǎŜǎ ōŜƛƴƎ άŀƎǊŜŜέ ǊŀǘƘŜǊ ǘƘŀƴ άǎǘǊƻƴƎƭȅ ŀƎǊŜŜέΣ ƘƻǿŜǾŜǊΣ ǿƻǳƭŘ ǎŜŜƳ ǘƻ ƛƴŘƛŎŀǘŜ ǘƘŀǘ ǘƘŜ 

majority of them may still have other higher current IT priorities.  It could also, however, indicate 

that those institutions who did not consider it important were a class of institution that did not 

respond to this survey. 

Q2.1.5 IDM will be very important to my institution in the future 

Question type: Five point Likert scale. 

Purpose of question: Many people believe that IDM is an important issue faced by academic 

institutions in the UK; this question aims to understand, through comparison with the previous 

question, what respondents think about its changing of importance ς whether it will become more 

or less important in the future. 

Responses: 51 respondents answered this question. Of those, only 2% answered in the negative, 

while an overwhelming 98% answered in the positive (with 63% strongly positive). 
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Figure 19 - Q2.1.5 Future importance of IDM 

Conclusion: IDM is obviously seen as being a very important area in respondents in the future. 

Comparing the results with those of the previous question, we see that this the majority of 

respondents ƛƴŘƛŎŀǘƛƴƎ ǘƘƛǎ ŀǎ ά{ǘǊƻƴƎƭȅ ŀƎǊŜŜέ ŀǎ ƻǇǇƻǎŜŘ ǘƻ ǘƘŜ ƳŀƧƻǊƛǘȅ ƛƴŘƛŎŀǘƛƴƎ άŀƎǊŜŜέ. This 

would seem to indicate that while respondents by and large already consider IDM important, they 

see its importance as something that will only increase over time. It could also, however, also 

indicate that those institutions who did not consider it important were a class of institution that did 

not respond to this survey, and thus lack representation in this question. 

Identity Management and you r institution  

Q2.2.1 My Institution does IDM very well already 

Question type: Five point Likert scale. 

Purpose of question: It is known that many institutions already have some form of IDM, but how 

those institutions rate their IDM is less well known. This question aims to understand the current 

quality of IDM in institutions and how satisfied they are with it. 

Responses: 50 respondents answered this question.  Of these, 22% answered in the negative and 

33% answered in the positive, while the majority ς 45% - expressed no opinion either way. 

Interestingly, only 6% (representing 3 institutions) expressed a strong positive response. 

 

Figure 20 - Q2.2.1 Current rating of IDM 
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Conclusions: The majority of respondents expressing no particular view either way would seem to 

indicate that while institutions may not think they handle IDM particularly badly there is definite 

room for improvement. Follow-ƻƴ ǿƻǊƪ Ƙŀǎ ƛƴŘƛŎŀǘŜŘ ǘƘŀǘ ǊŜǎǇƻƴŘŜƴǘΩǎ ŀƴǎǿŜǊǎ ǘƻ ǘƘƛǎ ǇŀǊǘƛŎǳƭŀǊ 

question were not easy decisions to make. It was reported that in some respondents, different 

people generally wanted to indicate a different answer, depending on their relationship with any 

IDM system(s) in place (e.g. staff responsible for its day to day running wanted to indicate a lower 

rating that management who just saw its benefits). Thus, the strong degree of neutral answers may 

also indicate a lack of ability to come to a joint conclusion! 

Q2.2.2 What is the current status of IDM in your institution? 

Question type: Single choice. 

Purpose of question: To gather information on the current state of IDM at respondents. This will give 

a good overview of what stages respondents are at with any IDM projects that might be happening. 

Responses: 50 respondents answered this question. Of these, the vast majority (53%) have partially 

operational IDM, while only 10% consider their IDM to be fully operational. 6% are currently 

implementing IDM, while 19% have IDM projects planned (starting within a year). The remaining 

12% are currently evaluating IDM. Finally, no respondents answered that IDM was not at all planned 

at their institution. 

 

Figure 21 - Q2.2.2 Current status of IDM 

Conclusions: All respondents have some form of IDM project happening, be it an evaluation of IDM 

through to a fully operational IDM system. The fact that the vast majority of respondents considered 

their IDM to be partially operation would seem to indicate that many institutions have been thinking 

very seriously about IDM and have in fact implemented some aspects of IDM, however, not many 

institutions have implemented IDM well enough or extensively enough to consider it fully 

operational. These conclusions have been backed up by follow-on studies whereby institutions who 

indicated that their IDM was partially operational gave that opinion because while they had an IDM 

system that works very well, it was limited in scope (e.g. very centred on provisioning). They 

indicated that they would only answer that it was fully operational when they had implemented 

more IDM functionality than just this one area. 
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Q2.2.3 Indicate the status of the following at your institution 

Question type: Single choice, multiple item. 

Purpose of question: There are many tasks that an institution may have to perform when 

implementing or planning on implementing an IDM system. This question aims to understand which 

tasks have been formally completed by institutions. 

Responses: 50 respondents answered this question. Of those, the most common task that had been 

completed, indicated by 42% of respondents, is a documented business case for IDM. The most 

common task that is in progress is the documenting of data definitions, indicated by 54% of 

respondents. The most common task in its planning stages is that of documenting an inventory of 

events (28%). Finally, the most common task not planned was that of releasing a tender for IDM; 

indicated by 67% of respondents.  Interestingly, there seems to be no obviously correlation between 

how respondents answered this question and how well they rated their identity management in 

Q2.2.1. 

 

Figure 22 - Q2.2.3 Status of IDM related tasks 

Conclusions: Respondents indicated a wide variety of states of the IDM related tasks discussed, 

demonstrating a lack of similar progress in many of the tasks. The two main commonalities in 

responses are that a sizable proportion indicated that they had a completed documented business 

case for IDM, and that they had no plan to release a tender for IDM.  

Later conclusions centre on data issues that are preventing successful implementation of IDM. The 

fact that many respondents are currently engaged in documenting data definitions between 

disparate systems, are currently engaged, or have completed, documenting institutional data 

0%

20%

40%

60%

80%

100%

D
o

cu
m

e
n

ta
tio

n
 B

u
si

n
e
ss

 
C

a
se

 F
o

r 
ID

M

D
o

cu
m

e
n

te
d

 D
a

ta
 

D
e
fin

iti
o

n
s

D
o

c
u

m
e
n

te
d

 i
n

st
it
u

tio
n

a
l 

d
a

ta
 c

u
st

o
d

ia
n

s/
o

w
n

e
rs

D
o

cu
m

e
n

te
d

 p
la

n
 f

o
r 

ID
M

In
ve

n
to

ry
 o

f 
e
ve

n
ts

In
ve

n
to

ry
 o

f 
in

st
it
u

tio
n

a
l 

Id
s

R
e
le

a
se

d
 a

 T
e
n

d
e
r 

fo
r 

ID
M

R
is

k
 A

ss
e
ss

m
e
n

t 
o

f 
se

cu
ri
ty

 a
n

d
 p

ri
va

cy
 
Χ

%
a

g
e

 o
f 

re
sp

o
n

d
e

n
ts

2.2.3 - Status of IDM related tasks

Don't know

Completed 

In progress 

Planning 

No Plan 



The Identity Project ς Identity Management Survey Findings ς October 2007 

 

 

owners/custodians, and many are currently engaged, or had completed, an inventory of institutional 

identifiers, is a good sign that respondents may be able to overcome these data issues. 

Identity Management implementation  

Q2.3.1 What has been the main driver for implementing IDM at your institution? 

Question type: Single choice. 

Purpose of question: To help understand why those institutions that have already embarked upon 

the IDM journey did so. 

Responses: 47 respondents answered this question. Of those, 21% implemented IDM as a 

standalone project, 11% implemented IDM as part of a corporate systems refresh, 4% implemented 

IDM as part of IT security improvement, 11% implemented as part of a portal project, 17% 

implemented as part of other projects, and 36҈ ŎƘƻǎŜ ǘƘŜ άhǘƘŜǊέ ƻǇǘƛƻƴΦ  Several responses 

indicated a driver of improving provisioning systems and several indicated implementing Shibboleth 

was a driver. Other drivers were: 

¶ άCore element of infrastructure, old system at medium risk of high cost failureέ 

¶ άIntegration strategy; management of external usersέ 

¶ άLƳǇǊƻǾƛƴƎ ŀŎŎŜǎǎ ǘƻ ǊŜǎƻǳǊŎŜǎέ 

¶  άtŀǊǘƴŜǊǎƘƛǇ ŀŎǘƛǾƛǘƛŜǎέ 

¶ άTo replace manual systems and procedures to enable timely provisioning of identity 

information for web based services such as Blackboard and Portal, also to save effort and 

disk space.έ 

¶ ά{{hέ 

¶ ά5ƛŦŦŜǊŜƴǘ ǇǊƻƧŜŎǘ ǇƘŀǎŜǎ ƘŀŘ ŘƛŦŦŜǊŜƴǘ ŘǊƛǾŜǊǎέ 

¶  άEase of college wide access and control of access to commonly used systemsέ 

¶ ά! response to the scalability issues with the student account creation/maintenance systemέ 

¶ άAs part of other projects e.g. building security, access to resources/servicesέ 

¶ άAthens to be discontinued. Need to support Active Directory as well as eDirŜŎǘƻǊȅέ 
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Figure 23 - Q2.3.1 Main driver for implementing IDM 

Conclusions:  Responses indicate that a wide variety of drivers were behind implementing IDM in 

responding institutions, with no one driver appearing to be the major reason. However, some 

responses, backed up by further follow-on work, indicate that one common driver is the need for 

improvement of provisioning systems. 

Q2.3.2 When implementing a new IDM system, were you: 

Question type: Single choice. 

Purpose of question: There are several different methods an institution can adopt when 

implementing IDM, depending on their starting situation and how much they plan to change. These 

methods are centred on how much existing infrastructure, data and processes are in place, and how 

much of them are to be retained. This question aims to understand what method institutions 

implementing IDM generally follow. This could be of potential use to institutions implementing IDM 

in the future as it would allow them to see which methods were most common. 

Responses: 45 respondents answered this question, with a large degree of variation in the answers. 

16% answered that they were starting totally from scratch, junking all existing IDM and data; 23% 

answered that they were replacing a legacy system but importing data from it; 9% were replacing a 

legacy system and importing its data and processes; 27% were replacing multiple legacy systems and 

importing their data and processes; while 25% were replacing multiple ad-hoc scripts and importing 

its data and processes.  
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Figure 24 - Q2.3.2 Importance of existing data and processes when implementing IDM 

Conclusions: The method of implementing IDM is very varied across respondents. Thus, no obvious 

common method has been adopted by respondents. Two conclusions can be made however. Firstly, 

a resounding 84% of respondents reported that they were importing data from existing systems. 

Secondly, 61% of respondents reported that they were importing processes from existing systems.  

These results seem sensible ς starting from scratch would be an extremely complex project for any 

institution. It does, however, indicate that most respondents will be encountering data issues, as 

discussed in later conclusions. 

Q2.3.3 Are IDM Projects included in your IT strategic plan? 

Question type: Single choice. 

Purpose of question: IDM projects can be led from the top down with its importance officially 

recognised by having them included in strategic plans, or from the bottom up on a more ad-hoc 

basis. This question aims to get a clear picture of which approach is more common in institutions. 

Responses: 47 respondents answered this question. Of those, a resounding 77% indicated that IDM 

projects are a part of the IT strategic plans. A further 9% indicated that while IDM projects were not 

yet in the plan, they intend to include it in the near future. 2% indicated that they have no plan to 

include them in their strategic plan, while 6% do not have a strategic plan and a further 6% did not 

know. Interesting, 82% of respondents who agreed or strongly agreed that their institution did well 

in Q2.2.1 indicated that IDM projects were included in their strategic plan ς not a statistically 

significant enough different to the average response of 77% to be meaningful. 
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Figure 25 - Q2.3.3 IDM projects in strategic plans 

Conclusions: The majority of respondents have included IDM projects in their strategic plan. This 

would seem to indicate that those responsible for IT management do recognise the importance of 

IDM projects. 

Q2.3.4 How many central IT staff (approx FTE) currently work on IDM? 

Question type: Number. 

Purpose of question: An institution just embarking upon the journey of implementing IDM may have 

no idea how much FTE of effort this may involve. This question aims to understand how many FTE of 

staff are deployed on IDM projects at responding institutions, to give an idea of the effort involved. 

Responses: 46 respondents answered this question. Of those, the lowest FTE indicated was 0.2FTE, 

the highest was 6FTE, the average was 2.4FTE, and the median was 2FTE. Interestingly, if you include 

only those figures given by respondents who previously indicated that they have either a partially 

operational or fully operation IDM system, the average is 2.6FTE ς only slightly higher than the 

overall average. 

Conclusions: The average amount of staff working on IDM projects is between 2 and 3. This may be a 

good guide for institutions looking to estimate how much effort is needed. 

Q2.3.5 How do you pay for your IDM projects? 

Question type: aǳƭǘƛǇƭŜ ŎƘƻƛŎŜΣ ŦǊŜŜ ǘŜȄǘ άhǘƘŜǊέ ƻǇǘƛƻƴΦ 

Purpose of question: There are many possible funding sources for an institution wanting to 

implement IDM. This question aims to get a picture of which are the most common methods of 

funding this IDM development. This may help institutions considering IDM development in 

identifying the most common funding sources available for a project. 

Responses: 50 respondents answered this question. Of those, 17 chose multiple items. The most 

chosen option, with 69%, was paying for IDM projects from central IT budgets. Second, with 27%, 

was paying by bundling IDM projects in with other projects. Third, with 20%, was through one time 
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ƛƴǎǘƛǘǳǘƛƻƴŀƭ ōǳŘƎŜǘ ŀƭƭƻŎŀǘƛƻƴǎΦ CƻǳǊǘƘΣ ǿƛǘƘ мл҈Σ ǿŀǎ ǘƘǊƻǳƎƘ ǇŀǊǘƴŜǊǎƘƛǇǎ ƻǊ ƎǊŀƴǘǎΦ ¢ƘŜ άŘƻƴΩǘ 

ȅŜǘ ƪƴƻǿέ ŀƴŘ άƻǘƘŜǊέ ƻǇǘƛƻƴ ōƻǘƘ ǿŜǊŜ ŎƘƻǎŜƴ ōȅ п҈ ƻŦ ǊŜǎǇƻƴŘŜƴǘǎΦ Other methods indicated 

ƛƴŎƭǳŘŜ ǇŀȅƛƴƎ ŦƻǊ L5a ǇǊƻƧŜŎǘǎ ŦǊƻƳ άǘƘŜ Ŝ-ǎǘǊŀǘŜƎȅ ǇǊƻƎǊŀƳƳŜέ ŀƴŘ άŎŀǇƛǘŀƭ ōƛŘǎέΦ 

 

Figure 26 - Q2.3.5 How institutions pay for IDM projects 

Conclusions: Institutions have found many ways of paying for IDM projects, but by far the most 

common is simply from annual central IT budgets. This finding would seem to tally with the 

responses from Question 2.3.3 ς if institutions have IDM projects as part of their core IT strategy, it 

makes sense that such centrally important IDM projects are paid for from central IT budgets.  

Q2.3.6 The goal of my institution is to have all, or most, of our central IT applications use our IDM 

solution and/or enterprise directory 

Question type: Five point Likert scale. 

Purpose of question:  It is the perceived wisdom - backed up by evidence in this survey - that one of 

the primary reasons for implementing IDM is to help with the problem of automated provisioning of 

user accounts. Thus, to receive the full provisioning benefit from IDM then most central IT 

applications in an institution need to be hooked up to an IDM system and/or the enterprise 

directory. This question is aimed at understanding whether institutions are trying to achieve this 

benefit. 

Responses: 47 respondents answered this question. Of those, 0% responded in the negative, 11% 

expressed no opinion, while an overwhelming 89% of respondents answered in the positive (with 

49% in the strong positive).  
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Figure 27 - Q2.3.6 All central IT applications should use IDM/Directory 

Conclusions: The vast majority of respondents believe that all or most central IT applications should 

ǳǎŜ ŀƴ ƛƴǎǘƛǘǳǘƛƻƴΩǎ L5a ƻǊ 9ƴǘŜǊǇǊƛǎŜ 5ƛǊŜŎǘƻǊȅΦ ¢ƘǳǎΣ ǘƘƛǎ ǎǘǊŜƴƎǘƘŜƴǎ ǘƘŜ ŎƻƴŎƭǳǎƛƻƴ ǘƘŀǘ Ƴŀƴȅ 

institutions implement IDM to help with provisioning. 

Q2.3.7 Who are the stakeholders in your IDM projects? 

Question type: Multiple choice. 

Purpose of question: There are many potential stakeholders of an IDM project in an academic 

institution. A totally inclusive and wide ranging IDM solution would, of course, include most ς if not 

all. However, many IDM projects may have started out on a much smaller scale. Thus, this question 

aims to discover which the primary stakeholders in the majority of institutions are. This could help 

institutions planning on implementing IDM in figuring out which stakeholders they should engage. 

Responses: 50 respondents answered this question, with all respondents choosing multiple items. Of 

those, the two most common stakeholders (chosen by 81% of respondents) are administrative 

computing and library Next, with 77%, are VLE teams, followed by HR with 75%. After this comes 

Academic Registry with 71%, Academic Computing with 67%, Senior Management with 64%, User 

support teams with 56%, Departments with 52%, Finance with 44%, and Usergroups with 35%. 

Finally, we have Auditors with 31% and Alumni with 29%. The average amount of stakeholders out of 

the 13 listed chosen by respondents was 8.  
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Figure 28 - Q2.3.7 Stakeholders in IDM projects 

Conclusions: MƻǊŜ ǘƘŀƴ ƘŀƭŦ ƻŦ ǊŜǎǇƻƴŘƛƴƎ ƛƴǎǘƛǘǳǘƛƻƴǎΩ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀǊŜ !ŎŀŘŜƳƛŎ wŜƎƛǎǘǊȅΣ 

Academic Computing, Administrative Computing, Departments, HR, Library, Senior Management, 

User Support Teams and VLE teams. Thus, they are good stakeholders to get involved for any 

institution considering implementing IDM. 

Q2.3.8 What do you perceive to be the major risks to your IDM? 

Question type: Rank top 5. 

Purpose of question: There are many issues associated with implementing and managing an IDM 

system, and many possible risks to that system. This question aims to understand which of these 

risks are most common across institutions. 

Responses: 48 respondents answered this question. Of those, the highest scoring risk with a score of 

157 was of data problems exposed through real-time integration of systems. Second highest, with a 

score of 128, was the similar risk of data in data sources not being updated fast enough for IDM to 

work as desired. Third, with a score of 117, was the risk of corporate systems changing the way they 

work without warning. Fourth, with a score of 80, is the risk of expectations of the capability of IDM 

being too high. Sixth, with a score of 75, is the risk of lack of buy in from senior management. Next, 

with a score of 50, is the risk that IDM cannot work fast enough to process all events that happen in 
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¶ άLǎǎǳŜǎ ǿƛǘƘ ŀǇǇƭƛŎŀǘƛƻƴ ǎǳǇǇƭƛŜǊǎ ƎƛǾƛƴƎ ŀǇǇǊƻǾŀƭ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜƛǊ ŘŀǘŀōŀǎŜǎέ 
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¶ άLack of translation of management buy-in into sufficient political will to make the necessary 

business/process changesέ 

¶ άLack of understanding by the executive as to why this needs to be doneέ 

¶ άInsufficient resources to provide required IDM infrastructureέ 

¶ άDependence on key technical staffέ 

¶ άIDM is a technically led initiative and needs to be more business focusedέ 

 

Conclusions:  The two highest scoring risks centre around data in corporate systems either not 

updating fast enough for the purposes of IDM and around problems in data being exposed because 

of real-time integration between systems. Thus, the major risks centre around existing data quality. 

Identity Management development  

Q2.4.1 How much do you think your institution will spend on IDM projects in the next 3 years? 

Question type: Single choice. 

Purpose of question: An institution considering implementing IDM may have no idea about the cost 

that they should expect to pay. This question aims to get a feel for how much institutions who are 

already going down the IDM route are paying, thus giving institutions new to IDM a figure to use. 

Responses: 49 respondents answered this question. Of those, the majority (39%) plan to spend 

between £50k and £100k over the next three years. The second most chosen option (with 23%) was 

more than £100k. Third was £25-£50k. Next was less than £10k, followed by £10k-£25k. Nobody 

ŎƘƻǎŜ ǘƘŜ άbƻǘƘƛƴƎέ ƻǇǘƛƻƴΦ Interestingly, all but one respondent who agreed or strongly agreed 

that their IDM was very good in Q2.2.1 will be spending over £50k. 

0
20
40
60
80

100
120
140
160

C
o

rp
o

ra
te

 s
y
st

e
m

s 
ch

a
n

g
e
 

th
e
 w

a
y
 t

h
e
y
 w

o
rk

 w
ith

o
u

t 
w

a
rn

in
g

D
a

ta
 in

 d
a

ta
 s

o
u

rc
e
s 

is
 n

o
t 

u
p

d
a

te
d

 f
a

st
 e

n
o

u
g

h
 f

o
r 

ID
M

 
to

 w
o

rk
 a

s 
d

e
si

re
d

E
xp

e
ct

a
tio

n
s 

o
f 

ca
p

a
b

ili
ty

 o
f 

ID
M

 s
y
st

e
m

 a
re

 t
o

o
 h

ig
h

ID
M

 c
a

n
n

o
t 

w
o

rk
 f

a
st

 
e
n

o
u

g
h

 t
o

 p
ro

ce
ss

 a
ll 

e
ve

n
ts

 
th

a
t 
o

cc
u

r 
in

 y
o

u
r 

in
st

it
u

tio
n

L
a

ck
 o

f 
b

u
y-i
n

 f
ro

m
 s

e
n

io
r 

m
a

n
a

g
e

m
e
n

t

P
ro

b
le

m
s 

in
 u

n
d

e
rl
y
in

g
 d

a
ta

 
e
xp

o
se

d
 t

h
ro

u
g

h
 r

e
a

l-t
im

e
 

in
te

g
ra

tio
n

 b
e
tw

e
e
n

 Χ O
th

e
r

1
1
7 1
2
8

8
0

5
0

7
5

1
5
7

2
9

T
o

ta
l c

a
lc

u
la

te
d

 s
c
o

re

2.3.8 Major risks to IDM



The Identity Project ς Identity Management Survey Findings ς October 2007 

 

 

 

Figure 29 - Q2.4.1 Forecast IDM expenditure in next 3 years 

Conclusions: The majority of institutions are planning on spending between £50k and £100k over the 

next three years. 

Q2.4.2 Would you consider combining open source, in-house developed, and COTS software in an 

IDM solution? 

Question type: Single choice. 

Purpose of question: Given the current state and range of IDM software available, and the range of 

existing systems in an institution, it is likely that any IDM system will have to integrate with a wide 

range of software, including open source, in house developed and commercial. This question aims to 

assess institutional readiness for this complexity necessary in many cases. 

Responses: 51 respondents answered this question. Of those, 90% indicated that they would 

consider combining these different types of software in an IDM solution, while only 10% indicated 

that they would not. 

 

Figure 30 - Q2.4.2 Would institutions combine Open Source/COTS software in an IDM solution? 

Conclusions: The vast majority of institutions are comfortable with the idea of combining Open 

Source Software, Commercial software, and in-house developed software. This implies that 

institutions are flexible about how they implement IDM. 
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Q2.4.3 To what degree does your institution think a new IDM solution and existing business 

processes should fit together? 

Question type: Single choice, scale. 

Purpose of question: Institutions can implement IDM designing it to totally fit in with existing 

business processes, can implement IDM and change their practises to fit in with it, or choose 

somewhere in between these two extreme ends of the same scale. This questions aims to 

understand which approach most institutions think is the best when adopting IDM. 

Responses: 47 respondents answered this question. Of those, 11% chose the end of the scale of an 

IDM accommodating all existing business processes; 38% (the most common answer) think that an 

IDM should accommodate most existing business processes but that the institution should be willing 

to change to enable improved IDM; 25% (the third most common answer) think that a balanced 

approach is best; 26% (the second most common answer) think that IDM should be used as a 

catalyst for change of business processes; while nobody responded that an institution should change 

itself to fit an IDM solution. 

 

Figure 31 - Q2.4.3 What degree should IDM solutions and existing business processes fit together 

Conclusions: There appears to be no overwhelming consensus about which approach to integrating 

existing business processes and new IDM systems is best. However, the most common approach 

chosen by respondents is that an IDM system should be designed to fit in with existing business 

processes, but that they should be willing to change where necessary. 

Q2.4.4 What are the greatest challenges to your institution's take up of IDM? 

Question type: wŀƴƪ ǘƻǇ рΣ ŦǊŜŜ ǘŜȄǘ άhǘƘŜǊέ ƻǇǘƛƻƴΦ 

Purpose of question: There are many possible challenges that need to be overcome at an institution 

when implementing IDM. This question aims to ascertain which particular challenges institutions see 

as the greatest. 

Responses: 50 respondents answered this question. Of those, the top three highest scoring 

challenges all had similar scores, while the remaining challenges had significantly lower scores. The 
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highest scoring challenge to taking up IDM, with a score of 122, is the challenge of data integrity 

problems (accuracy/consistency of data, etc.). Second, with a score of 106, is the challenge of higher 

current IT priorities. Third, with a score of 100, is the challenge of the difficulty developing policies 

and procedures. Next, with 71, is the lack of clarity of understanding of the meaning and advantages 

of IDM. Next, with 58, is the issue of problems with existing infrastructure. Next comes lack of IT 

staff experience (56), the challenge of finding adequate funding (55), lack of ownership of IDM by a 

central group (50), lack of senior management commitment to IDM and lack of guidance regarding 

best practise for IDM (both with 37), lack of a concrete business case for IDM (33). Finally, we have 

lack of acceptable ROI and problems with vendor software and/or support, both with a score of 23. 

Other answers scored a total of 10, with such challenges as: 

¶ άSecuring technical support from the other corporate systemsέ 

¶ άLack of experience of 3rd party suppliersέ 

¶ άInadequacies in institutional and/or sector policies (e.g. license/IPR management)έ 

 

Conclusions: The three highest scoring challenges by far are the challenges of data integrity 

problems, of developing policies and procedures for IDM, and for higher current IT priorities. 

Q2.4.5 Have you used, are you currently using, or do you plan to use external consultants to assist 

with your IDM efforts in any of the following areas? 
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Question type: Multiple choice, free text άhǘƘŜǊέ ƻǇǘƛƻƴΦ 

Purpose of question: Since many institutions do not have in-house staff with a great deal of 

experience of implementing production IDM systems, many may choose to contract external 

consultants to assist with one or more of many possible areas of IDM. This question aims to 

understand which of these areas consultants are most often used in. 

Responses: 51 respondents answered this question. The most common area to use external 

consultants to assist with, chosen by 52% of respondents, is the area of architecture and design of 

IDM. Second, chosen by 46%, is in the area of software development and implementation. Third, 

chosen by 33%, is in the area of education and training. Fourth, chosen by 17%, is the area of 

assisting with organisation and or process change. Fifth, chosen by 12%, is the area of developing a 

business plan. Sixth, chosen by 8%, is the area of policy development. Seventh, chosen by 6%, is the 

area of change management. 4% of respondents answered with another option. These included 

άExploring partnership with other HEIs in the regionέΣ ŀƴŘ ǘƘŜ ŎƻƳƳŜƴǘ άtoo early to define how we 

need to progressò. 25% of respondents indicated that they had not used external consultants at all. 

Interestingly, there seems to be no obviously correlation between how respondents answered this 

question and how well they rated their identity management in Q2.2.1. 

 

Figure 32 - Q2.4.5 IDM implementation activities that external consultants have been used for 

Conclusions: External consultants have been used for a wide variety of IDM related tasks across 

responding institutions. The three most common tasks performed by such consultants have been in 

assisting with architecture and design of IDM, software development and implementation of IDM, 

and in education and training. 
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Federated Access Management 

Q2.5.1 When do you think your institution will need to participate in a Federated Identity 

Solution? 

Question type: Single choice, scale. 

Purpose of question: Federated Access Management has been very widely discussed in the UK 

academic community. This question aims to find out when institutions think they will have a need to 

participate with such technologies. 

Responses: 50 respondents answered this question. Of those, nobody answered that they did not 

see a need, only 4% see a need in three years or more, 6% between two and three years from now, 

22% between one and two years from now, 35% in the next year, and 31% have a need now. 2% did 

not know. 

 

Figure 33 - Q2.5.1 When institutions see a need to participate in Federated Identity Solution 

Conclusions: 88% of responding institutions see a need to participate in a Federated Access 

Management solution sometime between two years from now and already having a need. Only 31% 

already see a need, however. This seems to indicate that the majority of intuitions see that 

Federated Access Management is going to be important in the near future, but that the tipping point 

of a current need has not yet been reached. 

Section 3 ɀ Policy  

Q3.1.1 Please indicate the current state of documented policy for the following: 

Question type: Single choice, multiple items. 

Question purpose: Tasks associated with IDM should probably have documented policy; this enables 

the business rules associated with that task to be a part of the IDM. However, such tasks often have 

no formal documented policy; such rules just exist in the code of the systems or in the heads of the 

people responsible for the systems that implement the tasks. This question aims to understand just 

how many institutions have formally documented policy around such tasks. 
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Responses: 51 respondents answered this question. Of these, the responses to five areas ς the areas 

of assigning email addresses, assigning usernames, establishing identity of members, user 

authentication and user/identity/account deletion ς all have roughly similar results. 49-65% of 

respondents indicated that they have a  completed policy, 24-36% has a draft policy, and 10-16% do 

not have either. Of the other responses, in the case of establishing the identity of visitors only 29% 

have a completed policy, 35% have a draft policy, and 25% do not have either. For graded 

authentication, 20% have a completed policy, 30% have a draft policy, and 44% have neither. For 

user authorisation, 37% have a completed policy, 35% have a draft policy, and 27% have neither. 

 

Figure 34 - Q3.1.1 Current state of documented policy 

Conclusions: The majority of institutions have a complete or draft policy for most of the areas 

discussed in the question. The main areas where policies are not as widespread are the areas of 

establishing identity of visitors, graded authentication, and user authorisation. 

Q3.1.2 We are attempting to create a collection of policies from various institutions, for purposes 

of comparison. 

Question type: Multiple choice, multiple items. 

Purpose of question: Information gathering for TIdP. 

Responses: N/A. 

Conclusions: N/A. 

Q3.1.3 Please give the URLs to any of the documents discussed in the previous question. 

Question type: Free text. 
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Purpose of question: Information gathering for TIdP. 

Responses: N/A. 

Conclusions: N/A. 

Q3.2.1 For staff in sensitive roles do you require stronger identity proofing? 

Question type: Single choice. 

Purpose of question: IDM is about more than just technology; a major part is business processes of 

an institution. This question aims to understand how institutions handle a key IDM business process 

ς that of requirements for identity proofing of people with particularly sensitive roles, or non-

standard students and staff. 

Responses: All respondents answered this question. Of those, the majority (56%) do not require 

stronger identity proofing; 36% do; while 2% replied that they were planning to do. The remaining 

6% did not know. 

 

Figure 35 - Q3.2.1 Stronger identity proofing for staff in sensitive roles 

Conclusions: There is no clear consensus in responding institutions as to whether strong identity 

proofing is used for people in sensitive roles. Those which do not require it are the most prevalent, 

but not by a large margin. 

Q3.2.2 LŦ ȅƻǳ ŀƴǎǿŜǊŜŘ άȅŜǎέ ƻǊ άǇƭŀƴƴƛƴƎ ǘƻ Řƻέ ƛƴ ǘƘŜ ǇǊŜǾƛƻǳǎ ǉǳŜǎǘƛƻƴΣ Ƙƻǿ Řƻ ȅƻǳ Řƻ ƛǘΣ ŀƴŘ 

what form of ID do you require? 

Question type: Free text. 

Purpose of question: For those institutions that do require stronger identity proofing for staff in 

sensitive roles, this question aims to understand how this process is accomplished. 

Responses: 21 respondents answered this question. Of those, 11 indicated that for access to 

particularly sensitive systems paper based processes requiring a signature from a senior member of 

staff are required; 5 indicated that the owners of the systems in question gave access 
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Conclusions:  A large proportion of institutions deal with giving access to sensitive systems through 

manual processes usually involving needing signatures from senior members of staff vouching for a 

person needing access. 

Q3.2.3 Are temporary accounts created for visitors? 

Question type: Single choice. 

Purpose of question:  IDM is about more than just technology; a major part is business processes of 

an institution. This question aims to understand whether visitors to an institution get given access to 

IT facilities in the form of temporary accounts. 

Responses: All respondents answered this question. Of those, an overwhelming 92% of respondents 

answered that they do create temporary accounts for visitors, while 8% do not. 

 

Figure 36 - Q3.2.3 Temporary accounts for visitors 

Conclusions: Any IDM system in an institution will almost certainly have to be able to handle the 

creation and deletion of accounts for more than just standard students and member of staff; other 

categories of users, such as visitors, will also need to be taken into account. 

Q3.2.4 For campus visitors and guests, do you require identity proofing? 

Question type: Single choice. 

Purpose of question: IDM is about more than just technology; a major part is business processes of 

an institution. This question aims to understand how institutions handle a key IDM business process 

ς that of requirements for identity proofing of people with particularly sensitive roles, or non-

standard students and staff. 

Responses: 50 respondents answered this question. Of those, the majority (60%) of respondents 

indicated that some form of identity proofing was required for visitors/guests of an institution. 26% 

indicated that this was not required, while a further 8% indicated that it was not currently required, 

but that this was planned. 6% did not know. 
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Figure 37 - Q3.2.4 Identity proofing for campus visitors and guests 

Conclusions: The majority of institutions do require some form of identity proofing for campus 

visitors/guests. Thus, an IDM system that provisions identities and accounts for such people will 

likely need to take into account the business processes of the institution that accomplish this 

identity proofing. 

Q3.2.5 LŦ ȅƻǳ ŀƴǎǿŜǊŜŘ άȅŜǎέ ƻǊ άǇƭŀƴƴƛƴƎ ǘƻ Řƻέ ƛƴ ǘƘŜ ǇǊŜǾƛƻǳǎ ǉǳŜǎǘƛƻƴΣ Ƙƻǿ Řƻ ȅƻǳ Řƻ ƛǘΣ ŀƴŘ 

what form of ID do you require? 

Question type: Free text. 

Purpose of question: For those institutions that do require identity proofing for visitors to an 

institution, this question aims to understand how this process is accomplished. 

Responses: 30 respondents answered this question. Of those, various answers were given, but two 

common answers cropped up. These were centred around the areas of how the process worked, e.g. 

ά9ŀŎƘ ǾƛǎƛǘƻǊκƎǳŜǎǘ ƛǎ άǎǇƻƴǎƻǊŜŘέ ōȅ ŀ ǎŜƴƛƻǊ ƳŜƳōŜǊ ƻŦ ǘƘŜ ǳƴƛǾŜǊǎƛǘȅ ǿƘƻ ǾƻǳŎƘŜǎ ŦƻǊ ǘƘŜ ǳǎŜǊ 

and puts the request into central IT for the account creationά, ŀƴŘ Ƙƻǿ ǘƘŀǘ ǇŜǊǎƻƴΩǎ ƛŘŜƴǘƛǘȅ ƳƛƎƘǘ 

be verified, e.g. άRely on sponsoring individual to confirm the ID of the person requesting the 

serviceέ. 

Conclusions:  aŀƴȅ ǊŜǎǇƻƴŘŜƴǘǎ ǳǎŜ ǘƘŜ ƛŘŜŀ ƻŦ άǎǇƻƴǎƻǊǎƘƛǇέ ƻŦ ŀŎŎƻǳƴǘǎ ƎƛǾŜƴ ǘƻ vistors/guests, 

relying on the sponsor to vouch for that person and confirm their identity. While this devolvement 

of responsibility may be an effective way to manage the process of handing out accounts in a 

responsible manner, institutions should consider documenting a policy on identity proofing 

requirements that sponsors should follow to ensure consistency across the institution. 

Section 4 ɀ Data Integration  

Data Integration Issues  

Q4.1.1 What data issues present a significant challenge to implementing IDM at your institution? 

Question type: Multiple choice, free text άhǘƘŜǊέ ƻǇǘƛƻƴΦ 
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Purpose of question: This question seeks to discover what institutions are finding the biggest hurdles 

to implement IDM. This information could be used by institutions just embarking upon an IDM 

project to understand the issues that they are likely to hit. 

Responses: 51 respondents answered this question by choosing at least one of the options. Of those, 

the two most common responses were inconsistencies of data definitions between systems, and 

poor accuracy/timeliness of data in data sources, each chosen by 75% of respondents. Next, chosen 

by 63% of respondents, is the problem of duplication of data in multiple systems. This is followed by 

a lack of establish ownership of data, chosen by 46%, which is in turn followed by the problem of 

necessary data not yet collected in existing systems, chosen by 40%. 12% chose to give another 

response; these responses included: 

¶ The variety of sources for non standard staff and students holding identity information; 

¶ Institutional inertia; 

¶ Data duplication within the same system 

¶ Convincing data owners to allow their systems to be linked to an IDM system. 

 

Figure 38 - Q4.1.1 Data issues presenting a challenge to implementing IDM 

Conclusions: Quality of data seems to be the most common data issues; indicated by respondents in 

the form of data not being accurate or timely enough. Follow-on work, and the institutional audit 

part of the TIdP has shown that this is not a problem with the data in data authorities per se, it is 

often a problem caused through the repurposing of data. This data may be accurate and timely 

enough for purposes of the system which holds the information; this may not, however, match the 

needs of an IDM system. 
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Q4.1.2 For existing vendor-supplied, or in-house developed, systems, how willing are the 

developers (or maintainers) to accommodate changes (e.g. to integrate with an IDM solution)? 

Question type: Single choice, scale. 

Purpose of question: If an institution wishes to implement an IDM system which is linked to existing 

systems then sometimes changes to these systems may need to be undertaken in order to provide 

the functionality of such linkages. This question aims to discover the ability that institutions have to 

effect changes to these systems. 

Responses: 46 respondents answered this question. Of those, developers of systems of 15% of 

respondents are not willing to make any changes at all to integrate with an IDM system. 31% are 

willing to make changes for the institution, but do no guarantee future support of these changes. 

37% are willing to make changes and support them. Finally, 17% are willing to let institutions make 

changes themselves. 

 

Figure 39 - Q4.1.2 Ability to change systems 

Conclusions: 85% of respondents have at least some ability to effect changes to their systems. These 

are promising results, since existing systems will often need changes or additions in order to link 

with an IDM system. 

Q4.1.3 Which data storage technologies do you use that stores corporate data? 

Question type: Multiple Choice, free text άOǘƘŜǊέ ƻǇǘƛƻƴΦ 

Purpose of question: Institutions will likely use a variety of technologies to store corporate data. If 

IDM systems are to be linked to such corporate data sources, knowing which technologies are most 

heavily used will allow IDM product vendors to concentrate on supporting those technologies as 

soon as possible. 

Responses: 51 respondents answered this question. Of those, by far the most common two storage 

technologies for corporate data are Oracle and Microsoft SQL Server, used by 88% and 79% of 

respondents respectively. The next most common two technologies, used by 35% and 33% of 

respondents respectively, are Microsoft Access and MySQL. The next most common, indicated by 

23% of respondents, are flat files. This is followed by other relational database systems (17%), 
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PostgreSQL (12%), Ingress (4%), other non-relational database systems (4%), and DB2 (2%). 21% of 

ǊŜǎǇƻƴŘŜƴǘǎ ŀƭǎƻ ŎƘƻǎŜ ǘƘŜ άhǘƘŜǊέ ƻǇǘƛƻƴΦ !ƴǎǿŜǊǎ ƘŜǊŜ ƛƴŎƭǳŘŜŘΥ 

¶ CMS; 

¶ Data stored on Athens servers; 

¶ FileMaker Pro; 

¶ LDAP; 

¶ HiCom Intrepid; 

¶ Planning files; 

¶ Squid; 

¶ Spreadsheets. 

 

Figure 40 - Q4.1.3 Storage technologies used for storing corporate data 

Conclusions: By a large margin the two most common technologies used to store corporate data are 

Oracle and Microsoft SQL Server. Microsoft Access and MySQL follow. Thus, these are a good set of 

ǘŜŎƘƴƻƭƻƎƛŜǎ ǘƘŀǘ ŀƴ L5a ǎȅǎǘŜƳ ǎƘƻǳƭŘ ǎǳǇǇƻǊǘ ǘƻ ŜƴŀōƭŜ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǿƛǘƘ ŀƴ ƛƴǎǘƛǘǳǘƛƻƴΩǎ 

corporate data. 

Purchasing Corporate Systems 

Q4.2.1 Having a single vendor for all/most of our corporate applications is important to my 

institution 

Question type: Five point Likert scale. 

Purpose of question: It is commonly thought that having a single vendor providing all or most 

corporate applications enhances interoperability between these systems, and hence also with IDM. 

This question aims to establish institutional opinion on this conjecture. 
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4.1.3 Storage technologies for corporate data




