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1  History

Version 1.1 – first updated version following feedback, published 03 February 2005


Principal changes:


Updates to discussion of grouping of attributes



Clarification of usage for authorised category



Fix for errors in SAML embedding
Version 1.0 – first public version, published 17 June 2004

2  Purpose

The UKeduPerson study carried out a series of information gathering excercises during 2004 to assess strengths and weaknesses of similar ‘xxEduPerson’ schemas already in use. This included information gathering from higher and further education institutions and from secondary schools to identify relevant institutional initiatives, and to determine common and sector-specific requirements for a potential ‘lifelong learning’ schema compatible with current DfES initiatives. This exercise was the main source for this draft schema for describing individuals involved in UK further and higher education.

This document describes the UKeduPerson schema for describing data about individuals affiliated to a UK higher education institution, including mechanisms for making the data anonymised. Three different versions of the schema are described:

1. A straight XML [1] version, just including the data in the schema.

2. A description of how to embed the information described in the XML schema into the SAML standard [8].

3. An LDAP [4] version for compatibility with legacy directory systems.

The discussions leading to this document made it clear that institutions are not happy with the idea of passing personal data about users to external organisations. However, it is essential to record some individualised data (an LDAP record has to be related to an individual to make sense in this context), so a range of individualised attributes have been included in this specification. This does not mean that such information needs to be passed to external organisations, merely that is may be available should it be required. Passing attributes should be regulated through the use of one or more attribute release policies, as it is in the Shibboleth [10] architecture; these will be controlled by institutions so that only information that they feel can be released without violating the individual's privacy or legal rights will be made available.

Note that in this document the word “attribute” is used in two senses, as the name of a property of an individual and in its technical sense in the XML standard. It should be possible to work out which sense is intended from the context.

3  UKeduPerson XML Schema, Straight Version

3.1  Description

The Straight Version of the UKeduPerson schema is not intended to be used in practice. Instead, it is expected that it will be easier to understand the schema in this form, without the extra complexity which comes from embedding it in SAML. This version also puts on record our desire to see the use of grouping for attributes, which is something which is not fully supported by the current SAML standard.
Element: UKeduPerson

Parent: None

Required: Yes

Repeatable: No

Attributes: version (required), language, XML namespace and schema attributes

Text: Not permitted

Description: Container for UKeduPerson data about an individual. The version attribute should be set to 1.1 for an XML document conforming to the version of the schema described in this document. The language attribute is used to define the language used in the data; the default is English.

Element: institution

Parent: UKeduPerson

Required: No

Repeatable: No

Attributes: ldapURI, securityDomain (required), telephoneNo, facsimileNo, contactEmail, mainURI, staffListURI, libraryPortalURI, admissionsURI, libraryCatalogueURI

Text: Permitted

Description: Contains data about the institution which is asserting the data about the individual. The data included here is based on the recommendations of the JISC Scoping study into Institutional Profiling and Terms & Conditions services [5]. The text node for this element will contain the formal institution name if non-empty. The securityDomain attribute identifies the security domain which has set the security policy for the user described. In the UK higher and further education context, this will generally be the domain name for the institution. The remaining attribute names describe their contents; in the UKeduPerson context, the contactEmail should be an address to contact for information about the data included in the UKeduPerson document (e.g. the directory administrator).

Element: postalAddress

Parent: institution

Required: No

Repeatable: No

Attributes: (none)

Text: Required

Description: Contains the postal address of an instituiton.

Element: individual

Parent: UKeduPerson

Required: No (but either this element or at least one categoryGroup element are required)

Attributes: givenName, initials, labeledURI, mail, manager, preferredLanguage, seeAlso, sn, street, title, uid, uniqueIdentifier, x500uniqueIdentifier, eduPersonTargetedID

Text: Not permitted

Description: Contains information which can be used to uniquely identify an individual. The intention is that for the majority of purposes this information is unnecessary, but it may be needed in some cases. Institutions which reveal this information should be aware of privacy issues concerning publication of this data, and seek the consent of the individual involved where necessary. The attributes and elements which are child nodes of individual are based on the descriptions in the eduPerson schema [9], filtered to list those which uniquely identify an individual, and this should be referenced for definitions of the data fields. (The exception is the eduPersonPrincipalName field, which is replaced by a more flexible standardisedIdentifier element.) Readers are reminded that the mail attribute contains an email address.

Element: standardisedIdentifier

Parent: individual

Required: No

Repeatable: No

Attributes: form

Text: Required

Description: Contains as text a standardised identifier for the individual, such as an LDAP DN identifying a record in the institution LDAP server (as referenced by the ldapURL attribute of the institution element). The form attribute describes the format of the textual data; while any string is permitted here, suggested values include “ldapDN”, “localUserid”, “ldapCN”, “libraryID”, “localCardID”.

Element: eduPersonNickname

Parent: individual

Required: No

Repeatable: No

Attributes: (none)

Text: Required

Description: See the eduPerson specification [9].

Element: description

Parent: individual

Required: No

Repeatable: Yes

Attributes: (none)

Text: Required

Description: See the eduPerson specification [9].

Element: displayName

Parent: individual

Required: No

Repeatable: No

Attributes: (none)

Text: Required

Description: See the eduPerson specification [9].

Element: facsimileTelephoneNumber

Parent: individual

Required: No

Repeatable: Yes

Attributes: (none)

Text: Required

Description: See the eduPerson specification [9].

Element: homePhone

Parent: individual

Required: No

Repeatable: Yes

Attributes: (none)

Text: Required

Description: See the eduPerson specification [9].

Element: homePostalAddress

Parent: individual

Required: No

Repeatable: Yes

Attributes: (none)

Text: Required

Description: See the eduPerson specification [9].

Element: jpegPhoto

Parent: individual

Required: No

Repeatable: Yes

Attributes: (none)

Text: Required

Description: See the eduPerson specification [9].

Element: mobile

Parent: individual

Required: No

Repeatable: Yes

Attributes: (none)

Text: Required

Description: See the eduPerson specification [9].

Element: pager

Parent: individual

Required: No

Repeatable: Yes

Attributes: (none)

Text: Required

Description: See the eduPerson specification [9].

Element: postalAddress

Parent: individual

Required: No

Repeatable: Yes

Attributes: (none)

Text: Required

Description: See the eduPerson specification [9].

Element: postalCode

Parent: individual

Required: No

Repeatable: Yes

Attributes: (none)

Text: Required

Description: See the eduPerson specification [9].

Element: postOfficeBox

Parent: individual

Required: No

Repeatable: Yes

Attributes: (none)

Text: Required

Description: See the eduPerson specification [9].

Element: telephoneNumber

Parent: individual

Required: No

Repeatable: Yes

Attributes: (none)

Text: Required

Description: See the eduPerson specification [9].

Element: userCertificate

Parent: individual

Required: No

Repeatable: Yes

Attributes: (none)

Text: Required

Description: See the eduPerson specification [9].

Element: userPassword

Parent: individual

Required: No

Repeatable: Yes

Attributes: (none)

Text: Required

Description: See the eduPerson specification [9]. (This field is encrypted.)

Element: userSMIMECertificate

Parent: individual

Required: No

Repeatable: Yes

Attributes: (none)

Text: Required

Description: See the eduPerson specification [9].

Element: categoryGroup

Parent: UKeduPerson or categoryGroup 

Required: No (but either one or more categoryGroup element or an individual element are required in a UkeduPerson document)

Attributes: (none)

Text: Not permitted

Description: Contains a group of category elements which between them describe a role belonging to a user, without specifying a user directly. This mechanism is used to allow cross referencing in a way that is is not possible with an LDAP schema, in order to express complex data describing users with multiple roles. Where users have multiple roles, it is often important for attributes describing the user to be able to be linked. For example, if a user is a staff member in the drama department and a student in physics, they might have radically different rights in either role, and ones which are different again from a student in the drama department or a staff member in the physics department. So it is important to be able to disentangle which category goes with which departmental affiliation. Cross-references are made using the categoryRef attribute, which should contain a categoryID for some other category within the same document. This attribute may be nested, so that for example it is possible to group all the categories relevant to an individual, then have a subgroup of all the categories relevant only to one role.

Element: category

Parent: categoryGroup

Required: Yes

Repeatable: Yes

Attributes: type (required), subtype, coding, uri, furtherInfo

Text: Not permitted

Description: The core of the UKeduPerson schema, the category element describes a group of users to which an individual belongs, without identifying a specific person directly. This can be used to obtain access to resources without revealing private information. Note that it may be possible in some cases to take a set of category elements describing an individual's group memberships and work out the specific person being described (e.g. a student might be uniquely described by the list of modules they are taking, or there may only be one professor of economics who is also an alumnus); the effort involved and the access to information required means that this is not considered a serious security issue.

The coding attribute describes the standard used to record the data in the categoryValue elements; for categories which are described by a natural language string, this attribute is not needed. For the majority of occurrences, this should be the string “HESA”, which will indicate that the category is based on part of the HESA profiles [3] of staff and students (for higher education) or “ILR”, which will indicate that the category is based on part of the Learning+Skills Council Individualised Learner Record [6] (for further education). Where this is the case, the subtype attribute should be used to indicate which HESA field is being described by the element, in the form “documentID/fieldID” e.g. 03026/011 for a category element giving the Grade Structure of a staff member. For codings where information is available online to describe the standard, further information identifying a category can be given with the uri attribute, which should be a pointer to the location of details on the specific field where available or the standard as a whole. Where a single URI is not enough (e.g. for the consortium category described below), a second URI can be given via the furtherInfo attribute.

The following tables list the HESA and ILR categories that we would expect to be supported, as a minimum. This is not intended to be prescriptive, either in the sense that all of these fields must be supported or in the sense that only these fields can be supported. In addition, these fields do not need to be passed on to the requester; in many cases, they would allow an institution to make the authorisation decision but should not be passed on to a resource provider.

Table 1 – HESA Codes Supported in UKeduPerson (advisory)

	HESA Code
	Field Name
	URL of Description

	03011/036
	Good standing marker
	http://www.hesa.ac.uk/manuals/03011/fe036.htm

	03011/041
	General qualification aim of student
	http://www.hesa.ac.uk/manuals/03011/fe041.htm

	03011/043
	Subject of qualification aim
	http://www.hesa.ac.uk/manuals/03011/fe043.htm

	03011/053
	Teacher training course identifier 
	http://www.hesa.ac.uk/manuals/03011/fe053.htm

	03011/070
	Mode of study
	http://www.hesa.ac.uk/manuals/03011/fe070.htm

	03011/072
	Year of programme
	http://www.hesa.ac.uk/manuals/03011/fe072.htm

	03013/013
	Subject area of study 1
	http://www.hesa.ac.uk/manuals/03013/fe013.htm

	03013/016
	Subject area of study 2
	http://www.hesa.ac.uk/manuals/03013/fe013.htm

	03025/015
	Academic discipline 1
	http://www.hesa.ac.uk/manuals/03025/fe015.htm

	03026/006
	Terms of employment
	http://www.hesa.ac.uk/manuals/03026/fe006.htm

	03026/007
	Mode of employment
	http://www.hesa.ac.uk/manuals/03026/fe007.htm

	03026/008
	Academic employment function 
	http://www.hesa.ac.uk/manuals/03026/fe008.htm

	03026/011
	Grade structure
	http://www.hesa.ac.uk/manuals/03026/fe011.htm

	03026/012
	Senior management post holder
	http://www.hesa.ac.uk/manuals/03026/fe012.htm


Table 2 – ILR Codes Supported in UKeduPerson (advisory)

	ILR Code
	Field Name

	A09
	Learning aim reference

	A14
	Reason for partial or full non - payment of tuition fees


	A15
	Programme type

	A26
	Sector framework of learning

	A34
	Completion status

	A44
	Placement employer name


Elsewhere in this document is a list defining some central definitions useful for authorisation for resource access which are unlikely to be covered by other schemes, for terms such as “member”, “authorised”, etc. The simplest possible UKeduPerson document contains a single category element, describing an individual as “authorised” (meaning that the institution concerned has checked and determined that the individual is permitted to access a resource).

In addition, it is possible for anyone to create a new list of categories of user, for use as per some agreement. Institutions may well wish to do this for categories of courses and modules with which an individual is connected, either as a student or staff member; resource providers may wish to have customised categories of users or roles who can access different sections of a resource. In particular, eduPersonEntitlement values agreed in a Shibboleth federation should be recorded in this manner, with the URI of the entitlement being used as the value and “eduPersonEntitlement” as the coding method (see the eduPerson specification [9] for more details).

It is anticipated that institutions will need to maintain their own list of data describing local categories, in particular to describe course modules as it becomes necessary to know which modules are being taken for access to particular resources. Where local category codings are used, the coding attribute should take the form “local:institution.ac.uk”.

The type attribute gives a natural language name for the category, e.g. “Mode of employment”. Where the coding attribute is present, this should be the official name for the category given by the standard being used. Ideally, there should always be a trio of coding, type and uri attributes, but it is recognised that this may not be possible at the early stages in the development of authorisation attributes of this kind.

Element: categoryValue

Parent: category

Required: No

Repeatable: Yes

Attributes: encodedValue

Text: Permitted (required where the encodedValue attribute is missing)

Description: This element contains the value of the attribute described by the category element which is its parent. Where multiple values are possible, it is repeated. Where the encodedValue attribute is present, this should take the value described in the encoding used for the category; in this case, the text node should be a natural language equivalent if present. Where the attribute is not present, there must be a text node, containing the natural language value of the category. The element is not required for categories (such as alumnus or member described below) where the presence or absence of the category indicates all that is needed.

3.2  Central Categories for Authorisation

This section lists some user categories which do not fall within the scope of standards such as HESA but which are going to be useful for authorisation purposes. Where these categories are used, the coding attribute of the category element should be set to “UkeduPerson”.

These descriptions of categories also form the basis for a collection of values which may be used in the eduPersonEntitlement attribute to describe an individual in a directory. To turn the category into a URN, prepend “urn:uk.ac.ukeduperson:category:” to the name of the category, and follow it with “:” and the value taken, where a value is set.  Examples are given for each category.
Category: alumnus

Description: Describes an individual who has access to resources as a former student of the institution. Present only when the individual is asserted to be a former student.

Values: Contains no text.

Example usage as URN:  urn:uk.ac.ukeduperson:category:alumnus
Category: authorised

Description: Describes whether or not the individual concerned is permitted to access the system from which an authorisation query has been received. Where absent, access to the resource in question should be determined from the other attributes describing the individual. The purpose of this category is to permit the institution to withhold every piece of information about the individual other than the determination that the institution has made as to whether they should be permitted to access the resource.  This does not fit in with the usual access model used by Shibboleth [10], which assumes that the resource owner should make the decision whether or not to permit access on the basis of the attribute values received from the institution, and should only be used where there is a bilateral agreement with the resource holder specifically permitting its use.
Values: “Y” (access is permitted), “N” (access is not permitted)

Example usage as URN:  urn:uk.ac.ukeduperson:category:authorised:Y
Category: contractor

Description: Describes an individual who has a temporary contractual relationship to the institution of a non-academic nature (e.g. consultants). Present only when the individual has such a relationship to an institution.

Values: Contains no text.

Example usage as URN:  urn:uk.ac.ukeduperson:category:contractor
Category: honorary

Description: Describes an individual who has an academic relationship to the institution but is not on the payroll. Present only when the individual has such a relationship to an institution.

Values: Contains no text.

Example usage as URN:  urn:uk.ac.ukeduperson:category:honorary
Category: member

Description: Describes an individual who has a long-term contractual relationship to an institution (e.g. as an employee or student), as opposed to those with short-term relationships (e.g. contractors) or relationships not current at the instant of production of the UKeduPerson document (e.g. alumni or applicants). Present only when the individual has such a relationship to the institution.

Values: Contains no text.

Example usage as URN:  urn:uk.ac.ukeduperson:category:member
Category: visitor

Description: Describes an individual who is an academic visitor to an institution; such individuals are generally still considered to be members of their home institution but have rights to some resources due to their connection to the institution being visited. Present only when the individual has such a relationship to the institution. This does not cover library walk-in users who are entitled to resource access by virtue of consortium agreements between their home institution and the library concerned; such users do not have the type of relationship to the library's institution that this category describes. (See consortium category below for the mechanism to describe such users.)

Values: Contains no text.

Example usage as URN:  urn:uk.ac.ukeduperson:category:visitor
Category: consortium

Description: Describes consortial membership which confers rights on the individual as a member of an institution which is part of a consortium. This should include library consortia which give access to libriaries outside the home institution. The furtherInfo attribute should contain the URI for the consortium web site.

Values: Name of consortium.

Example usage as URN:  urn:uk.ac.ukeduperson:category:consortium:ProjectName
3.3  Examples

The following is a sample description of an individually identified higher education staff member.

<?xml version="1.0"?>

<UKeduPerson xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"


xmlns="http://www.angel.ac.uk/UKeduPerson"

  
xsi:schemaLocation="http://www.angel.ac.uk/UKeduPerson 

http://www.angel.ac.uk/UKeduPerson/schemas/UKeduPerson-1.0.xsd"      


version="1.0">

  <institution ldapURL="ldap://ldap.higher.ac.uk:389/"


securityDomain="higher.ac.uk">The Higher Education Institution</institution>

  <individual givenName=”Jane” initials=”J.” mail=”j.doe1@higher.ac.uk” sn=”Doe”>

    <standardisedName form="LDAPDN">CN=Jane Doe,dn=The Higher Education Institution,dn=ac,dn=uk</standardisedName>

    <phone>+44 (0) 123 456 789</phone>

  </individual>

  <categoryGroup>

    <category type="Academic Discipline 1" 


coding="HESA"

      subType=”03025/015”


uri="http://www.hesa.ac.uk/manuals/03025/fe015.htm">


<categoryValue encodedValue=”X”>Education</categoryValue>

    </category>

    <category type="Grade Structure" 


coding="HESA"

      subType=”03026/011”


uri="http://www.hesa.ac.uk/manuals/03026/fe011.htm">


<categoryValue encodedValue=”01”>Lecturer (PCEF scale)</categoryValue>

    </category>

    <category

      coding=”UKeduPerson”

      type=”member”

      uri=”http://www.angel.ac.uk/SECURe/UKeduPerson/UKeduPerson_schema.pdf”/>

    <category

      coding=”UKeduPerson”

      type=”consortium”

      uri=”http://www.angel.ac.uk/SECURe/UKeduPerson/UKeduPerson_schema.pdf”


furtherInfo=”http://www.uklibrariesplus.ac.uk/”>UK Libraries Plus</category>

  </categoryGroup>

</UkeduPerson>

The following is a sample description of an anonymised further education student.

<?xml version="1.0"?>

<UKeduPerson xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"


xmlns="http://www.angel.ac.uk/UKeduPerson"

  
xsi:schemaLocation="http://www.angel.ac.uk/UKeduPerson 

http://www.angel.ac.uk/UKeduPerson/schemas/UKeduPerson-1.0.xsd"      


version="1.0">

  <institution ldapURL="ldap://ldap.further.ac.uk:389/"


securityDomain="further.ac.uk">The Further Education Institution</institution>

  <categoryGroup>

    <category

      coding=”UKeduPerson”

      type=”member”

      uri=”http://www.angel.ac.uk/SECURe/UKeduPerson/UKeduPerson_schema.pdf”>member</category>

  <category type="Learning Aim Reference" 


coding="ILR" 


subType=”A15” 

      url="http://www.lsc.gov.uk/National/Partners/Data/DataCollection/ILR/IL

Rspecification/ILRSpec200405.htm">

      <categoryValue encodedValue=”02”>advanced modern apprenticeship</categoryValue>

    </category>

  </categoryGroup>

</UKeduPerson>

The following is a sample description of a user with complex roles.

<?xml version="1.0"?>

<UKeduPerson xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"


xmlns="http://www.angel.ac.uk/UKeduPerson"

  
xsi:schemaLocation="http://www.angel.ac.uk/UKeduPerson 

http://www.angel.ac.uk/UKeduPerson/schemas/UKeduPerson-1.0.xsd"      


version="1.0">

  <institution ldapURL="ldap://ldap.higher.ac.uk:389/" 


securityDomain="higher.ac.uk">The Higher Education Institution</institution>

  <categoryGroup>

    <categoryGroup>

      <category type="Academic Discipline 1" 


  coding="HESA"

        subType=”03025/015” 


  uri="http://www.hesa.ac.uk/manuals/03025/fe015.htm">


  <categoryValue encodedValue=”X”>Education</categoryValue>


</category>

      <category type="Grade Structure" 


  coding="HESA"

        subType=”03026/011”


  uri="http://www.hesa.ac.uk/manuals/03026/fe011.htm">


  <categoryValue encodedValue=”01”>Lecturer (PCEF scale)</categoryValue>

      </category>

    </categoryGroup>

    <categoryGroup>

      <category type="Subject of qualification aim" 


  coding="HESA"

        subType=”03011/043”


  uri="http://www.hesa.ac.uk/manuals/03011/fe043.htm">


  <categoryValue encodedValue=”F”>Physical Sciences</categoryValue>


</category>

      <category type="Grade Structure" 


  coding="HESA"

        subType=”03011/070”


  value="31" 


  uri="http://www.hesa.ac.uk/manuals/03026/fe011.htm">


  <categoryValue encodedValue=”31”>Part-time</categoryValue>


</category>

    </categoryGroup>

    <category type="interInstitutionProject"


uri="http://www.obscure.ac.uk/">


<categoryValue>Obscure Project</categoryValue>

    </category>

    <category

      coding=”UKeduPerson”

      type=”member”

      uri=”http://www.angel.ac.uk/SECURe/UKeduPerson/UKeduPerson_schema.pdf”/>

    <category

      coding=”UKeduPerson”

      type=”consortium”

      uri=”http://www.angel.ac.uk/SECURe/UKeduPerson/UKeduPerson_schema.pdf”


furtherInfo=”http://www.uklibrariesplus.ac.uk/”>


<categoryValue>UK Libraries Plus</categoryValue>

    </category>

  </categoryGroup>

</UKeduPerson>

4  UKeduPerson XML Schema, SAML embeddable version

4.1  Description

This section describes how the schema described above can be expressed in the SAML specification [8]. SAML is an XML schema to be used for the transfer of assertions of access rights and information, and is used by Shibboleth [10] and the Liberty Alliance [7] for this purpose. In a SAML transaction, there are two parties, the client (e.g. a provider wanting to know if a user is authorised to access a resource, or some organisation attempting to find information on an individual) and the SAML authority, which owns the information about the individual and can assert security data about them (e.g. that they are entitled to use the resource). In this document, we only describe the SAML authority side of the transaction. There are three kinds of SAML assertions (quoted directly from the specification):

· Authentication: The specified subject was authenticated by a particular means at a particular time.

· Attribute: The specified subject is associated with the supplied attributes

· Authorization decision: A request to allow the specified subject to access the specified resource has been granted or denied.

The first and third of these types are outside the scope of this document, though it should be noted that the authorization decision replaces the “authorised” category described above where this category is used. Almost all the information described in this document should be part of the AttributeStatement for an Attribute assertion. The exception is for the information contained in the institution element defined above, which contains information which should be made part of the Issuer element of the assertion.

A SAML assertion contains information about the issue of the assertion – its issuer, time of issue, and conditions governing its validity (restricting its lifetime, audience and permission to cache the information). SAML also offers the opportunity for the electronic signing of assertions, using a version of XML Signature Syntax [2] with some constraints on the functionality offered by the more general standard. In the case of an attribute assertion, it contains a collection of AttributeStatement elements. An AttributeStatement in turn contains a collection of Attribute elements, which carry the name, namespace and value of the attribute. One noteworthy point about SAML attributes is that they should only be sent as specified in queries, and even then the authority may restrict the returned attributes further, refusing to return attributes that the client has asked for.

The information in the individual and category elements of the UKeduPerson schema are mapped to elements and attributes in an attribute assertion as follows. 

1. UKeduPerson documents containing the “authorised” category as described above are replaced by Authorization Decision assertions.

2. All other documents are replaced by Attribute Assertions.

3. Most of the institution information is not recordable. (This is being addressed for SAML version 2.0.) The institution's main URI will become the Issuer attribute of the Assertion element.

4. The information described in the individual element is turned into attributes with the same value, but with the eduPerson attribute name transformed into “urn:mace:dir:attribute-def:[attribute name]” in the AttributeName attribute (e.g. an eduPersonTargetedID becomes “urn:mace:dir:attribute-def:eduPersonTargetedID”).

5. The nested groups of categories are turned into a  single flat list. While SAML currently permits multiple AttributeStatement elements, each containing multiple Attribute elements, this is not likely to continue to be supported in future versions, despite the clear desirability of element groupings. Instead, grouping is supported to a degree through the use of scoping (as described below). Category groups are turned into collections of attributes in a single AttributeStatement. The hierarchy of category groups is flattened, and this is done by repeating the attributes derived from Category elements in parent CategoryGroup elements in the AttributeStatement elements representing each of their child CategoryGroup elements. (See the example for an individual with complex roles below.)

6. For a category, the information in the uri attribute is placed into the AttributeName attribute, provided that the URI resolves to a description of the particular field. (This would be the case, for example, with the HESA categories.) Where there is no resolution possible to this level, then the best solution is to use a URL followed by “#” followed by the value of the subType attribute. (This would the case, for example, with the ILR categories.)

7. Similarly, where it is possible to give a URI which resolves to a definition of a specific value for an attribute, this should be given as the text node of the AttributeValue element. Where this is not possible and where there are a limited number of permissible values (as is frequently the case at the present time), the value used in the AttributeNamespace attribute is followed by “#” and the value of the category's value attribute. Otherwise, the text value of the attribute is used.

8. The mechanism for describing users with complex roles is the same as in the UKeduPerson schema, that is, by using multiple Attribute elements in an AttributeStatement element. Multiple AttributeStatement elements are also permitted in an Assertion. It would also be possible to extend the SAML schema to permit the inclusion of UKeduPerson elements in assertions, but this course was not followed as the schema as it stands permits the essential functionality.

9. AttributeValue elements are required for each Attribute in SAML; where the UKeduPerson category has no value, the AttributeValue is set to be “true”.

As can be seen from this recipe, there is a need for functionality not currently present in most definitions of fields (including the central categories defined in this document) if they are to be used for this purpose – that is, that the definitions of individual fields and each of their accepted values (where not free text) should be accessible via a resolvable URI.

4.2  Scoping

The eduPerson schema [9] supports scoping of attributes. There the process is defined as follows. 

The values [of a scoped attribute] consist of a left and right component separated by an “@” sign. The left component is one of the attributes from the eduPersonAffiliation controlled vocabulary. The right component identifies the security domain in the form of a dotted string value on the model of DNS domain names.

The purpose of scoping here is to make it easier to connect an attribute value with the security domain in which it is relevant. It is also possible to use it to group attributes together, providing that the asserting institution is accepted by the resource provider as authoritative for multiple security domains. It would be dangerous to use any rule such as “authoritative for inst.ac.uk implies authoritative for *.inst.ac.uk” - the list of security domains for which an assertion issuer is authoritative should be agreed as a specified list such as “inst.ac.uk, physics.inst.ac.uk, med.inst.ac.uk, campus1.inst.ac.uk”. Then each attribute value should be given for every scope for which it is valid (again, making assumptions about how values might carry through to other security domains is potentially dangerous). To see how this is expected to work out in practise, see the complex user example below.
4.3  Examples

The UKeduPerson examples from the previous section have here been turned into SAML version 1.1 assertions. Parts which are essentially the same in each example (such as the signatures) have been omitted from all but the first. Note that the signature given is for illustration purposes only, and is not verifiable.

The following is a sample assertion of the identity of an individually identified higher education staff member.

<?xml version="1.0"?>

<Response

  IssueInstant="2004-06-10T12:13:25Z" MajorVersion="1" MinorVersion="1"

  Recipient="https://resource.provider.com/authorization-processor"

  ResponseID="_735785a7-2371-47da-47f1-345b3209c402"

  xmlns="urn:oasis:names:tc:SAML:1.0:protocol"

  xmlns:samlp="urn:oasis:names:tc:SAML:1.0:protocol">

  <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

    <ds:SignedInfo>

      <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

      <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>

      <ds:Reference URI="#_735785a7-2371-47da-47f1-345b3209c402">

        <ds:Transforms>

          <ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/>

          <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">

            <InclusiveNamespaces PrefixList="#default saml samlp ds xsd xsi"

  xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"/>

          </ds:Transform>

        </ds:Transforms>

        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

        <ds:DigestValue>LPEDIaF9drtoPfkjLKJEDlUdwOHE=</ds:DigestValue>

      </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>

x/PuVgslFPfi45SD9fdiLF4Lder4L6dLKwofPOWddrdFE9dfPOEfLO4fLedPRTRpo+5

LKReLsz+kOhd04LdslrPcLRdLiLKSDlKJrPOsdlIxsdF9cLreP4desdrf4PO+d9P

l9oCsdrlkre4LGkrOse9EoUW9awLcLKRrKexw3dReO4=</ds:SignatureValue>

    <ds:KeyInfo>

      <ds:X509Data>

        <ds:X509Certificate>

MIIDDjCCAnegAwIBAgILAQAAAAAA+CSOgE4wDQYJKoZIhvcNAQEFBQAwaTELMAkG

A1UEBhMCQkUxGTAXBgNVBAoTEEdsb2JhbFNpZ24gbnYtc2ExGTAXBgNVBAsTEFNl

Y3VyZSBTZXJ2ZXIgQ0ExJDAiBgNVBAMTG0dsb2JhbFNpZ24gU2VjdXJlIFNlcnZl

ciBDQTAeFw0wMzEwMTAwNTUzMjJaFw0wNDEwMTAwNTUzMjJaMIGnMQswCQYDVQQG

EwJHQjEQMA4GA1UECBMHRW5nbGFuZDEPMA0GA1UEBxMGTG9uZG9uMSMwIQYDVQQK

ExpMb25kb24gU2Nob29sIG9mIEVjb25vbWljczEQMA4GA1UECxMHTGlicmFyeTEa

MBgGA1UEAxMRZ2FicmllbC5sc2UuYWMudWsxIjAgBgkqhkiG9w0BCQEWE3MubWNs

ZWlzaEBsc2UuYWMudWswgZ8wDQYJKoZIhvcNAQEBBQADgY0AMIGJAoGBALkWZmvX

5848zATjxw6fDj24Fjgx8QpAOvF+MFm9nyfs2S3so5nGAemxxhAvSGK3NZhgn5gM

MIID7zCCAtegAwIBAgILBAAAAAAA8HYD8y4wDQYJKoZIhvcNAQEFBQAwVzELMAkG

YWxTaWduIG52LXNhMSEwHwYDVQQLExhQcmltYXJ5IFNlY3VyZSBTZXJ2ZXIgQ0Ex

LDAqBgNVBAMTI0dsb2JhbFNpZ24gUHJpbWFyeSBTZWN1cmUgU2VydmVyIENBMIIB

IjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEA9mrtqGswoy2s6UKeGDXAHvdv

dMu3QiRTrTHL76XJxT0DXqWdds0Z4uEWLaQtRCDxGh/3fWDNpscVqauKoslmbN0Q

o9ibdynupkDNLzQ2f6MXBQvLWKUipnw15o1doVPCmsXaXf7YDn07IpdSLN2yPAuQ

3AX9suUKVR5dnmL7f+O4lvSfJqyiXITZgrrg6PWVbgQKlmRJow+eg6lj58khmWug

FpElyBTZvdzsPHdTR1ZDhH7WY+XjKK88T8B9tBj2175XC4nb1sGDkpLjnDDRWUyl

LKkSLitt4f1ZgTzzqdG0TdjC+WSX1Gjjq6AZ+uTdUCuJstu7iP63TV8RoKny7vg=

        </ds:X509Certificate>

      </ds:X509Data>

    </ds:KeyInfo>

  </ds:Signature>

  <Status>

    <StatusCode Value="samlp:Success"></StatusCode>

  </Status>

  <Assertion xmlns="urn:oasis:names:tc:SAML:1.0:assertion"

      AssertionID="c398d987349f7234098b59087345a344456f454"

      IssueInstant="2004-06-10T12:13:25Z" MajorVersion="1" 




MinorVersion="1"

    
Issuer="https://directory.higher.ac.uk/attribute-engine/">

    <Conditions NotBefore="2004-06-10T12:13:25Z"

      NotOnOrAfter="2004-06-10T12:43:25Z"/>

    <AttributeStatement>

<Subject>

        <NameIdentifier Format="urn:mace:shibboleth:1.0:nameIdentifier"
         NameQualifier="urn:mace:ac.uk:higher.ac.uk:identity">8da6f8b1-c5af-2981-84fb-45d672be04f8</NameIdentifier>

        <SubjectConfirmation>

          <ConfirmationMethod>

           urn:oasis:names:tc:SAML:1.0:cm:bearer</ConfirmationMethod>

        </SubjectConfirmation>

       </Subject> 
      <Attribute 

AttributeName="givenName" 

 
AttributeNamespace="urn:mace:eduPerson">


  <AttributeValue xsi:type="string">Jane</AttributeValue>

      </Attribute>


<Attribute 


AttributeName="initials" 

 
AttributeNamespace="urn:mace:eduPerson">


  <AttributeValue xsi:type="string">J.</AttributeValue>

      </Attribute>


<Attribute 


AttributeName="mail" 

 
AttributeNamespace="urn:mace:eduPerson">


  <AttributeValue xsi:type="string">j.doe@higher.ac.uk</AttributeValue>

      </Attribute>


<Attribute 


AttributeName="sn" 

 
AttributeNamespace="urn:mace:eduPerson">


  <AttributeValue xsi:type="string">Doe</AttributeValue>

      </Attribute>


<Attribute 


AttributeName="dn" 

 
AttributeNamespace="urn:mace:eduPerson">


  <AttributeValue xsi:type="string">CN=Jane Doe,dn=The Higher Education Institution,dn=ac,dn=uk</AttributeValue>

      </Attribute>


<Attribute 


AttributeName="urn:mace:dir:attribute-def:phone" 

 
AttributeNamespace="urn:mace:eduPerson">


  <AttributeValue>+44 (0) 123 456 789</AttributeValue>

      </Attribute>


<Attribute 


AttributeName="03025/015" 

 
AttributeNamespace="http://www.hesa.ac.uk/manuals/">


  <AttributeValue>X</AttributeValue>

      </Attribute>


<Attribute 


AttributeName="03026/011.htm" 

 
AttributeNamespace="http://www.hesa.ac.uk/manuals">


  <AttributeValue>01</AttributeValue>

      </Attribute>


<Attribute 


  AttributeName="member" 

        AttributeNamespace="http://www.angel.ac.uk/SECURe/UKeduPerson/UKeduPerson_schema.pdf">


  <AttributeValue>true</AttributeValue>

      </Attribute>


<Attribute 


  AttributeName="consortium" 

        AttributeNamespace="http://www.angel.ac.uk/SECURe/UKeduPerson/UKeduPerson_schema.pdf">


  <AttributeValue>true</AttributeValue>

      </Attribute>

    </AttributeStatement>

  </Assertion>

</Response>

The following is a sample assertion of the identity of an anonymised further education student.

<?xml version="1.0"?>

<Response

  IssueInstant="2004-06-10T12:13:25Z" MajorVersion="1" MinorVersion="1"

  Recipient="https://resource.provider.com/authorization-processor"

  ResponseID="_735785a7-2371-47da-47f1-345b3209c402"

  xmlns="urn:oasis:names:tc:SAML:1.0:protocol"

  xmlns:samlp="urn:oasis:names:tc:SAML:1.0:protocol">

  <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

    ...

  </ds:Signature>

  <Status>

    <StatusCode Value="samlp:Success"></StatusCode>

  </Status>

  <Assertion xmlns="urn:oasis:names:tc:SAML:1.0:assertion"

      AssertionID="c398d987349f7234098b59087345a344456f454"

      IssueInstant="2004-06-10T12:13:25Z" MajorVersion="1" 




MinorVersion="1"

    
Issuer="https://directory.further.ac.uk/attribute-engine/">

    <Conditions NotBefore="2004-06-10T12:13:25Z"

      NotOnOrAfter="2004-06-10T12:43:25Z"/>

    <AttributeStatement>

      <Subject>

        <NameIdentifier Format="urn:mace:shibboleth:1.0:nameIdentifier"
         NameQualifier="urn:mace:ac.uk:further.ac.uk:identity">8da6f8b1-c5af-2981-84fb-45d672be04f8</NameIdentifier>

        <SubjectConfirmation>

          <ConfirmationMethod>

           urn:oasis:names:tc:SAML:1.0:cm:bearer</ConfirmationMethod>

        </SubjectConfirmation>

       </Subject> 

      <Attribute 


  AttributeName="member" 

        AttributeNamespace="http://www.angel.ac.uk/SECURe/UKeduPerson/UKeduPerson_schema.pdf">


  <AttributeValue>true</AttributeValue>

      </Attribute>


<Attribute 


  AttributeName="A15" 

        AttributeNamespace="http://www.lsc.gov.uk/National/Partners/Data/DataCollection/ILR/ILRspecification/ILRSpec200405.htm">


  <AttributeValue>02</AttributeValue>

      </Attribute>

    </AttributeStatement>

  </Assertion>

</Response>

The following is a sample assertion of the identity of a user with complex roles.

<?xml version="1.0"?>

<Response

  IssueInstant="2004-06-10T12:13:25Z" MajorVersion="1" MinorVersion="1"

  Recipient="https://resource.provider.com/authorization-processor"

  ResponseID="_735785a7-2371-47da-47f1-345b3209c402"

  xmlns="urn:oasis:names:tc:SAML:1.0:protocol"

  xmlns:samlp="urn:oasis:names:tc:SAML:1.0:protocol">

  <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

    ...

  </ds:Signature>

  <Status>

    <StatusCode Value="samlp:Success"></StatusCode>

  </Status>

  <Assertion xmlns="urn:oasis:names:tc:SAML:1.0:assertion"

      AssertionID="c398d987349f7234098b59087345a344456f454"

      IssueInstant="2004-06-10T12:13:25Z" MajorVersion="1" 




MinorVersion="1"

    
Issuer="https://directory.higher.ac.uk/attribute-engine/">

    <Conditions NotBefore="2004-06-10T12:13:25Z"

      NotOnOrAfter="2004-06-10T12:43:25Z"/>

    <AttributeStatement>


<Subject>

        <NameIdentifier Format="urn:mace:shibboleth:1.0:nameIdentifier"
         NameQualifier="urn:mace:ac.uk:higher.ac.uk:identity">8da6f8b1-c5af-2981-84fb-45d672be04f8</NameIdentifier>

        <SubjectConfirmation>

          <ConfirmationMethod>

           urn:oasis:names:tc:SAML:1.0:cm:bearer</ConfirmationMethod>

        </SubjectConfirmation>

       </Subject> 

      <Attribute 


AttributeName="03025/015" 

 
AttributeNamespace="http://www.hesa.ac.uk/manuals/">


  <AttributeValue>X@educ.higher.ac.uk</AttributeValue>

      </Attribute>


<Attribute 


AttributeName="03025/011" 

 
AttributeNamespace="http://www.hesa.ac.uk/manuals/">


  <AttributeValue>01@educ.higher.ac.uk</AttributeValue>

      </Attribute>

      <Attribute 


  AttributeName="interInstitutionProject" 

        AttributeNamespace="http://www.angel.ac.uk/SECURe/UKeduPerson/UKeduPerson_schema.pdf">

<AttributeValue>http://www.obscure.ac.uk/@higher.ac.uk</AttributeValue>

      </Attribute>

      <Attribute 


  AttributeName="member" 

        AttributeNamespace="http://www.angel.ac.uk/SECURe/UKeduPerson/UKeduPerson_schema.pdf">


  <AttributeValue>true@higher.ac.uk</AttributeValue>

      </Attribute>

      <Attribute 


  AttributeName="member" 

        AttributeNamespace="http://www.angel.ac.uk/SECURe/UKeduPerson/UKeduPerson_schema.pdf">


  <AttributeValue>true@educ.higher.ac.uk</AttributeValue>

      </Attribute>

      <Attribute 


  AttributeName="member" 

        AttributeNamespace="http://www.angel.ac.uk/SECURe/UKeduPerson/UKeduPerson_schema.pdf">


  <AttributeValue>true@phys.higher.ac.uk</AttributeValue>

      </Attribute>
      <Attribute 


  AttributeName="consortium" 

        AttributeNamespace="http://www.angel.ac.uk/SECURe/UKeduPerson/UKeduPerson_schema.pdf">


  <AttributeValue>http://www.uklibrariesplus.ac.uk/@educ.higher.ac.uk</AttributeValue>

      </Attribute>




<Attribute 


AttributeName="03011/043" 

 
AttributeNamespace="http://www.hesa.ac.uk/manuals/">


  <AttributeValue>F@phys.higher.ac.uk</AttributeValue>

      </Attribute>


<Attribute 


AttributeName="03011/070" 

 
AttributeNamespace="http://www.hesa.ac.uk/manuals/">


  <AttributeValue>31@phys.higher.ac.uk</AttributeValue>

      </Attribute>

      














</AttributeStatement>

  </Assertion>

</Response>

5  UKeduPerson XML Schema, LDAP version

5.1  Description

There are two principal difficulties in rendering the schema described in earlier sections into LDAP. The first, as has already been mentioned, is that cross referencing between attributes in LDAP is impossible. This makes grouping impossible, and means that the list of attributes needs to be flattened, as it was for the SAML embedding described  above; the scoping mechanism will also be used for this purpose. The second is that (for the same reason, that there is no mechanism equivalent to attributes in the XML sense) it is impossible to record information in the sort of structure that has been devised above, where a single category element carries information about not just its value but the encoding used and the URI where more details about the encoding and the field involved are available. This is in addition to the issues described with embedding the UKeduPerson schema into SAML. The four options available for creating an LDAP version of the schema are:

1. to create a flat list of one-dimensional attributes (which would have the advantage that it would be compatible with legacy LDAP schemas such as the eduPerson schema [9]); this would lose functionality, extendibility and flexibility.

2. to create attributes which encode more complex data in a format which then becomes hard to read for a human (which retains the functionality of the XML version at a high cost); this would make maintenance and support virtually impossible.
3. to create attributes which contain large chunks of the XML from the UKeduPerson schema; this means that applications would need not just to obtain the attribute values but know how to process them. Depending on how it was done, it could amount to just using LDAP as a transport mechanism for the XML messages (similar to the way that Web Services uses HTTP). Alternatively, it would be possible to have an attribute which contains the URI of a service which outputs the UKeduPerson data relevant to an individual.

4. to create attributes which are references to fuller data elsewhere (which means that the LDAP directory administrator no longer has complete control over the meaning of the data, and which may require institutions to maintain complex information locally); this won't actually solve the cross referencing problem and it adds to the support burden.

We choose to combine option 1 and option 3. The reasoning behind this is that 1 is the simplest solution; the most compatible with existing practice; and that the problems outlined above – which are not unique to the UK scene – are likely to lead to modifications to LDAP or possibly even abandonment in favour of some other technology such as Web Services (which is how SAML is generally deployed). On the other hand, 3 allows the retention of the functionality offered by XML.

The majority of attributes specified in the UKeduPerson XML version described above are derived from existing LDAP schemas, and so are not repeated here.
5.2  The UKeduPerson Object Class

The attributes defined below for UKeduPerson are given the prefix UKeduPerson, in the same way that the attributes defined by eduPerson are prefixed eduPerson. The UKeduPerson auxiliary object class contains all of them as “may” attributes, again following the eduPerson specification. The UKeduPerson OID (object identifier) is 20589, so the OID for the UKeduPerson LDAP object class is 1.3.6.1.4.1.20589.1.1.2.

In addition to the attributes defined below, it is assumed as a prerequisite for the use of the UKeduPerson schema that the object classes eduPerson, inetOrgPerson, orgPerson, and person are available on the LDAP server, with usage as defined in the eduPerson standard. With the possible exception of eduPerson, these schemas should be supplied with any modern directory solution, and should be used in preference to the UKeduPerson object class where this is appropriate. These schemas will also take care of all of the attributes listed above which describe properties of individuals such as given name. It should be borne in mind that a UKeduPerson object is part of the description of an individual, even if the attributes in the object class are mainly descriptions of groups of individuals.

5.3  UKeduPerson Attributes

As well as an informal English description of the attribute, a formal description is given conformant to RFC 2252 [11].

Attribute name: UKeduPersonCategory

OID: 1.3.6.1.4.1.20589.1.1.1.1

RFC 2252 Definition:


( 1.3.6.1.4.1.20589.1.1.1.1 



NAME 'UKeduPersonCategory' 



DESC 'UKeduPerson Pilot' 



EQUALITY caseIgnoreMatch 



SYNTAX '1.3.6.1.4.1.1466.115.121.1.15' )

Application Utility Class: Standard

# of values: multi

Description:Contains a description of a category to which the individual belongs. No attempt is made to group these elements. The mechanism by which category information is encoded into this attribute is basically the same as that described above for the encoding into SAML Attributes, adapted for the to fit the situation where there is only one field available in which to store the information. 

1. Where it is possible to give a URI which resolves to a definition of a specific value for an attribute, this should be used as the attribute value. 

2. Where this is not possible, but there is a URI which resolves to a description of a particular field, this is used as the first part of the UKeduPersonCategory attribute value.  (This would be the case, for example, with the HESA categories.) 

3. Where there is no resolution possible to this level, then the best solution is to use a URL followed by “#” followed by the name of the field for the first part of the UKeduPersonCategory attribute value. (This would the case, for example, with the ILR categories.)

4. In cases 2 and 3, the value is followed by “#” and the value of the field.

Examples:  http://www.hesa.ac.uk/manuals/03026/fe011.htm#01

http://www.angel.ac.uk/SECURe/UKeduPerson/UKeduPerson_schema.pdf#consortium#http://www.uklibrariesplus.ac.uk/

Attribute name: UKeduPersonSAMLURI

OID: 1.3.6.1.4.1.20589.1.1.1.2

RFC 2252 Definition:


( 1.3.6.1.4.1.20589.1.1.1.2 



NAME 'UKeduPersonSAMLURI' 



DESC 'UKeduPerson Pilot' 



EQUALITY caseExactString 



SYNTAX '1.3.6.1.4.1.250.1.57' SINGLE-VALUE)

Application Utility Class: Standard

# of values: single

Description:Contains a URI (with optional label) linking to a service which will respond to SAML queries about the individual.

Examples:  urn:higher:saml

http://saml.further.ac.uk:8080/

Attribute name: UKeduPersonXML

OID: 1.3.6.1.4.1.20589.1.1.1.3

RFC 2252 Definition:


( 1.3.6.1.4.1.20589.1.1.1.3 



NAME 'UKeduPersonXML' 



DESC 'UKeduPerson Pilot' 



EQUALITY caseIgnoreMatch 



SYNTAX '1.3.6.1.4.1.1466.115.121.1.15' SINGLE-VALUE )

Application Utility Class: Standard

# of values: single

Description:Contains a complete UKeduPerson XML document as defined above. This may well be too bulky an attribute to be easily searchable or retrieveable, but it is defined at this stage to be available for testing purposes.

Examples: See above.

Attribute name: UKeduPersonXMLURI

OID: 1.3.6.1.4.1.20589.1.1.1.4

RFC 2252 Definition:


( 1.3.6.1.4.1.20589.1.1.1.1 



NAME 'UKeduPersonXMLURI' 



DESC 'UKeduPerson Pilot' 



EQUALITY caseExactString 



SYNTAX '1.3.6.1.4.1.250.1.57'  SINGLE-VALUE )

Application Utility Class: Standard

# of values: single

Description:Contains a URI linking to a description of the individual in UKeduPerson XML.

Examples: urn:further:UKeduPerson:othera

http://directory.higher.ac.uk/cgi/UKeduPerson.pl?name=jdoe

6  Schema and Testing Locations

UKeduPerson schema - XML version: 

http://www.angel.ac.uk/UKeduPerson/schemas/UKeduPerson-1.1.xsd

UKeduPerson schema - LDAP version:

LDIF file http://www.angel.ac.uk/UKeduPerson/ldap/UKeduPerson-1.1.ldif

Sample documents (the XML examples from this document and LDIF files to create sample users) will be made available from the UKeduPerson web site (http://www.angel.ac.uk/UKeduPerson/).
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�Despite the name, this is basically analogous to the HESA field “Good standing marker”; the intention of both is to allow institutions to block access to resources for students in debt to them.
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