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Introduction

In summary, Project SECURe aims to provide a whole-institution model for stronger authentication and integrated resource access management, documented in forms that can be used by others in the F&HE community.

SECURe (Secure Environment for Certificated Use of Resources) addresses two key strands of the JISC 6/02 Call, and the wider Sparta requirements for next-generation access management to achieve solutions to a range of authentication and authorisation issues, in particular the problems posed by mobile users and the use of shared workstations, via:

· An institution-wide deployment of PKI and authentication using personal digital certificates;

· The creation and operational use of Web services and directory components to enable cross-domain access management, implementing essential ‘shared services’ elements of the JISC Information Environment.

SECURe will concentrate on the implementation and integration of existing technologies (rather than the development of new software or systems) and investigation of the problems faced in making such changes in a ‘live’ institutional IT infrastructure.  The five main technologies to be used are:

· Shibboleth cross-domain access management, developed by the Internet2 Middleware Initiative;

· Microsoft Active Directory (MS-AD) to provide LDAP-compliant directory services describing users;

· The Campus Authentication Service (CAS), developed by Yale University for single-sign-on to local access-controlled resources;

· The LUCIE certificate issuing and management server, developed by Leeds University;

· The smartcard and portable reader device trial undertaken in 2002/3 by the Universiteit van Amsterdam.

1. Activities & Timetable

The project will be implemented as three largely independent strands of activity:

INT: 
Integration of Shibboleth and CAS with institutional directory services, and testing of large-scale use of ‘Shibbolized’ access channels to some external e-resources (replacing current Athens-mediated or IP-controlled access);

CMS: 
Implementation of LUCIE certificate management services, and testing models for transition from existing network username/password authentication to certificated primary authentication;

SCD:
Testing and use of certificate-carrying smartcards and portable readers with a small group of users.

These activities will operate in three phases: 

· Formative evaluation of institutional requirements and relevant technologies, concluding in March 2003;

· Acquisition, implementation and testing of infrastructure components, concluding in January 2004;

· Testing and evaluation with ‘live’ end-users and campus services, from January 2004 until the end of the Project.

In addition to the above SECURe will undertake continuous activities to ensure project/budget management, reporting, self-evaluation and dissemination, in accordance with current JISC guidance.  Formal deliverables from these tasks are identified and timetabled below.

Revisions to original Activity and Budget Plan

· The original proposed project plan envisaged significant time spent on studies (during the first year) of parallel projects and technologies.  However, within the first 3 months of SECURe the Project Team were approached and commissioned by Ticer (on behalf of SURF-NL) to undertake a survey of appropriate access-management technologies for consideration by the Netherlands HE community.  With the permission of Ticer and SURF, the reports and other material produced have been included as deliverables of SECURe, releasing resources for increased staffing of the later stages of the Project.  In effect, the JISC funding for these SECURe Project activities was subsidised by other funding attracted by LSE;  but at a cost in staff time on other planned activities.

· The original technology portfolio included Pubcookie (originally developed by the University of Washington in 1998) for campus single-sign-on.  A decision was taken in September 2003 to abandon Pubcookie (in favour of Yale’s CAS) because of incompatibilities with current RedHat Linux versions (used on LSE development servers).

· Use of the existing core institutional directory (Microsoft Active Directory) remains an essential element of the Project, to enable testing with LSE’s infrastructure and user population and (more importantly) to produce a model and guidance for many smaller F&HE institutions that are dependent upon this technology and relatively meagre staff support for more heterogeneous IT environments.  However, and despite long-standing claims of full LDAP compliance for MS-AD, interoperability with non-Microsoft systems and compatibility with vendor-neutral LDAP schemata (such as eduPerson) has provided the Project Team with a series of un-anticipated challenges that have required significantly more staff and elapsed time to overcome.  The resulting revised timetable anticipates that connection of Shibboleth to ‘live’ MS-AD servers will be possible by January 2004.

· Because of the opportunity offered by Ticer/SURF a decision was taken to prioritise and accelerate work on surveying access management technologies and projects, and consequently to defer work on the comparative evaluation of smartcard and reader products, taking advantage of the work done by a project with similar objectives (to this strand of SECURe) undertaken by Universiteit van Amsterdam.

· To accommodate the delays and uncertainties generated by problems with directory integration, and taking advantage of the early savings generated by external resourcing of the study of access-management technologies, it has been possible to significantly reduce staffing funded by the Project during the first 9 months (to July 2003), and increase the staff time available to SECURe to 2 full-time posts between August 2003 and July 2004 (plus seconded time of specific experts, as originally planned).  This will enable the trial of smartcard and reader products to be completed within the second year of the Project, and original objectives to be largely met.

· SECURe will focus more clearly (than originally proposed) on exploring and documenting issues and models for institutional access management integrating available technologies, and promoting the availability of these to other UK institutions, and will therefore not aim to release new software tools itself.

Project Management, Reporting, Evaluation and Dissemination (PMD)

The Projectplace online tool (www.projectplace.com) will be used as a collaborative working environment, and for planning more detailed task breakdown, and time-recording by project staff.  Detailed task status reports exported from Projectplace at regular intervals will be preserved as ‘snapshots’ of progress and included in reporting to JISC, and a nominated JISC Programme Manager will be granted access to the Projectplace environment for SECURe to facilitate transparent monitoring of the Project.

A website for public dissemination about SECURe has been established within the ANGEL domain at www.angel.ac.uk/SECURe/ and basic information about the project has been published.  This will also be used as a document repository (with public, but un-publicised access) for sharing non-confidential material amongst the wider group of institutional staff, associate partners and other specific interested parties, who do not have access to the Projectplace environment.

	Deliverable
	
	 Scheduled
	Status
	Achieved/Estimated

	PMD.010
	JISC basic project information
	01-Dec-02
	complete
	29-Nov-02

	PMD.020
	Project Plan (as proposal)
	01-Dec-02
	complete
	29-Nov-02

	PMD.030
	Project Web presence
	01-Dec-02
	complete
	29-Nov-02

	PMD.040
	Evaluation of technologies & projects
	01-Jan-03
	complete
	15-Dec-02

	PMD.050
	Survey of LSE e-content users & resources
	01-Mar-03
	complete
	01-Mar-03

	PMD.061
	JISC monitoring report 1
	31-Jul-03
	delayed
	(a/w finalisation of budget recasting)

	PMD.062
	JISC monitoring report 2
	31-Jan-04
	
	

	PMD.063
	JISC monitoring report 3
	31-Jul-04
	
	

	PMD.070
	Final evaluation report
	31-Jul-04
	
	


Evaluation

Included in this activity strand are the two major elements of formative evaluation that will influence the implementation and testing phases of the Project: to assess ‘parallel’ access management technologies (based on the study undertaken for SURF); and to survey LSE users (staff, students and Library staff) to determine relevant online content for which improved access management is needed, and to document the access authorisation ‘rules’ for each content collection.
In addition to self-evaluation as part of the planned reporting on the Project, an independent evaluator of the environment created by SECURe will be appointed in April 2004.  A nominal budget has been allowed for this, and the Computer Security Research Centre at LSE and the Internet2 Middleware Architecture Committee for Education will be consulted to identify a suitable individual or organisation.

Dissemination

Apart from publication of the formal deliverables, the SECURe project team (and LSE colleagues who are more peripherally involved) will actively seek opportunities to disseminate information and experience from the project, in presentations and publications aimed at appropriate target audiences.  All of the key personnel to be involved are experienced speakers and writers, and are active in cross-organisational dialogue with their professional peers.

SECURe will establish a public Web presence, strongly linked to that of the ANGEL Project.  It will also make use of the ANGEL Technology-Watch Web service, and will continue to maintain this public information service after the scheduled termination of ANGEL (in February 2003).

Maximum advantage will be taken of synergies with the JISC AAA Programme, other JISC programmes, and other projects in which LSE is involved.  In particular, external dissemination (i.e. apart from promotion to stakeholders within LSE) will be undertaken where possible in collaboration with other projects, and evaluation will focus mainly on feedback of internal stakeholders.

Integration of Shibboleth, CAS and directory services (INT)

This activity strand covers the installation, configuration and integration of the components that will need to inter-operate to implement Shibboleth cross-domain access-management for the population of LSE users, to a number of internal and external resources.

It is reasonable to anticipate that this will require several iterations of installation, testing and adjustment, with difficult-to-predict timescales, high dependencies on third parties, and few direct tangible deliverables.  Measurement of success (apart from a working service judged ready for live use) will be by the production of documentation of the process usable by other institutions that wish to implement Shibboleth in similar environments.

	Deliverable
	
	 Scheduled
	Status
	Achieved/Estimated

	INT.010
	Shibboleth-AD configuration report
	15-Nov-03
	
	

	INT.020
	Shibboleth-AD implementation ‘roadmap’
	15-Jan-04
	
	

	INT.030
	Approval for live service 
	30-Jan-04
	
	

	INT.040
	Evaluation of live service trial
	30-Jun-04
	
	


Certificate Management Services (CMS)

This strand covers the implementation of LUCIE for certificate issuing and management, mainly to serve on-campus users of shared PC workstations.
The process will similarly be documented to evaluate Project outcomes, but in a form that should be useful to subsequent implementers of the technology.

	Deliverable
	
	 Scheduled
	Status
	Achieved/Estimated

	CMS.010
	LUCIE installation report
	30-Nov-03
	
	

	CMS.020
	LUCIE implementation ‘roadmap’
	30-Jan-03
	
	

	CMS.030
	Approval for live service
	30-Jan-04
	
	

	CMS.040
	Evaluation of live service trial
	30-Jun-04
	
	


Smartcard Devices (SCD)

This strand covers the acquisition of smartcard (or other key-carrier devices) with appropriate hardware and software to support their use, trialling on a pilot scale (<100 users), and integration with LUCIE for management of certificates.  Pilot users will be selected to test different real scenarios of use, particularly from off-campus. 
	Deliverable
	
	 Scheduled
	Status
	Achieved/Estimated

	SCD.010
	Specification for key-carrier devices
	15-Jan-04
	
	

	SCD.020
	LUCIE-smartcard implementation ‘roadmap’
	30-Apr-04
	
	

	SCD.030
	Evaluation of smartcard pilot
	30-Jun-04
	
	


2. Resources

All core staffing for the Project will be by secondment of existing institutional staff, involved either in relevant operational work or in related projects, from the three LSE service departments involved: Library, Business Systems Support (BSS) and IT Services (ITS).  Where a specific post-holder is not shown, time will be contributed by various staff with appropriate skills, and the relevant service manager will act as a contact point for the Project.

	Resource
	FTE
	based
	post-holder
	Email

	Project Director
	-
	Lib/ITS
	Jean Sykes
	j.sykes@lse.ac.uk 

	Project Manager
	0.6
	Lib
	John Paschoud
	j.paschoud@lse.ac.uk

	Systems integrator/developer
	0.6
	Lib
	Simon McLeish
	s.mcleish@lse.ac.uk

	Database/Webservices developer
	0.1
	BSS
	
	

	LDAP/Exchange systems support
	0.2
	ITS
	
	

	User support/dissemination
	0.2
	Lib/ITS
	
	


(FTE indicates approximate proportion of post covered by JISC funding, averaged over 21 month project period)

Significant allowances have been made to underwrite travel costs for liaison with the Internet2 developers of Shibboleth, and for travel and related costs for dissemination of the findings of SECURe.

Provision has been made for modest capital funding in AY 2003/4 of additional hardware required by the project that is not covered by existing institutional resources.

Budget
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Total costs requested from JISC
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* Actual time spent on SECURe by these posts in 2002/3 was approx 0.5fte

  Above figures reflect only balance required from JISC SECURe funding

In addition to JISC funding, institutional contributions by LSE will cover costs of the Project Director and of other LSE staff involved on an occasional basis, and of overhead costs for JISC-funded staff, including IT workstation provision and support according to normal institutional policies for updating/replacement, etc.

3. Project Governance Structure

An Operational Working Group comprising representatives from all LSE service departments involved in SECURe, with invited representatives of academic staff and student end-users, will meet monthly in the second phase of the project to review progress against the plan and timetable, and authorise changes to the plan where necessary.  Records of these meetings will be circulated internally to all interested parties, and can also be made available to specific JISC programme management staff.

An institutional Project Steering Committee to be chaired by the Librarian and Director of Information Services will provide high-level oversight of the project, and will meet once each academic term.  A JISC representative will be invited to join the Steering Committee, and invitations will also be made to end-user representatives of LSE staff and students, and to interested parties from at least two other HE/FE institutions, to assist in monitoring the portability of models and tools developed by SECURe.

In addition to these formal structures, it is anticipated that LSE staff involved in the project will maintain close contact with, and seek advice from appropriate JISC staff, and liaise with other relevant JISC projects to ensure that the project is continuing to adopt or develop technical models and standards that will be applicable to the whole of the HE/FE community.

Risk Assessment

Current academic and industry thinking on risk analysis and quantitative assessment (e.g.  http://www.ramprisk.com/  - a methodology endorsed by the Institution of Civil Engineers and the Institute of Actuaries) suggests that an enterprise of the relatively small scale of SECURE, which operates under the commercially artificial budget and schedule constraints imposed by the JISC funding regime, is not amenable to any meaningful risk assessment methodology with any practical scope for anticipatory planning or mitigation within the resources available to the project.  In this sense, the greatest risk to the project is the framework within which it operates.  However, some broad general threats can be anticipated (but not quantified with any meaningful level of precision), and comparative risk evaluation will be routinely used in the course of planning and monitoring individual Task activities in the course of the project.

Foreseeable risks to SECURE fall into three broad categories, associated with:  Equipment and facilities, People and Third party suppliers.

Equipment related risks are the simplest to quantify, and should have the lowest impact if the project follows sensible practices of data management and backup.  Full replacement costs of all equipment needed by the project, or originally purchased with SECURE capital resources, should be covered by the insurance arrangements of LSE.  The project will not make provision for “normally uninsurable” eventualities.  Should one of these significantly affect activities, this may compromise project deliverables.  Equipment and facilities used by the Project will be managed in accordance with operational LSE policies, which include comprehensive disaster recovery planning.
Risks related to people are any circumstances that result in the unpredicted unavailability of any of the key personnel involved in the project, which could be caused by illness, personal circumstances, disruption of transport/communications infrastructure or personal career decisions.  The impact on the project is similarly serious regardless of the cause of unavailability, but mainly a function of how long a period a key post is not filled by an available person, with appropriate skills, training, experience and familiarity with the project.

In all such cases, the costs of replacing the contribution of any individual to the project is likely to be in excess of 300% of the budgeted salary costs (for the period of unavailability) of the individual concerned (allowing for short-term hire and training costs, sourcing appropriate skills via consultancy, etc).  The probability of realisation of any of these risks is not accurately predictable by any known statistical or actuarial technique, with a project 'population' of 10 or fewer individuals.  To ameliorate (or acknowledge) this class of high-impact risk, the project has three possible options:

· LSE agrees to take responsibility for staff input to the project, and identifies adequate potential contingency funding from its’ own resources, or by taking out 'key worker' insurance on the individuals for whom it is responsible.  

· JISC accepts a share of such contingent responsibility (proportional to its' share of total project funding) and formally commits the availability of additional contingency funding to the project.

· JISC and LSE accept and agree that the project is exposed to and unprotected from this class of risk, and that objectives and deliverables may be seriously compromised if key staff are not available to the project, when required, for any reason not directly under the control of the Project Board.

Experience from previous JISC-funded projects with similar risk profiles suggests that the third of these options is the only one likely to be accepted by JISC and LSE.  To reduce the risk of personal career decisions affecting the Project, all third-parties involved may be asked to agree to the type of “no poaching” agreement common in commercial partnerships, for the scheduled duration of the Project.
Risks relating to third-party suppliers are probably the most relevant to SECURe, depending as it does on the timely availability of a number of technology solutions that are being developed independently.  The Project will attempt to minimise these risks by keeping under review alternative solutions/products where possible, and assuming the need to revise project plans and timetables if necessary, aiming for minimum compromise of the objectives and deliverables from the Project which are of value to JISC.

Appendix A: Detailed Task Status report
(snapshot on 01-Nov-2003)
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1

PMD: Project Management (plus)

2002-11-01

2004-07-31

2

515

72.5

1.1

basic project info to JISC

2002-11-01

2002-11-29

2

John Paschoud

2

0

1.2

budget admin

2002-11-01

2004-07-31

2

John Paschoud

28

0.5

1.3

detailed Project Plan to JISC

2002-11-01

2002-11-29

2

John Paschoud

21

0

1.4

revised (v2.1) Proj Plan to JISC

2003-11-01

2003-11-01

2

John Paschoud

21

0

1.5

Project Plan maintenance

2003-01-17

2004-07-31

2

John Paschoud

80

0

1.6

external Dissemination

2002-12-16

2004-07-31

2

Nicole Harris

0

23

1.7

Proj Board & Steering admin

2002-11-01

2004-07-31

2

John Paschoud

56

0

1.8

liaison with JISC

2002-11-01

2004-07-31

2

John Paschoud

84

6

1.9

maintain public Website

2002-11-01

2004-07-31

2

30

21

1.10

project team meetings/communication

2002-11-01

2004-07-31

2

John Paschoud

112

22

1.11

Content-Access survey

2003-03-04

2003-05-31

2

0

0

1.11.1

Content survey

2003-03-04

2003-05-31

2

0

0

1.12

Evaluate AM tech's & projects

2002-11-01

2003-01-31

2

John Paschoud

0

0

1.13

JISC monitoring report 1

2003-07-14

2003-07-31

2

John Paschoud

7

0

1.14

JISC monitoring report 2

2004-01-14

2004-01-31

2

John Paschoud

4

0

1.15

JISC monitoring report 3

2004-07-14

2004-07-31

2

John Paschoud

14

0

1.16

Final evaluation report

2004-06-14

2004-07-14

2

John Paschoud

56

0

3

INT: Integration of Shib-CAS-dir

2002-11-01

2004-07-31

2

Simon McLeish

392

371.5

3.1

Shibboleth implem at LSE

2002-11-01

2004-07-31

2

Simon McLeish

344

222.5

3.1.1

Shib pilot liaison

2002-11-01

2004-07-31

2

224

51

3.1.2

LSE Origin with Shib Test Target

2003-03-04

2

20

40.5

3.1.3

LSE Origin With Real Target

2

50

70.5

3.1.4

LSE Target

2

Simon McLeish

50

16.5

3.1.5

ActiveDirectory config to ShibOrigin

2003-03-04

2003-05-31

2

Christine Cooper

0

44

3.1.6

LSE Origin to JSTOR Target

2003-03-04

2003-05-31

2

John Paschoud

0

0

3.2

Pubcookie Installation

2003-03-04

2

Simon McLeish

20

141

3.3

YaleCAS installation

2003-03-04

2003-05-31

2

Simon McLeish

0

0

3.4

LDAP schema on test AD server

2003-03-04

2003-05-31

2

Simon McLeish

0

8

3.5

LDAP schema on live AD server

2003-03-04

2003-05-31

2

Christine Cooper

0

0

3.6

Draft Shib-AD roadmap

2003-03-04

2003-05-31

2

Simon McLeish

0

0

3.8

Evaluation of Shib-AD service

2004-06-01

2004-06-30

2

Christine Cooper

28

0

4

CMS: Certificate Management Services

2003-01-05

2004-07-31

2

Simon McLeish

95

27

4.1

Certificate Management

2003-10-02

2004-07-31

2

25

27

4.1.1

LUCIE Implementation

2003-10-02

2

Simon McLeish

25

17

4.1.2

Bungo and gabriel system certificates

2003-10-08

2004-07-31

2

Simon McLeish

0

10

4.2

Write LUCIE installation report

2003-10-30

2003-11-30

2

Simon McLeish

14

0

4.3

Produce LUCIE implementation roadmap

2003-01-05

2004-01-30

2

John Paschoud

28

0

4.5

Evaluation of LUCIE service trial

2004-06-01

2004-06-30

2

John Paschoud

28

0

5

SCD: Smartcard Devices

2003-12-15

2004-06-30

2

John Paschoud

77

0

5.1

Spec for key-carrier h/w

2003-12-15

2004-01-15

2

John Paschoud

28

0

5.2

Smartcard-LUCIE implementation roadmap

2004-04-01

2004-04-30

2

John Paschoud

28

0

5.3

Evaluation of smartcard pilot

2004-06-01

2004-06-30

2

John Paschoud

21

0
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