UCISA-JISC-SCONUL Access Management and Authentication Forum

The Oxford Belfry, 27 May 2002

This was a very well attended event (approximately 170 delegates, representing librarians, academic computing services and management information service staff).

The first session was chaired by Brian Gilmore (who, hilariously, given the topic, got the speakers’ names wrong on several occasions). Chris Rusbridge, Director of Information at the University of Glasgow) was the first speaker.

Access management requires authentication (which ensures that the ID is being used by its proper owner) and authorisation (determines which IDs can access which resources). It is important that these two processes are kept conceptually separate.

Chris then drew his examples from Glasgow, which has a Common Student Computing Environment (CSCE), and a Standard Staff Desktop (SSD). The latter allows access to a range of documents on a ‘fine-grained’ basis (e.g. to selective groups). Authorisation inevitably raises the issue of attributes. These inhere in IDs: they reflect roles and entitlements, and require a system for their effective management (which Athens is not). Authentication requires a more immediate solution. The scale of the requirement now – across UK HE and FE – renders impractical the Athens central database model. The solution is a common authentication reference point, which means directories on a wide scale.

He asked the question ‘Is Athens broke? Should we fix it?’. It is certainly misused – especially in relation to the misuse of group IDs, bulk uploads, implementability on campus and off-campus (since it is not standards-based, and so several vendors will not accept it). It also has some confused policy issues in relation to the Data Protection Act. And it costs us a lot (we imagine) as a community.

One of the most complicating issues in the whole scenario is ‘granularity decisions’ affecting entitlements such as access to ‘reserved business’ sections of committee documents, etc.

What must Sparta provide?

· Granularity management

· Single sign-on – but perhaps only for resources where the risk level is identical. One size does not always fit all? Access to some resources is too specialised, as in  the case of system administrators, who should have a separate network identity for those tasks.

· Standards-based (and common to several major markets)

· Effective separation of authentication from authorisation. The authentication decision should be a local one, and is not as complex as the authorisation decision.

· It should be ‘out-sourceable’ for small institutions

· It should be simple and cheap to manage

· It must comply with the Data Protection Act

Hs best quote was ‘The good thing about Sparta is that is doesn’t exist yet’.

The next speaker was Iain Stinson, Director of Computing Services at the University of Liverpool, who spoke about managing campus identities. He claimed that we only use authorisation in universities (by enforcing rules), not authentication. We do not know who people are. We control this by grouping users into roles. People can of course have multiple roles at any given time. He described ways by which biometric identifiers can be mimicked (e.g. keyboards which read fingerprints can be foxed by breathing on a recently used keyboard, which reactivates the fatty deposits). Real authentication is important, and becoming more so with the arrival of Grid computing. There is no such thing as an absolute identity (he mentioned the various ways by which people change their names – through marriage, or stardom, etc): the important thing is that an identity be fit for purpose. Ultimately, there is no way of guaranteeing that any individual is who they say they are. Authentication can only be as good as its authority, and need only be fit for purpose.

The Grid has changed the picture, by introducing X509 digital certificates. They bring their own management problems. Who – on campus – will issue them? We would benefit from a generic UK-wide registration system. Would JISC fund it?

The next presentation was by David Boyd, of the Central Laboratory for the Research Councils’ (CLRC) e-Science Centre at the Rutherford Appleton and Daresbury Laboratories, on the Grid context. The genesis of the Grid lay in the Argonne National Laboratory in the US, and was defined primarily by Ian Foster. The Grid exists because we need to tackle larger volumes of scientific data than ever before, in more distributed locations, requiring more computing power and integrating more differentiated data types. Security for Grid researchers is of paramount importance – because so many projects are commercially linked, and because of the needs for data protection under the law. He described the Grid architecture as being composed of a series of a series of layers, viz:

	Applications

	Application-customised toolkits, e.g. portals and visualisation

	Generic grid services: resource allocations, etc

	Grid middleware: toolkits

	Data resources


The CLRC has been acting as an X509 Certificate Authority (CA) for the UK e-Science programme (but it does not see itself continuing to act in this role on behalf of the e-Science community indefinitely: it foresees an eventual convergence with the JISC CA, which had been due for procurement later this year, but that has recently been changed, as described later). It employs a network of Registration Authorities. A Grid Engineering Task Force in the UK is seeking to develop a ‘working infrastructure’ for the Grid. He described the AccessGrid development, which allows dynamic collaboration, with video and audio signals being delivered from a range of laboratories. AccessGrid was based on the old MBONE tools, and was developed at Argonne. All 12 UK e-Science Centres have AccessGrids. They are able to share data visualisations, and will soon be able to experiment remotely and collaboratively.

The Grid community realises that a common scalable approach to certificate-based authentication for the UK is sensible. Technical and management issues must be explored. On the authorisation side, single user registration and single set of acceptable use conditions would be desirable. The ‘extent of access’ question is also crucial. Interestingly, he spoke about the need for accounting and resource allocation models, Grid security and monitoring tools, which can ensure that the ‘appropriate resource’ is delivered to the user – i.e. based on its bandwidth needs. This is an interesting variation on the ‘appropriate copy’ concept. The Globus Grid Security Infrastructure (GSI) provides ‘single sign-on’ via proxy certificates to support delegation. The Grid community is moving towards a network of Registration Authorities to dispense certificates. They want the authentication to be established via a photographic proof of identity.

They are developing role-based authorisation, based on a trustable mechanism for defining a person’s role: whose responsibility will that be? Authorisation decisions will be made in real time. Systems are under development including the Community Authorisation Service (CAS) and Akenti. It is important that authorisation-decision information is not encoded in certificates: that would complicate the authentication requirement unnecessarily. It is recognised that individuals will in some circumstances require to have more than one certificate – which is of course the conclusion reached by JISC in relation to Sparta.

Agent brokers will develop to manage resources on the Grid, with commercial models supported by them (e.g. higher payment for more immediate access). The speaker listed ‘three As’ which the Grid community considers critical: authentication, authorisation and accounting. Where the latter is concerned, David Boyd foresaw a market economy developing on the Grid. He expects prototypes in this area to emerge within 1-2 years. Chris Rusbridge made the follow-up point that such a model could open up many more information resources than simply those which can be negotiated on a site-wide basis, and could similarly underpin small transactions on campus, such as printing credits.

Jean Sykes raised the NHS question. The Grid centres have already had discussions with the NHS on convergence of authorisation systems across the Grid and the NHS, but this has only recently started.

One question was raised about the adoption of PKI, and the security of the user’s private key, without which the whole system is compromised. The speaker felt that there was a need to train users and make them aware of how the private key could be kept secure. Revocation is likely to be applied as a sanction where this does not happen. Smartcards is one option.

The afternoon session was chaired by Jean Sykes (Director of Library Services at LSE), and began with Alan Robiette of JISC. He also pointed to the need for the ‘national solution’ from JISC to include accounting –at least for auditing and tracking, if not for actual billing. He mentioned the need for namespace management: how is uniqueness assured nationally (Project ANGEL is inputting into this discussion)? He also mentioned the difficult ‘trade-off’ between privacy and sensitive use information, of value to providers. How many attributes can be defined sector-wide? We have already concluded that this is very difficult, and that these will be quite limited. Where should the access control decision be located? At the resource, or at the institution (through devolved trust)? This is the model which seems to work well for bibliographic data (though it is tacitly accepted that there is some ‘leakage around the edges’), but probably would not for services on a supercomputer, or a telescope. There, the control has to be at the resource. There is also the issue of third party services, where legal issues can be at stake.

Moving the control around introduces complexity. Do we best achieve interoperability by having the same software interface at all service providers’ servers (as with Athens), or all campuses (small FE colleges may have problems), or all users’ local environments, or some mix of these? Where the complexity ends up, so do the costs. He mentioned the ‘portal problem’ (coined by Andy Powell and Liz Lyon), which is a ‘hard’ problem because of the need to implement a chain of trust across a number of resources. Robiette does not worry about multiple affiliations, which only reflect real life. ‘Reduced sign-on’ is a strategic aim. He then proposed, as in the recent middleware paper to JISC, the use of digital certificates for authentication, and ‘simple authorisation’, which can be carried in a certificate. Fine-grained authorisation requires more time to assess the technology choices. He voiced the opinion that we may not manage to ‘get away with’ using a single authorisation scheme: we may need to live with several.

The advantages of certificates are that they conform to an international standard; they are well-supported in off-the-shelf software; and they are coming anyway via the Grid, the NHS and e-Government. Incidentally, the fact that the NHS was mentioned a few times during this meeting suggests that ‘joined-up-ness’ in funding may eventually come with harmonisation of access management. Disadvantages are the scale and management issues; that there will be major problems of staff and user education; and that the costs are largely unknown. The biggest problems are in having ‘anytime, anywhere access’ to one’s certificate. Another is users’ understanding of the technology. The toughest is in revocation, since current methods are very clumsy. 

These problems can be solved, though. One method is ‘key splitting’, in which the user is given only one half of the certificate, the other half being kept on a campus server. Another is ‘short-life certificates’, where the user authenticates on campus using some other technology, and is issued with a certificate for perhaps eight hours only.

The feedback from the community on these ideas so far has been surprisingly supportive, though there is some scepticism about the user management issues. Robiette mentioned some plus and minus points about Athens: its technology is improving, but it is proprietary and very UK-based. He mentioned the various systems in development at present for fine-grained authorisation – Akenti, Shibboleth, CAS and PAPI. There is some evaluation work going on into this.

The major shift which has occurred since he produced his middleware paper for JISC a couple of months ago, is that the JISC does not now propose to go out to tender for a certificate authority over the summer as it had planned to do. Instead, it wishes to run some pilot implementations. Chris Rusbridge was concerned that data providers might not be willing to join these, but Alan Robiette indicated that the Data Centres would be involved, so there ought to be genuinely valuable pilots emerging. There will be a joint call from the JISC Committee on Networking and JCEI appearing very shortly. Timescales then came up in the plenary at the end, and over coffee. It is now clear that Athens’ demise, though still likely, will be slower than we might have thought. Eduserv looks certain to have Athens extended for at least one more year after summer 2003, since any new Certificate Authority will not have been established by then. To sum up, he felt that the major difficulties in introducing certificates would be in management, not technology.

The final paper was by Lyn Norris of Eduserv. Her approach was to discuss ‘MyAthens’ (referring to Chris Rusbridge’s presentation on ‘MySparta’ in the morning session). This was a less impressive presentation (though I may be revealing my ANGEL bias). It was the only presentation which described ‘IP authentication’. She did, however, discuss its disbenefits as well as its advantages (IP addresses are relatively easy to fake, complicated for those working remotely, lacking in personalisation options, give generic, useless statistics, and deny effective auditing). She discussed digital certificates, but concluded that they were limited in being confined to authentication rather than authorisation. There are currently 1.8 m Athens accounts for over 200 services. ScienceDirect will soon be Athens-compliant. Athens now offers Single Sign-On (SSO). She also described AthensDA (Devolved Authentication) using the student registry database – currently used for bulk uploads into Athens – as a means of authenticating for all Athens accounts. She then presented a slide on Devolved Authentication using certificates. DA is deployed on top of Athens SSO. Approximately 20% of all suppliers currently implement SSO. Athens DA can also be used for providing access to local resources.

She concluded by seeking to impress us that Athens offers evolution, and flexibility for institutions. She was looking forward to institutions developing their own information webs to provide Athens with its authentication. Brian Gilmore asked a couple of questions which proved that the Athens system was very insecure. John Paschoud raised a question about licence details. Athens does not hold these: it is simply told by the supplier which 3-character code (of an institution) was now able to be granted resource access via Athens. Chris Rusbridge followed this up, and discovered that fine-grained authorisation is implemented only as a ‘fudge’ – without any real ability to check that the licence conditions are being met. Despite these shortcomings, it was clear that there is some admiration for the way Athens is moving in line with the developing community view of access management, and a number of those attending still seem prepared to bet that Athens will be around for a considerable time to come.

John Paschoud made the point that we do not currently have a scenario in which granularity is graded: he felt that we deal mostly in coarse-grained resources, for which access rights are normally required across the whole institution, and occasionally in very fine-grained resources, where the resource provider wants to know details about the users person by person, but little in between. I’m not sure I fully agree with my fellow-ANGEL on this, and I think in-between scenarios are quite easy to imagine if the functionality existed, but certainly the idea that the first priority is establishing a system to accommodate authentication and simple authorisation is a correct one.

This was a useful day, with some very good presentations. Unfortunately, the idea that it would be divided jointly between SCONUL and UCISA was not borne out. The attendance was heavily UCISA-dominated, with no more than a handful of library staff. I suspect this was because most librarians felt the topic sounded too technical. Project ANGEL and JISC are to run an event in November, at which we will strive to attract the library practitioners. However, with any switch to Sparta at least a year and a half away, it may still be difficult to attract the turnout of librarians that would help with the necessary community feedback to the direction JISC ought to take on this complex issue.

John MacColl. 27 May 2002.
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