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1.  Introduction.

Provision and use of online resources is fully dependent on Access Management (AM).  Current online learning developments, whether through a Managed Learning Environment (MLE), Virtual Learning Environment (VLE), or Portal, all have one aim in common: improving access to information for students and staff.  This makes Access Management the key issue for online environments.  Before any of the well designed interfaces, pedagogical resources, or supporting tools can be used two things need to happen; the identity of the user needs to be verified (Authentication) and his or her rights to access need to be determined (Authorisation).  

There has been much emphasis over the last few years on the need to separate Authentication and Authorisation processes in the online environment.
  Authentication is traditionally completed at the point of Authorisation – a reflection of the custom in physical situations (present a passport to gain access to a country, present photographic ID with a date of birth to prove legality of purchase of alcohol etc.).  It also reflects the ad hoc way in which electronic AM services have been developed; AM is normally applied to a specific environment or range of resources as it is needed rather than being strategically planned.  This approach has lead to a multitude of AM barriers for users in everyday situations.  Current thinking favours the separation of Authentication and Authorisation so that Authentication happens once at the beginning of a session (single sign-on) and Authorisation occurs at the point of resource request.

Increasingly, a third ‘A’ is added to the Access Management list in the form of accounting.  Spiralling costs for online resources force institutions to examine evidence of usage to justify expenditure.  Institutions may also be required to prove that non-registered users have not been permitted to use restricted resources.  These activities are fully dependant on privacy policies; user details and usage logs should not be inappropriately made available to external parties. 

When considering the full AM process for institutions, two additional processes can be added to complete the picture.  These are issues that are particularly important, and offer particular challenges, to lifelong learning models.  The first process that sits before the three As is Registration.   For institutions or services to be able to provide access to users, a Registration process, in which all necessary information is gathered and verification of real-world identity is established, is necessary.  This would typically be to the security levels defined for E-GIF (UK E-Government Interoperability Framework).
  It is assumed that such a process should only happen once within an institution, although in truth the process is often repeated as individuals make changes and extensions to study plans.  

Lifelong learning models take this concept further and champion a single Registration process to allow seamless access across the period of time that an individual is engaged in learning activity (essentially a lifetime).  Users should sign-up to ‘learning’ once and then carry a learning record and appropriate personal details across educational institutions.

In order to manage the number of users within any Access Management system, and to ensure that access rights are not abused, a final process can be added to the list.  Revocation of access rights is essential for individual institutions to address scalability and data management issues, and to meet licensing requirements for external resources.  Revocation is also essential for lifelong learning models, although the problem is more complex.  Access rights for individual institutions would need to be withdrawn as a user completes study, and complete Revocation of the learning record would be necessary for management purposes. It is difficult to imagine the most practical timescale for lifelong learning Revocation, although 99 years would ensure lifelong access for the majority of users.  

In the UK there is no model to support such a vision of learning and it is unlikely that this model will be in place for some time, although current PKI developments and interest in the use of X.509 certificates would be a step in the right direction.  In Alan Robiette’s overview of future developments for the National Access Management System, he comments that:

“In principle it would be possible to adopt a person-centred approach, where an individual carried a long-lived ID through a series of “life events”, and institutional affiliations were at different periods linked to this personal ID.  Although this alternative approach has some attractions, much of the required infrastructure does not yet exist and it does not appear feasible to go down this road at present.”
  

It is difficult to imagine implementing such a system nationally, and even more complex to imagine how this would scale up internationally, or to include learning outside of traditional educational institutions.  Some progress is being made to create parts of this vision, particularly through the work of the Centre for Recording Achievement.
  This is particularly relevant to the work into e-portfolios that is currently being funded by the government.  The Qualifications and Curriculum Authority is spending £126,000 on research into producing electronic portfolios,  and the DfEE guidance to schools and LEAs is recommending the establishment of a 'permanent' identity at Year 7.

The approach taken by most interested parties is to manage lifelong learning within consortia of educational institutions, typically within close geographical proximity to each other and including HE and FE institutions.  The purpose of this study is both to support these developments, and to provide an overview of AM for lifelong learning for the JSIC community.   It will identify a set of criteria to support projects / programmes undertaking a consortial approach to lifelong learning and provide supporting documentation to help consortia make decisions on appropriate systems to adopt for own environment and the changing national environment.  

2.  Defining AM for HE and FE.

In the educational context, there are usually three interested parties: the end-user (User), the administrator of the institution’s computer systems (Institution) and the administrator of the system run by the content provider (Provider).  It is the role of the Institution, and the preferred avoidance of the direct User – Provider link that makes the educational AM model more complex than typical web transactions.

The relationship between these groups is defined in Figure One.   
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Figure One: Defining AM for HE and FE.

In this scenario, the institution interacts with the provider, formalising the contract (and payment) for the resource.  The institution will then typically manage and / or pass on access management details to the user.  The user need not interact with the provider of the resource throughout the transaction.  
Each of these groups will have different concerns, and these need to be balanced in any AM solution implemented by an institution or institutions.   

3.  AM – Issues for Lifelong Learning.  

The model becomes more complex when several institutions fill the institution role outlined in figure one.  In cross-institutional MLEs, it is also possible for another Institution to take on a Provider role for consortia members, allowing access to course materials, learning materials and other relevant data owned by the institution.

Consortia tackling Access Management for lifelong learning within UK HE and FE are currently attempting to solve very specific problems:

1. Building MLEs across HE and FE.  This will primarily be an environment for allowing access to the student record of achievement (transcript), and for joint ventures between the partner institutions.

2. Movement of learner between and across sectors and institutions.  This will involve identifying a models and infrastructures that allow for passing and accessing data compiled by a variety of different institutions    
There are specific issues with each of the AM processes that need to be considered when applied to cross-institutional MLE work.    

 - Registration: 

The most important questions for the Registration process are where Registration happens and how the user information is recorded and identified.  

Without the framework of a national service that assigns unique IDs to all individuals (such as a national insurance number), individual institutions must take responsibility for making sure that a user’s identifier is truly unique.  This is normally achieved by combining both user details and institution details in the identifier (user@univ.ac.uk, for example).  For lifelong learning, this association between identifier and institution is not an appropriate model.  

 Another issue for AM in lifelong learning involves gaining the user’s permission to access personal details. Although it may be possible to seamlessly transfer information between institutions, the user must provide permission for each institution that wishes to access their records.  This is an issue that is being addressed by the CRA study, who are identifying the different levels of access to Learner Profiles.
 

 - Authentication:  

The challenge for Authentication in lifelong learning models is mapping multiple sets of credentials to a user.  It is unlikely that an Institution will accept an identifier passed on by another Institution as a suitable form of identification for the student in their new environment.  A student is likely to be issued with new identifiers (typically a network log-in and password and e-mail address) at each institution and these must be mapped to the student’s previous identifier and records.  It is also extremely important that the student identifier is mapped to the correct sets of data to ensure confidentiality of personal data.

The point of Authentication is extremely important within a cross-institutional model.  The user must authenticate and one central point.  Typically, a user would be expected to authenticate against their home institution, but in a centralised model this authentication could happen at an authoritative central institution or by an external service.

 - Authorisation: 

Lifelong Learning models are often most concerned with allowing users to access their own data, hosted on their behalf by a service or institution.  In this scenario, Authorisation may not seem to be an important issue: by proving my identity I implicitly prove that I am authorised to access data about myself held by my institution.

Complexity arises when different groups of users are to be given different access rights to material that does not obviously belong to the individual requesting access.  Typical examples of this would be an academic that has permission to see the records belonging to his or her class, or a potential employer that has been given permission to view the learner record of a particular individual.  In these scenarios the users will not only have to prove that they are who they claim to be (Authentication) but also that they have the rights assigned to them to view certain sections of data (Authorisation).  The interaction with employers is, perhaps, one of the most problematic transactions to occur in such a system.  Such a request would need to be explicitly approved by each individual involved, suggesting an additional transaction and additional complexity.   

Individuals may also need to have more complex rights assigned to them.  It is likely that individuals will be assigned the rights to change certain sets of data (address) and not other sets (qualifications).  In these cases, the individuals will need to be able to assert their rights to edit a record, and the record will need to be disaggregated enough to allow this process.  

 - Accounting: 
The need for accounting in lifelong learning models becomes political when considering who owns the data, who has the right to see usage logs, and how much information about each user is available for analysis.  
 - Revocation: 
It is important for all access management system to be able to revoke access rights to data.  This not only includes the ability to completely revoke credentials (no access is permitted at any level), but also to revoke certain rights (withdrawing the right to edit material, for example).  

In lifelong learning, this decision is complex.  The identifier assigned to a certain individual must be available for ‘life’, but access rights will be issued and revoked throughout the lifetime of the identifier (and the individual).   An additional issue within some institutions may be reuse of identifiers once they have been revoked from one specific user.  

4.  Patterns of study

Two of the most complicated issues for lifelong learning are the problems of non-linear study and non-sequential study.   The traditional model that sees a user moving from school – FE – HE is no longer a typical learning pattern.  A user may proceed through education in a non-linear pattern (moving from school to an HE institution, then to an FE college for further study) and may attend more that one institution at one time.  It is also highly likely that a user will not complete his or her education in a strict time sequence, but may take several years out of education before returning to study. 

Lifelong learning may also see users changing roles (undergraduate, postgraduate, staff), adopting new identities (change of name on marriage), and fulfilling different roles (potentially at different institutions) at the same time.  

Some of the complex user scenarios that an AM system for Lifelong Learning would need to cope with are outlined below:

User Case One:

Catherine left school at 16, and has spent the last twenty years working in the IT industry.  After starting a family, she decides to return to education and enrols on BSc Computing Science course.  Although she did not take A’ levels, she qualifies for the course through her professional experience.  

Any previous record of Catherine’s education is now 20 years old.  There will also be a perceived ‘gap’ in her record as there will be no information concerning A’ level qualifications.

User Case Two:

Chris is a PhD student at his local university, and is now in his third year of study.  To support his studies, Chris teaches both at the local FE College and 1st year undergraduates at his university.  

This potentially means that Chris has three separate educational identifiers, representing each of his roles within the sector.  As a tutor, he may need to have privileged access to certain sets of information concerning his students, but this access right should not extend beyond the students attending his seminars.

User Case Three:

John is studying for a degree in architecture, and hopes to be able to work in Europe once he has graduated.  In order to support this future, he is studying languages at evening school.  The limited availability of courses means that he has to attend classes at two different FE institutions in order to learn his chosen languages.

John, like Chris, will have multiple identifiers across the institutions.  He will also have different access rights to materials that support his study at each of the institutions.

User Case Four:
Clare ‘completed’ her education five years ago, achieving an MBA.  After working for a commercial company for five years, Clare has decided to pursue a different path and now wishes to train to be a doctor.  To achieve this goal, Clare will need to return to life as an undergraduate.

These user studies highlight just some of the ways in which people approach their education and identifies some of the areas that Lifelong Learning schemes will need to address to support non-typical study patterns.

5.  Potential models for addressing AM for lifelong learning.  

For AM to support true lifelong learning, the user should only have to register as a learner once in their lifetime.  This is similar to the way that medical records are currently handled in the UK.  Our medical records are continually growing, but the personal details attached to them, and the doctor(s) who see this records constantly change.  Most importantly, there is only one point of Registration where the National Insurance number is assigned to the patient.  Users of the system need only put in a request for service from their local GP, and they are automatically matched with their records via their NI number. 

A model can be envisaged where educational institutions rely on NI numbers, or numbers from the proposed national ID cards, as main identifiers for students.  A similar process is currently common in the US, where Social Security numbers are routinely used to identify students, and can often be found on student ID cards.  The ubiquitous use of Social Security numbers has, however, led to serious problems of identity theft.  Requests for the number are so commonplace that most people do not think twice about providing this information, but thieves can quickly utilise the information to open bank accounts, credit agreements and so on.

Identifiers should only be used for the purpose they are designed for, and without a central body issuing educational IDs, institutions and consortia need to consider other models for lifelong learning. 

The models described below outline the different ways in which AM for lifelong learning could be structured.  
A. Single institution authenticates all students within a consortium.  

When a user accesses a portal at one of the consortia institutions, they are automatically sent to the lead institution to be authenticated and assigned access rights for all the institutions they are associated with.   This can be compared to the model of medical records.  A registered GP holds a patient’s medical records.  It may, however, be necessary for the patient to see a specialist at a nearby hospital at some point.  At this stage, the specialist will be allowed to see the records, but the home surgery will continue to hold the record.  It is also necessary for the patient to visit our personal GP to get a referral before he can use the specialist’s services.  

B. Single commercial service authenticates all students within a consortium.

When a user accesses a portal at one of the consortia institutions, they are automatically sent to an external host to be authenticated and assigned access rights for all the institutions they are associated with.

Both scenarios A and B assume that a consortium is formed between institutions and assume that users would remain within it "for life". This doesn't reflect typical behaviour, and will not address many of the current disjunctions and frustrations caused by current boundaries (geographic, topical, etc) in other services, such as local government and health.   Planning and extending beyond the consortial approach to lifelong learning is essential for all lifelong learning models.

C. Single (UK) national service holds all records for students and passes out to nationally registered institutions (.ac.uk – national).  

When a user accesses a portal at a UK educational institution, they are automatically sent to a nationally maintained service to be authenticated and assigned access rights for all the institutions they are associated with.   This can again be compared to the medical record scenario.  A patient may go several years without needing treatment, and may not register with a doctor during this time.  In this scenario, medical records are sent to a holding unit until a patient becomes active by registering with a new doctor.  The details are then sent to the requesting surgery and the process described in (1) above can begin again.

It would also be possible to hold this data permanently and for institutions to refer to with every request and transaction with the student.  This would be limiting for the institution and burdensome (expensive) for the national service.  It would also be risky as single point of failure.  If the national system was out of operation, a use would not be able to access local or external resources.  

D. Student is authenticated by current institution.

In this scenario, the student authenticates against his or her current institution.  

This is the most difficult model for addressing the needs of a lifelong record of student data.  There are several ways in which it could be handled:

1. The home institution or the environment that the student enters requests the information from the previous institution when the student tries to access this part of his or her record.  This will mean that the information holder will need to trust the Authentication process carried out by the home institution.  

2. The student record is ‘snow-balled’ across the institutions that the student attends, so that the current home institution holds the entire record.  The student then need only access the record via his or her home institution.  This will need careful planning in terms of storage and Revocation, and may hold concerns for external parties who want each institution to verify the information.

3. The student is required to authenticate separately with each institution that holds part of their record.  This model would be difficult to support, and does not address the needs of lifelong learning.  

E. User holds own record.
We currently require institutions to host electronic information on our behalf as we simply do not have the capacity to store this information ourselves, or have the technical knowledge to handle this information and pass it on.  This model would also cause issues for secure data (such as exam results) as an individual does not currently fulfil the role of a trusted party, in that information could be easily lost or altered.  Information provided by an individual would still need to be verified by an institution or trusted service.  A future model, whereby students hold their information on a readable device, such as a USB key, could be envisaged but this information would still need to be backed-up.

6.  Related Issues.   
 - UK Players.

As well as considering individual and joint institutional requirements, any consortium considering models for lifelong learning should be aware of national and international developments within the arena, and how these might impact on the work carried out.  A complete study into the arena is outside the scope of this study, but the following summaries provide useful starting points for research.

Centre for Recording Achievement.

The Centre for Recording Achievement (CRA) is a national network organisation which supports good practice and the sharing of experience in Recording Achievement, Personal Development Planning and Progress Files within educational institutions and professional bodies.

JISC.  

JISC are in the process of reviewing and investigating models for the next generation National Access Management System.   Current thinking favours the use of digital certificates (X.509), with individual institutions taking responsibility for the certificate issue process and certificate content for their own members.  The recommendations state that institutions should be free to use nationally-issued certificates for internal purposes.  

These developments full under the remit of the JISC Committee for the Information Environment.
  JISC are currently negotiating a new service contract to provide the national access management system for the next three to five years.
   

Parties may also be interested in the work of the Authentication, Authorisation and Accounting (AAA) Programme, which is addressing both general and specific access management needs within the UK educational environment.

NGFL.

The National Grid for Learning strategy aims to provide a national educational portal, to develop an infrastructure in schools, libraries, colleges, universities, workplaces and homes to support access to the internet and to provide ICT training.  It is part of the Government’s overall lifelong learning strategy.

NOF.

The New Opportunities Fund are currently assessing bids for a new Community Access to Lifelong Learning Programme.   This programme intends to support nationwide networks of ICT centres, including the People’s Network,  and to fund the development of Community Grids for Learning.

UFI.  

The University for Industry, and its learning service learndirect, aim to be a “significant catalyst for change in the lifelong learning market”.
   Infrastructures, identifiers and learner records adopted by these schemes will have an impact on lifelong learning decisions made in the traditional educational sector, particularly for FE colleges.  

 - Standards.

Relevant standards are included and described within the glossary section of this report.  
 - Other Issues.  

Data Protection.  

One of the key issues for any institution looking into data sharing is data protection.  The JISC website provides extensive information and guidance for UK HE and FE institutions regarding data protection.

Security.  

The UK E-GIF (UK E-Government Interoperability Framework) provides advice and guidelines on security within online environments, including recommendations for registration and authentication procedures.

7.  Glossary

Attributes

Sets of information associated with a user, such as name, addresses,  phone number, role within institution, registered courses etc.  This information can then be used to define the rights a user has to access information (i.e. a staff member of the geography department, a postgraduate etc.)

Authentication 

Authentication is the process of determining the identity of an individual. It is achieved through the presentation of some kind of token which is considered proof that the individual concerned is whoever they assert they are.

Authorisation
Authorisation is the process of determining the right that an individual has to perform certain actions.

Certificate Authority

A CA is responsible for ensuring that each certificate it issues complies with the appropriate standards (such as X.509) and contains the requisite information about the entity (server or individual) to which it refers.  This information will often be supplied and verified by a separate Registration Authority or RA, although a CA may in some cases carry out its own RA function. 

Widely used CA’s include:

Globalsign.  <http://www.globalsign.net/>
Verisign. <http://www.verisign.com/products/index.html>.
Thawte. <http://www.thawte.com/>.

Circle of Trust

An agreement between groups of identity and information providers to trust information passed to one another concerning authentication and authorisation.  

Cookies

A cookie is a file sent to a web browser by a web server that is used to record a user's activities on a website. Cookies can remember all kinds of personal information, such as passwords, so that the user does not have to re-enter it each session.  Cookies can also recall user preferences in order to present customised information.  

Credentials

Authentication information, such as a password, token, or certificate.
Digital Certificates

An attachment to an electronic message used for security purposes. The most common use of a digital certificate is to verify that a user sending a message is who he or she claims to be, and to provide the receiver with the means to encode a reply.  Certificates are assigned by trusted certificate authorities.  See also: PKI.

Directories

Directories hold the  key information needed for Authentication and Authorisation to work, and can be managed using a central (run by the access management provider) or distributed (run by individual institutions) system.  A directory is formed of a schema or data model (which defines the relationship of fields), a namespace (which defines the names of the fields), and attributes (the contents of the fields).  

Eduperson

Name given to the EDUCAUSE / Internet 2 LDAP object class used to identify person attributes / roles used widely within higher education. This standard namespace will allow a range of directory-based applications to share personal information between institutions, data providers and platforms. 

Encryption
The process of protecting information as it moves from one computer to another. Passing through a complex mathematical process (an encryption algorithm), the information is encoded before it is sent and decoded with a secret key when it is received.

Federated Administration

The administration of user identities and attributes is managed by the user’s origin  site.  The resource provider trusts the attribute information passed by the origin site, and makes an access control decision based on these attributes.  

Federated Network Identity

A term used by the Liberty Alliance Project to refer to the association, connection or binding of multiple sets of identity information for individual users through the development of affiliated groups of organisations, governed by a legal agreement.

Identifier

In terms of access management, a unique virtual identity assigned to a specific user.  This may be the user’s network ID, or e-mail address, or some other unique ID separate from ‘real’ user identity information such as name and address. 

Information Environment

The name adopted by the JISC to describe the set of networked services that allows people to discover, access, use and publish resources collected by the JISC and JISC projects. The technical architecture suggests a three layer structure of provision layer, fusion layer and presentation layer.

Internet2

A US initiative involving over 190 universities working partnership with industry and government to develop and deploy advanced networked applications and technologies. The Internet2 Middleware Architecture Committee for Education (MACE) is developing the Shibboleth architecture.

IMS Enterprise

IMS Enterprise is a specification for transferring data about people and groups (for example, students on a course) between systems such as Virtual Learning Environments (VLE), Portals, Student Record Systems (SRS), and Management Information Systems (MIS).
IMS LIP

The IMS Learner Information Package (LIP) is a specification for a standard means of recording information about learners.  LIP is designed to allow information about learners, including their progress to date and awards received, to be transferred between different software applications.

Middleware

A layer of software that sits between two applications and provides services such as Authentication and Authorisation, and services for combining metadata through cross-referencing, harvesting, and alerting.  This enables applications that would not normally be able to communicate to do so without having to extend either application.  

Namespace

A set of names in which all names are uniquely identified. This allows an object to be described without ambiguity. 

OAI

An initiative to develop and promote interoperability standards that aim to facilitate the efficient dissemination of content.  Most widely known for the OAI-PMH (Protocol for Metadata Harvesting).

ODRL

The Open Digital Rights Language supports an extensible language and vocabulary (data dictionary) for the expression of terms and conditions over any content including permissions, constraints, obligations, conditions, and offers and agreements with rights holders.  In competition with XrML.  
Registration Authority

A Registration Authority registers users who request a certificate, and makes sure that the information required to create a certificate is correct and up-to-date.  Once they have collected and verified the data that is required, the RA passes the certificate request onto a Certificate Authority.  

Portal Problem

Name given to the persistent problem of providing seamless discovery services across a range of disparate content providers.

PKI

Public Key Infrastructure refers to the complete system of digital certificate exchange and use of authorities that verify and authenticate the validity of each party involved in an Internet transaction.  Associated terminology includes:

· DIGITAL CERTIFICATE: an electronic 'credit card' that asserts the rights of an individual.  It will typically contain such information as user name, unique identifier, expiry date, and a copy of the user's public key.  

· CERTIFICATE AUTHORITY: issues and verifies digital certificates.  

· REGISTRATION AUTHORITY: verifies the identity of the user for the CA before a certificate is issued.  In an educational framework, this would be the responsibility of an institution.

· DIGITAL SIGNATURE: used to authenticate the sender of a message.  A message hash is created by the sender using special software.  This hash is then encrypted using the sender's private key.  When it is received, the receiver also creates a message hash, and then decrypts the original message hash using the sender's public key.   If the two hashes match the receiver knows that the message is valid.  

The following actions may be involved:

I WANT TO SEND YOU SOMETHING THAT ONLY YOU CAN READ:  I (the sender) encrypt the message using your (the receiver) public key.  The only person who can then decrypt this is the holder of the matching private key (you).  

I WANT TO SEND YOU SOMETHING AND PROVE THAT IT IS FROM ME:  I encrypt the message using my (the sender) private key.  When you (the receiver) decrypt this using my public key, you know that it must have come from me.  This invovles a process known as hashing when used in e-mail.  

I WANT TO ASSERT MY RIGHTS TO USE SOMETHING YOU LOOK AFTER: I use a digital certificate, that has been digitally signed by a Certificate Authority.  You (the receiver) can check the signature of the CA and accept that they have legitimately given me the certificate.  Alternatively, as the digital certificate also contains my (the requestor) public key, the receiver can undertake additional encrpytion / decryption processes with the user to clarify identity.  
Rights Group

The groups which a user belongs to, as defined by his attributes (postgraduate student, taking course EC101 etc.)  Access rights can be assigned at the group level, allowing access to members of certain groups and denying access to others.  

SAML 

Security Assertion Mark-up Language is an XML-based security standard for exchanging Authentication and Authorisation information.  SAML message exchanges are mapped to SOAP exchanges.  

SSO

Single sign-on is a process that allows a user to enter Authentication details once in order to access multiple applications or resources.   A list of access rights for individual users is stored on the server.  When an Authentication request is received, the user is authorised to access all the applications listed.  

Web Services

Simply describes services offered by a supplier via the web for web users, or other web-connected programs.   Often used to refer to services that can allow users access through a peer-to-peer arrangement, or services that can communicate with other services through the use of middleware.   

Where Are You From (WAYF)

A term employed by Shibboleth to describe the process required to identify a user’s identity provider (home institution).  

X.500

A standard that defines how global directories should be structured.  

X.509

The most widely used standard for defining digital certificates. 

XrML

XrML (Extensible Rights Markup Language) is a proposed standard digital rights management (DRM) markup language. The XML-based language enables users to specify rights and conditions associated with resources.  In competition with ODRL.  
















� See, for example: Lynch, C. E. (1998). A White Paper on Authentication and Access Management Issues in Cross-organizational Use of Networked Information Resources. <� HYPERLINK "http://www.cni.org/projects/authentication/authentication-wp.html" ��http://www.cni.org/projects/authentication/authentication-wp.html�>.


� E-GIF Registration-Authentication Framework Guidelines, v3. <http://www.e-envoy.gov.uk/oee/OeE.nsf/sections/frameworks-authentication/$file/Registration-AuthenticationV3.htm>.  Level 2 compliance would be recommended to educational institutions.  





� Robiette, A. (2002). Sparta: the second-generation access management system for UK Further and Higher Education. 2002. <� HYPERLINK "http://www.jisc.ac.uk/pub00/sparta_disc.html" ��http://www.jisc.ac.uk/pub00/sparta_disc.html�>.





� Centre for Recording Achievement. <� HYPERLINK "http://www.recordingachievement.org/" ��http://www.recordingachievement.org/�>.





� Shaw, M.  “A-level inquiry chief backs 'e-portfolios'”.  TES.  Jan, 2003.  <� HYPERLINK "http://www.tes.co.uk/search/search_display.asp?section=Archive&sub_section=News+%26+opinion&id=373951&Type=0" ��http://www.tes.co.uk/search/search_display.asp?section=Archive⊂_section=News+%26+opinion&id=373951&Type=0�>.





� Centre for Recording Achievement.  MLE for Lifelong Learning Programme: Developing Learner Profiles across HE and FE. <� HYPERLINK "http://www.recordingachievement.org/Current_Projects/detail.asp?sid=15" ��http://www.recordingachievement.org/Current_Projects/detail.asp?sid=15�>.


� Glasner,J.  “9 Digit ‘Social’ Overused as ID.”  Wired News.  29 Jan 2003.  <� HYPERLINK "http://www.wired.com/news/privacy/0,1848,57395,00.html" ��http://www.wired.com/news/privacy/0,1848,57395,00.html�>.


� Centre for Recording Achievement.  <� HYPERLINK "http://www.recordachievement.org" ��http://www.recordingachievement.org�>.





� JISC Committee for the Information Environment.  <� HYPERLINK "http://www.jisc.ac.uk/index.cfm?name=jcie_home" ��http://www.jisc.ac.uk/index.cfm?name=jcie_home�>.





�  JISC.  Access Management Service for UK Higher and Further Education: Information Memorandum.  <� HYPERLINK "http://www.jisc.ac.uk/index.cfm?name=funding_4_02" ��http://www.jisc.ac.uk/index.cfm?name=funding_4_02�>.





� Authentication, Authorisation and Accounting (AAA) Programme.  


<� HYPERLINK "http://www.jisc.ac.uk/index.cfm?name=programme_aaa" ��http://www.jisc.ac.uk/index.cfm?name=programme_aaa�>.





� National Grid for Learning Strategy.  <� HYPERLINK "http://www.ngfl.gov.uk/about_ngfl/background.jsp" ��http://www.ngfl.gov.uk/about_ngfl/background.jsp�>.





� NOF.  Community Access to Lifelong Learning Programme.  <� HYPERLINK "http://www.nof.org.uk/index.cfm?loc=edu&inc=call" ��http://www.nof.org.uk/index.cfm?loc=edu&inc=call�>.





� UFI.  Strategic Plan: 2002 – 2005. <� HYPERLINK "http://www.ufiltd.co.uk/strategic%20plan/english/sec1.htm" ��http://www.ufiltd.co.uk/strategic%20plan/english/sec1.htm�>.





� JISC.  Data Protection.  <� HYPERLINK "http://www.jisc.ac.uk/index.cfm?name=ag_notes_10" ��http://www.jisc.ac.uk/index.cfm?name=ag_notes_10�>.





� UK E-Government Interoperability Framework.  <� HYPERLINK "http://www.govtalk.gov.uk/interoperability/egif.asp" ��http://www.govtalk.gov.uk/interoperability/egif.asp�>.








Version 1.0
13 of 17
last updated: 12/03/2003

_1101890873.doc
[image: image1.png]wzozx

CONTRACT

INSTITUTION ~ PROVIDER

USER RESOURCE

WANTS

omorzrZ







