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ACCESS MANAGEMENT: OVERVIEW

These tables outline a variety of different approaches and solutions to AM that are being offered and implemented internationally.   It is intended to give the broadest overview possible, whilst remaining relevant to the requirements and interests of Higher Education Institutions.  To this extent, both commercial and non-commercial initiatives are included, as are solutions with differing scales and visions.  

* Indicates a proprietary protocol used by the initiative.  

Each PRODUCT is ranked in column1 according to the properties identified in section two of this report.   These are:

[A] simplicity of system.  (high | medium | low)

[B] security of system.   (high | medium | low)

[C] privacy of system.  (high | medium | low)

[D] audit trail.   (yes | no)

[E] distributed system. (yes | no)

[F] wide adoption. (yes | no | likely)

[G] scalability of system. (high | medium | low)

[H] easy to integrate into current HE environment.  (high | medium | low)

Anyone interested in a specific initiative is strongly advised to read the detailed description and to further investigate the initiative by following the link provided, rather than making judgements based purely on the ratings given.  Many of the products (and even the standards on which they are based) are under rapid development and therefore an issue that is assessed here as ‘low’ may be improved in future developments.  

This process is less useful for the projects and other initiatives included in this report and so has not been extended to these tables.  

Products

	INITIATIVE NAME
	UNDERLYING PROTOCOLS
	LOCATION & DECRIPTION
	CURRENT STATUS
	RELATIONSHIP TO OTHER DEVELOPMENTS

	Akenti

[A] high 

[B] high

[C] high 

[D] yes

[E] yes 

[F] yes 

[G] high 
[H] medium

	 - OpenSSL

 - OpenLDAP

 - X.509 Cert.

 - SATP (Secure Akenti Transport Protocol)*
	<http://www-itg.lbl.gov/Akenti/>

Akenti was designed to address the issues raised in allowing restricted access to resources that are controlled by multiple stakeholders.  Akenti provides a way to express and to enforce an access control policy without requiring a central enforcer and administrative authority. The system's architecture is intended to provide scalable security services in highly distributed network environments.  This allows each stakeholder to enforce access control independently of other stakeholders.  


	version: 
	prototype


	 IETF Generic Authentication and Authorization interface.
Common Open Policy Service.
Globus.

	
	
	
	deployment:
	testbed
	

	
	
	
	planned:
	 - 
	

	ANGEL

[A] low

[B] low

[C] high 

[D] yes 

[E] yes 

[F] no

[G] high 

[H] high

	 - LDAP
	<http://www.angel.ac.uk/>

The ANGEL project is formed of three middleware managers to support digital library and virtual learning environment join-up. ANGEL builds on the Decomate authentication broker for its User Manager. The range of supported protocols is extended, and authorisation in conjunction with the Resource Manager supports Shibboleth and PAPI tokens.


	version:
	0.4
	DecomateII

Headline

Shibboleth

PAPI

	
	
	
	deployment:
	pilot
	

	
	
	
	planned:
	full version available end Feb 03
	

	Athens

[A] low

[B] high 

[C] low

[D] yes 

[E] no

[F] yes (in UK)

[G] medium 

[H] low

	 - Athens*
	<http://www.athens.ac.uk/ >  <http://www.athensams.net/>

Athens is an Access Management System that controls access to web-based online subscription services, and provides: 

secure single username access to multiple online access controlled services; devolved administration facilities at organisation level; shared access account with IP address checking; personal accounts with no IP address checking; encrypted bulk upload facilities to add Athens usernames from another data source; replication facilities at three separate physical locations, thus offering a fully sustainable authentication service.
	version: 
	AthensSSO
	

	
	
	
	deployment:
	throughout UK HE and NHS.  
	

	
	
	
	planned:
	developing acceptance of X.509 certificates.
	

	CAS

Community Authorization Service

[A] low

[B] high 

[C] low

[D] yes 

[E] yes 

[F] likely

[G] high 

[H] low


	 - GSI (Globus)*

 - LDAP
	<http://www.globus.org/security/CAS/>

Building on the Globus Toolkit Grid Security Infrastructure (GSI), CAS allows resource providers to specify course-grained access control policies in terms of communities as a whole, delegating fine-grained access control policy management to the community itself. Resource providers maintain ultimate authority over their resources but are spared day-to-day policy administration tasks (e.g. adding and deleting users, modifying user privileges).
	version:
	alpha R2
	Globus.

	
	
	
	deployment:
	unknown
	

	
	
	
	planned:
	still in development - will shortly provide a client API.
	

	DotGNU Virtual Identities

In early stage of development – no assessment


	 - LDAP

 - SEE (Secure Execution Environment)*
	<http://www.dotgnu.org/auth.html>

DotGNU is being developed jointly under the auspices of FreeDevelopers and the GNU project.  It aims to challenge Microsoft’s .Net developments.  Developments are available as freeware, and the initiative is currently supporting a range of access management developments.  
	version:
	ongoing
	SEE

Macs

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	ongoing
	

	Entrust TruePass

[A] medium 

[B] high 

[C] high 

[D] yes 

[E] yes

[F] no 

[G] low

[H] yes 


	 - Entrust Authority*

 - FIPS 140-1 Level 1
	<http://www.entrust.com/truepass/index.htm>

Entrust TruePass is a commercial tool facilitating secure online transactions and communication.  It provides support for multiple methods of ‘strong’ user identification including digital IDs and smart cards.  It also supports use of SMS and standard phone challenge-response questions.  
	version:
	6.0
	

	
	
	
	deployment:
	commercial
	

	
	
	
	planned:
	 - 
	

	Evidian AccessMaster

Dependent on product choice


	 - AccessMaster SSO*

 - LDAP compliant

 - PKCS


	<http://www.evidian.com/accessmaster/about/index.htm>

AccessMaster offers a variety of commercial solutions to access management issues, including firewall, single sign-on and PKI products.  Supports use of smart-cards and passwords.
	version:
	 - 
	

	
	
	
	deployment:
	commercial
	

	
	
	
	planned:
	widening support of certificate authorities to include Entrust, Baltimore, and Verisign.
	

	KERBEROS

[A] medium 

[B] high 

[C] low

[D] yes 

[E] yes

[F] yes 

[G] high 

[H] medium

	- Kerberos*
	<http://web.mit.edu/kerberos/www/>

Kerberos is a network authentication protocol. It is designed to provide strong authentication for client/server applications by using secret-key cryptography. A free implementation of this protocol is available from the Massachusetts Institute of Technology.
	version:
	v5 release 1.2.6
	Cygnus Solutions
Heimdal

	
	
	
	deployment:
	operational
	

	
	
	
	planned:
	still in development at MIT and other locations
	

	Liberty Alliance Project

[A] high 

[B] high 

[C] high 

[D] yes  
[E] yes 

[F] likely

[G] high 

[H] medium

	 - TLS
 - SSL
 - X.509
	<http://www.projectliberty.org/>
The vision of the Liberty Alliance is to enable a networked world in which individuals and businesses can more easily conduct transactions while protecting the privacy and security of vital identity information. To accomplish its vision, the Liberty Alliance will establish an open standard for federated network identity through open technical specifications.
	version:
	1.0 specification
	

	
	
	
	deployment:
	expected end 02
	

	
	
	
	planned:
	expand 1.0 to include permission-based attribute sharing
	

	LURCIS

[A] medium 

[B] high 

[C] high 

[D] yes 

[E] yes 

[F] no 

[G] high 

[H] high

	- OpenSSL

 - X.509
	<http://www.personal.leeds.ac.uk/~ecldh/lurcis/>

A project to develop Leeds University’s in-house user registration system to work across a variety of systems and to include X.509 certificates.  The project created the Leeds University Certificate Issuing Engine, which is freely available to the UK Higher Education community.  


	version:
	beta release
	

	
	
	
	deployment:
	live at Leeds
	

	
	
	
	planned:
	Further development through JISC funding
	

	MACS

[A] low

[B] medium

[C] high

[D] yes

[E] yes 

[F] no 

[G] low

[H] no

	 - SOAP

 - SSL
 - MACS*
	<http://sourceforge.net/projects/macs>


A system for global authentication; authorisation; user, group, and resource management; and application services.


	version:
	pre 2 alpha
	DotGNU

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	version 3 alpha
	

	Netegrity SiteMinder

[A] low

[B] high 

[C] high 

[D] yes

[E] yes 

[F] no 

[G] high 

[H] low

	 - LDAP

 - SSL

 - X.509
 - SAML
	<http://www.netegrity.com/products/index.cfm?leveltwo=SiteMinder>

SiteMinder is a security package for e-business websites.  It allows single sign-on and real-time transaction security.


	version:
	 - 
	

	
	
	
	deployment:
	commercial
	

	
	
	
	planned:
	
	

	NOVELL 

Product dependent

	
	<http://www.novell.com/products/>

NOVELL offer a wide range of commercial solutions to access management problems, including authentication services, directory services, account management and certificate servers.
	version:
	various products
	

	
	
	
	deployment:
	commercial
	

	
	
	
	planned:
	 - 
	

	PAPI

[A] low

[B] high 

[C] high 

[D] yes 

[E] yes 

[F] no 

[G] low

[H] yes 


	 - LDAP
	<http://www.rediris.es/app/papi/index.en.html>

PAPI is a system for providing access control to restricted information resources across the Internet. It intends to keep authentication as an issue local to the organization the user belongs to, while leaving the information providers full control over the resources they offer. The authentication mechanisms are designed to be as flexible as possible, allowing each organization to use its own authentication schema, keeping user privacy, and offering information providers data enough for statistics.
	version:
	1.1.0
	Shibboleth

FEIDE

Switch AAI

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	X.509 integration

Working with Shibboleth
	

	Passport

[A] high

[B] high 

[C] high (dependent on configuration)

[D] yes

[E] no

[F] yes

[G] low

[H] low

	 - SSI*

 - SSL

 - Ticket Cookie*
	<http://www.passport.net/Consumer/default.asp?lc=2057>

Microsoft’s .Net Passport allows users to use one username and password to access all participating sites and services.   It is essentially a suite of web-based services design to support purchasing via the Internet.
	version:
	2.1 (Windows)

1.4 (Linux / Solaris)
	

	
	
	
	deployment:
	operational
	

	
	
	
	planned:
	 - 
	

	PingID

In early stage of development – no assessment

	 - SOAP

 - SAML
 - OpenPKI
	<http://www.pingid.org/pingid-project/index.jsp> and <http://www.pingid.com/>

Ping Identity is an open, principles based project focused on building digital identity infrastructure capable of ensuring that the rights and privileges we enjoy with our real world identities are not lost, changed or abused with respect to our digital ones.


	version:
	1.0
	

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	further development of PingID server
	

	RealUser

[A] high

[B] low

[C] medium

[D] yes 

[E] yes 

[F] no 

[G] high 

[H] high

	 - SSL
 - SPEKE
	<http://www.realuser.com/cgibin/ru.exe/_/homepages/index.htm>

The principal behind the Passface system is that people are extremely good at recognizing faces - even though they may be bad at recalling names and even worse at recalling random sets of characters or numbers. The Passface system asks user to recognise a series of known faces in order to authenticate themselves.  
	
version:
	 
- 
	

	
	
	
	deployment:
	commercial
	

	
	
	
	planned:
	 - 
	

	Shibboleth

[A] low

[B] high

[C] high

[D] yes 

[E] yes

[F] likely

[G] high

[H] high

	 - OpenSAML
 - SOAP
 - X.509
 - SSL
 - LDAP
	<http://middleware.internet2.edu/shibboleth/>

Shibboleth, a project of Internet2/MACE, is developing architectures, policy structures, practical technologies, and an open source implementation to support inter-institutional sharing of web resources subject to access controls. In addition, Shibboleth will develop a policy framework that will allow inter-operation within the higher education community.
	version:
	Alpha 2.5
	PAPI

	
	
	
	deployment:
	testbed
	

	
	
	
	planned:
	continued development
	

	WS-Security

[A] low

[B] implementation dependent

[C] implementation dependent

[D] implementation dependent

[E] implementation dependent

[F] likely

[G] implementation dependent

[H] implementation dependent

	 - PKI
 - Kerberos
 - SSL
	<http://www.oasis-open.org/committees/wss/documents/WSS-Core-01-0920.pdf>

This specification provides three main mechanisms: security token propagation, message integrity, and message confidentiality. These mechanisms by themselves do not provide a complete security solution. Instead, WS-Security is a building block that can be used in conjunction with other Web service extensions and higher-level application-specific protocols to accommodate a wide variety of security models and encryption technologies.


	version:
	1.0 
	

	
	
	
	deployment:
	specification only
	

	
	
	
	planned:
	OASIS Technical Committee appointed to develop
	

	XNS

In early stage of development – no assessment

	 - xns*
	<http://www.xns.org/>

XNS lays a Web services foundation for digital identity management. Every identity is treated as a logical XML document and XNS specifies the addressing syntax for these documents and attributes and the services available from an XNS identity. So it has a broad range of applications from single sign-on to digital wallets to distributed document management.

	version:
	1.0
	

	
	
	
	deployment:
	specification only
	

	
	
	
	planned:
	evaluation plus work with other standards developers
	


Projects

	INITIATIVE NAME
	UNDERLYING PROTOCOLS
	LOCATION & DECRIPTION
	CURRENT STATUS
	RELATIONSHIP TO OTHER DEVELOPMENTS

	Builder
	 - LDAP / NDS
	<http://builder.bham.ac.uk/main.asp>

Builder investigated authentication and authorisation needs as part of its hybrid library project, particularly in relation to resource profiling for stakeholders.  The website archives a variety of documentation giving a practical overview of how an HE institution addressed access management needs.  
	version:
	-
	

	
	
	
	deployment:
	within project partner institutions.
	

	
	
	
	planned:
	project complete.
	

	CAUDIT/CAUL
	
	<http://www.gu.edu.au:81/uls/sso/>

The CAUDIT/CAUL Authentication Project was initiated to determine functional specifications based on a survey of the university technological environment and demands identified by end users, I.T. and library staff.
	version:
	complete report.
	

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	project complete.
	

	Common Authentication Project
	 - LDAP

 - X.509
	<http://www.ucop.edu/irc/auth/work.html>

Work carried out by the University of California to establish a certificate / PKI infrastructure to meet the needs of all its campuses.  Provides a good working example of how a single institution might develop this process.  
	version:
	 -
	

	
	
	
	deployment:
	UofC, USA.  
	

	
	
	
	planned:
	continued implementation of task matrix.
	

	DecomateII
	 - LDAP
 - SMB

 
	<http://www.bib.uab.es/decomate2>

The authentication broker was major software deliverable for this European project. It permits interoperability with a wide range of existing institutional authentication and directory solutions (including LDAP, SMB, SQL) and an API allowing extension for solutions not supported.


	version:
	 - 
	Angel

Headline

	
	
	
	deployment:
	within partner institutions, and by OCLC PICA.
	

	
	
	
	planned:
	project complete
	

	FEIDE
	 - LDAP
 - X.509
	<http://www.uninett.no/feide/index.en.html>

FEIDE is a project with the goal of establishing a common electronic identity for Norwegian academic users.
	version:
	1.0
	

	
	
	
	deployment:
	project partners
	

	
	
	
	planned:
	project finished
	

	FEIDHE
	
	<https://hstya.funet.fi/>

FEIDHE (Electronic Identification in Finnish Higher Education) was a joint project for higher education in Finland. The purpose of the project was to investigate possibilities for implementing a smart card based electronic identification system in institutions of higher education. A wide variety of pilot solutions were investigated, including SSL, SSH Secure shell and IPSec.
	version:
	 - 
	

	
	
	
	deployment:
	within project partner institutions.
	

	
	
	
	planned:
	project complete. 
	

	Headline
	 - LDAP
 - SMB
	<http://www.headline.ac.uk>

This JISC funded project to design a working implementation of the hybrid library re-used the Decomate authentication broker.
	version:
	2.0
	DecomateII

Angel

	
	
	
	deployment:
	
	

	
	
	
	planned:
	project finished
	

	ICE-CAR
	
	<http://ice-car.darmstadt.gmd.de/>

The ICE-CAR project was intended to be a series of application demonstrations of the ICE-TEL security technology, including a continuation of ongoing ICE-TEL pilots with an extended scope, and a limited further development of the technology with respect to new application requirements and new technology trends and standards.
	version:
	-
	ICE-TEL

Euro PKI

	
	
	
	deployment:
	-
	

	
	
	
	planned:
	project complete
	

	ICE-TEL
	 - X.509
	<http://www.darmstadt.gmd.de/ice-tel/>

The aim of the ICE-TEL project was: to develop and deploy security infrastructure tools, including user support tools; to develop and deploy security toolkits to integrate public key based security services into applications; to develop and deploy user services based on a certificate infrastructure.  
	version:
	various products
	ICE-CAR

Euro PKI

	
	
	
	deployment:
	operational
	

	
	
	
	planned:
	project complete
	

	JTAP 562
	
	<http://nism.paisley.ac.uk/jtap562>

This JTAP project, run by the University of Paisley, was concerned with Developing Secure, Manageable, Scaleable Network Services through the use of Commercial Products and Services.
 


	version:
	 - 
	

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	project complete
	

	JTAP Smartcard
	 - SSL
 - X.509
	<http://www.cbcu.cam.ac.uk/cbcu/projects/jtap.htm>

The aim of this project was to provide secure encrypted access to networked educational resources, using smartcards for user authentication. The project developed a system that uses public key cryptography and standard internet protocols. 
	version:
	 - 
	

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	 - 
	

	Liberty Alliance Project
	 - TLS
 - SSL
 - X.509
	<http://www.projectliberty.org/>
The vision of the Liberty Alliance is to enable a networked world in which individuals and businesses can more easily conduct transactions while protecting the privacy and security of vital identity information. To accomplish its vision, the Liberty Alliance will establish an open standard for federated network identity through open technical specifications.
	version:
	1.0 specification
	

	
	
	
	deployment:
	expected end 02
	

	
	
	
	planned:
	expand 1.0 to include permission-based attribute sharing
	

	LURCIS
	- OpenSSL

 - X.509
	<http://www.personal.leeds.ac.uk/~ecldh/lurcis/>

A project to develop Leeds University’s in-house user registration system to work across a variety of systems and to include X.509 certificates.  The project created the Leeds University Certificate Issuing Engine, which is freely available to the UK Higher Education community.  


	version:
	beta release
	

	
	
	
	deployment:
	live at Leeds
	

	
	
	
	planned:
	Further development through JISC funding
	

	Permis
	 - X.509

 - LDAP

 - PKI

 - PMI
	<http://www.permis.org/>

The PERMIS project intends to explore and to demonstrate the feasibility of the distributed approach to authentication. The fundamental objective is to set-up and to demonstrate an "infrastructure" able to solve both the AUTHENTICATION and the AUTHORISATION issues, letting each attribute owner or manager directly certify the attributes of individuals.  The PERMIS project designed and built a completely new infrastructure, a so called "Privilege Management Infrastructure" (PMI) that can be defined as the complete set of processes required to provide an authorisation service.
	version:
	- 
	

	
	
	
	deployment:
	within project partners
	

	
	
	
	planned:
	entering market validation phase
	

	PKI

Challenge
	
	<http://www.eema.org/pki-challenge/index.asp>

A two-year project which started in January 2001, the pki Challenge aims to provide a solution to interoperability between PKI related products, and to develop specifications and best practice in the world standards area.
	version:
	 - 
	

	
	
	
	deployment:
	testing vendors
	

	
	
	
	planned:
	project end Dec 02
	

	Project Minotaur
	 - Kerberos*
	<http://asg.web.cmu.edu/minotaur/>

The objective of this project is to provide secure and authenticated access to information and submission of data over the WWW using Kerberos. It assumes all users of this service have a Kerberos principal and password. It also assumes a Kerberos principal (kweb) exists for each web server that has the hostname as the instance.
	version:
	1
	

	
	
	
	deployment:
	CMU
	

	
	
	
	planned:
	 - 
	

	S3
	 - SSL (NT)
	<http://s3.livjm.ac.uk/>

S3 was a JTAP funded project to to pilot a disintermediated or self-service approach towards student and staff interaction with central student record and programme databases.
	version:
	 - 
	

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	 - 
	

	TOLIMAC
	
	<http://tolimac.ulb.ac.be/>

TOLIMAC was an EC funded research project which aimed at developing a library management system enabling secure electronic information exchange through the Internet between library users and information providers. The TOLIMAC project developed and evaluated a prototype system providing end users with an easy and user-friendly WWW access to a range of electronic information resources and services, whether local or remote. The system includes an electronic payment mechanism and achieves access control by means of a smart card and encryption techniques. 
	version:
	pilot
	

	
	
	
	deployment:
	pilot
	

	
	
	
	planned:
	project finished
	

	UCLA Campus Wide

Authentication Project
	- OpenSAML
 - SOAP
 - X.509

 - Kerberos
	<http://www.ais.ucla.edu/auth/>

Project to establish a PKI at UCLA based on the Shibboleth developments.  


	version:
	Pilot
	Shibboleth

	
	
	
	deployment:
	UCLA
	

	
	
	
	planned:
	full-scale at UCLA
	

	WRAP
	 - SSL
	<https://webauth.ncsu.edu/wrap/>

A NCState development to allow cookie based authentication.
	version:
	1.6
	

	
	
	
	deployment:
	NC State University
	

	
	
	
	planned:
	  -
	


Fora, groups and task forces

	INITIATIVE NAME
	UNDERLYING PROTOCOLS
	LOCATION & DECRIPTION
	CURRENT STATUS
	RELATIONSHIP TO OTHER DEVELOPMENTS

	European Certificate Authority Forum
	
	<http://www.eema.org/ecaf/>

ECAF provides a neutral forum for Certification Authorities, Users, Vendors, Consultants and Academic Institutions to meet the demands in the market place for secure digital identity and trusted third party products and services.  It provides advice, guidelines and information to all stakeholders.  
	version:
	 - 
	EESSI

Pki Challenge

	
	
	
	deployment:
	 - 
	

	
	
	
	planned:
	 - 
	

	TF-AACE
	
	<http://www.terena.nl/tech/task-forces/tf-aace/>

A task force established to address authentication and authorisation coordination for Europe.


	version:
	 - 
	

	
	
	
	deployment:
	ongoing
	

	
	
	
	planned:
	ongoing
	


Authorities, Structures, and Standards

	INITIATIVE NAME
	UNDERLYING PROTOCOLS
	LOCATION & DECRIPTION
	CURRENT STATUS
	RELATIONSHIP TO OTHER DEVELOPMENTS

	EuroPKI
	- X.509
	<http://www.europki.org/ca/root/>

The EuroPKI Top Level Certification Authority is a non-profit organisation established to create and develop a pan-european public-key infrastructure (PKI). It has its roots in the PKI established by the ICE-TEL project and further developed by  ICE-CAR.
	version:
	- 
	ICE-TEL

ICE-CAR

	
	
	
	deployment:
	operational
	

	
	
	
	planned:
	 - 
	

	SurfNET PKI
	
	<http://pki.surfnet.nl/>

Dutch Public Key Infrastructure.
	version:
	
	

	
	
	
	deployment:
	
	

	
	
	
	planned:
	
	

	SWITCH AAI
	
	<http://www.switch.ch/aai/>

Project to develop an Authentication and Authorisation Infrastructure for Universities in Switzerland.  Pilots are currently being put into place using Shibboleth and PAPI.
	version:
	pilot
	Shibboleth

PAPI

	
	
	
	deployment:
	pilot
	

	
	
	
	planned:
	Full implementation
	

	SwUPKI
	 - OpenSSL
 - PKI

 - X.509
	<http://www.swupki.su.se/>

The Public Key Infrastructure (PKI) for Swedish Universities.


	version:
	1.0
	

	
	
	
	deployment:
	within Swedish Universities
	

	
	
	
	planned:
	 - 
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ANGEL: www.angel.ac.uk

